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Abstract—Proxy multi-signature system is based on digital
signature scheme for a class of special signature scheme, which
requires the signer to own certain powers were delegated to each
proxy signer to make these proxy signer to use these powers on
behalf of himself. In this paper, a class before the enhanced proxy
multi-signature scheme carry out the attack and improvement,
three forgery attacks has been implemented,one for the any
original signer,one for the any proxy signer,and one for the proxy
signer modify the proxy deadline. While the original proposals
put forward an improved model, to prevent a proxy signer rights
transfer, the ability to prevent abuse of the signature to ensure
that the proxy signature security.
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I. INTRODUCTION

In recent years, with growing social networking
technologies developed in the field of e-commerce, people
often need to delegate some of their powers to give a reliable
agent, agent on behalf of themselves and let them to exercise
these powers. These can be delegated powers to include people
in the right signature in 1996,Mambo, Usuda and Okamoto[1],
who proposed the concept of proxy signature, digital signature
gives a solution to this problem proxy a solution method.
Because proxy signature plays an important role in practical
applications, so it was put forth proxy signature has been
widespread concern, its scholars have also conducted in-depth
discussion and research[2,3]. Since then, Elly river[4,5], who
proposed the idea of proxy multi-signature, which allows
multiple users to use proxy signature on the file signature
process, in many areas of e-commerce, elections, protocol
exchange has played an important role[6].

By studying Zhou Hongsheng, iron Ling, Li Jianhua,
Niyou Sheng et al[7] article, the second proxy multi-signature
scheme given its paper analyzed, and any one of the original
signers, any proxy signer, proxy signer modify the proxy
deadline forgery attack, he explained the existence of security
issues. After its signing process given signature generation
process and the commission process has been improved. And
described in the program to improve the complexity of its
calculation has reached the security requirements can withstand
before the attacks.
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II. ZHOU HONGSHENG ET AL [7] PROXY MULTI-SIGNATURE
SCHEME

A. Parameter Description

p is a large prime number, g of p—1or p—1's large prime
factor, ¢ e Z; and g’ =1(mod p); 4, is L user digital signature
scheme, X, is a secret key of the user 4 X, eZq* 2y for the
user's public key 4., y, = g™ (mod p) ; B, is a digital signature
scheme another 1 users; secret key all proxy signers B, 1S, X, € Z;
the public key is y, =g™(modp) ; h() is a hash
function; w, commission is to delegate authority 4 to B, a

signature file.

B. commissioning process

1) A4, randomly selected for each user a number f, e Z; ,

Calculate: K, = g" (mod p),e, = x, h(w;,K,)+k,(mod ¢);
2)gi=y, how, XK, (mod p) verification is established.

C. Signature generation

1)Each agent signer B, randomly picks a number e Z; ,
calculation: R, = g"(mod p);
2)calculation:

L
R= HR,.(mod p)ss; = (e, —xB,)m —nR(mod q)>

i=l
L
3)calculation: R =T [ R (mod p)-
1
test equation is established:
(yAih(w,,K,)Ki)m — ‘gs1 RiRyBim(modp) ,

L
calculation: g — D s, (modg) >
i=1

The message of the proxy multi-signature is :
(R;Kl,KZ,...,KL;WI,WZ,...WL;s;y4 2 VooV 3 Vs Vo, s Vg, )



III. PAIRS OF 2 PROXY MULTI-SIGNATURE ATTACKS

A. pairs of any original signer forgery attack
For any who want to forge the original signature of the
signer, may wish to set 4, want to take any message m' to

generate a valid proxy multi-signature:
RS\ K"K K,y 1, Xi=12,.., L)
then perform the following steps:
1)Calculation: ¢ = me(m")" (mod ¢).
2)Calculation:

L i
K= (L0, K)ok ([ L) (mod p).
i=1 i=1

3)Calculation: §'= S + x, h(w,,k,)m'(mod ¢).

The proxy multi-signature:
(Rss‘sK']aKzs-":KL:Wi!yA"yB[)(i :152,-"5[’)

can verify the person's verification,Proof:

L m'
{(}’th(w"k1 KK [, "MK, )}

i=2

L d-1
= {J’AO how kO] " ’Kl))}
i=1
I/ k - 1-d - h K; '
:yAO h(wi, I)'Kl[HyB,] - H(yAi h(w;, ,»))m
i=1 i=2
h(w,K - h(w;,K; - 1-d ym'
=g 4" m [ T, KO L) ™ T
i=1 i=1
L
— (ngOh(w, ,K,'))m +s RR[(HyB’ )dm
i=1

L I
= [(H yy) 1" =2°R" (H 5" (mod p).

B. pairs of any proxy signer forgery attack

Any one want to forge proxy signer signer may wish to
want to take any message to generate a valid proxy multi-
signature:

(R,S,y;Erl 3 Voo Vg o Kis Wiy )i =12,..,L);
after performing the following steps:
1)Calculation: J = m-(m‘)'l (mod q).
2)Calculation:

L !
Vs, =], KN vy o] [5)" (mod p).
i=l i=1
After B, can own private key is revealed by his own public

keytoy 5, ', the proxy multi-signature:

(R5S9yYBIDsz 9""yBL 7K[5M}[9yA’ )(i = 1729"'5L)
can verify the person's verification,proof:
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L
SRy [ )"
i=2
S pR L h K 1-d L d—1 £ "
=¢’R {[(H(m Ny ([ 17s) ]]_[yg}
i=l i=1 i=2
S pR L dm' L h(w;,K. 1-d "
=R ([ I»s) {[H()’A,. K] ]}
i=l =l

=[ [, & {[H(yxw%)]l‘d]}

L
=[] [»,""" K)I" (mod p).
i=l

C. pairs proxy signer modify the proxy deadline forgery
attack

For any who want to forge a signature by modifying the
term of agency, it may be set to ¢, , you want to generate a

valid proxy for any period by modifying agents take the
message m ' multi-signature:

(R7S3y’C] 7yC2’-~-7yCL 7Ki9vV,‘ 'JyA‘ )(l = 1,2,...,L)’
he can perform the following steps:
1)Calculation: d = me(m')” (mod ¢).
2)Calculation: d, = h(w,, K, )h(w, ', K, )(mod q) ,
where w, "is the agent deadline modified value.

3)Calculation:

L
Y, '= [H(yAih(W‘ i )K[)]dil'
i=1

/ (d;=D)h(w;".K;)
[T,
i=1

After ¢, can be your own private key is revealed by his own

)y (qu )" (mod p).

public key to Y, ', then the proxy multi-signature:

(RS, s Verss Ve Koo, sy, )i = 12,0, L) 5

person can be verified by the verification,prove:



L
(] &, K )
i=1
L d.—1)h 'K d
H(y/;’( i*) (M,, i))* o
i=1

L L
ve [ Tv )" e
i=1 i=2

m'

L
R0, [Iv)" ="k
i=2

L
) T, ek )
=" R'([ [ye)™=y
H(y (d‘—l)h(w,’,K,))—d
4
i=l

i=1

m'

L
h(w,"\K;) 1-d
) [T, K )
— h(w;,K;) =1
=L L™K
i=1 d . ~)h(w;"K;)\—d
’ [T,y
i=l
L m
hw'K) g \7i=d
. [0, K )
_ d;h(w;"K;) dm' i=1
=[[ Iy ek e -
=1 (@ =Dh(w K y-d
i ]i[(yl47 Yh(w )
i=1

L
=[] [, " K)I" (mod p).
i=1

IV. IMPROVEMENT AND PROXY MULTI-SIGNATURE ATTACK IN 2

We conducted three types of attack in 3, found 2 Zhou
Hongsheng et al proxy multi-signature scheme is not safe, we
will improve its programs:

1)

delegate process

Each user 4, randomly selected a number k e Z; , calculated:

K; =gk' (mod p), e, :xAih(M}iaKiayAl)+kiKi(m0dq);

Verify: g = yAvh“”“K‘ ’”"KI,K‘ (mod p) is established.

2)  signature generation process
Each agent signer B, of a random number - ¢ Z; , calculated:

L
R, = g"(mod p),R =] ] R.(mod p),
i=1
s; = eh(m) - Xp Vg, h(m, R)—r,R(mod g);
L
calculated: p _TTR (mod p);
- i p)a
i

Inspection equation:

(v

h(w; Koy,

)[{iKi )h(m) — gs, &RyBi)’s,.h(m,R) (modp),
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is established, calculate: ¢ _ ZL: s,(mod q)>

i=l
The message of the proxy multi-signature is:
(R KKy, K s W, Wy, Wy 5
S3VasVao5Va, 5V Vp, >0 Vg, )-

3)  Signature Verification Process

Certifier V' After receiving the message m and proxy multi-
signature, verify the identity of m and all the proxy signer is
within the set of all commission license signature(w , w,,..., w, )

range,verify:
L L
[H (yAih(W,,K, po )KiK’ ]h(m) — gsRR(H s Vs )h(m,R)(modp)
i=1 i=1

is satisfied.

4)  To resist the attack process

We have 3.1 people for any signature forgery attack, for
example, to attack the improved signature scheme, similar to
the previous attacks, can be drawn:

7, = h(m,R)+(h(m'R))" (mod ¢),
7, = (1= )h(m'R)+(h(m")" (mod ¢),
7, = h(m)(h(m'"))" (mod ¢).
So you want a successful attack, the need to find such a

v, K" satisfies:

L L

h(Wokisy ) - Ky VBN _
[0, k5 Ty =
i=1 i=1

h

Ty ' L Wi, KLY,
(yAn v) (w,K 'y )(Kl I)K1 .H(yA, hwioK; "LA")]('I_K’ )rnodp
=2

But it is theoretically impossible, because you want from
the following equation where:

N h(w Ky 40) 1
(Kl )K =Yy ’ (KI)K.

L L
h(wiokisyq) KiNrs-1 'B;
H (yAO R K;")" '(H ysl}B )” mod p.
i-1

i=1
Solving the K ' process than the theoretically calculated

discrete logarithm is even more difficult (because K 'in the

as this element, its
than  O(log(n)*) )
key y, becomes . 'is the formula established in the calculation

equation itself acts
complexity is greater

computational
and public

of hash function (because A(+) is a one-way hash function
collisions), so in the theory, the attack is failure.

In 3.2, we want to attack to be successful, you need to find
such a (v \K ) satisfies:



11

i=1

(5

L
Honky) g Ky wyr
ya K ([ Ty =
i=1

h(wm, K, ',yB1 !

L
KT, K S ymod p.
i=2

In 3.3, we want to attack to be successful, you need to find
sucha(y. K", satisfies:
0

L L

h(wpkinve) - K; G
| (Cai GO | [ B2 &
i=l i=l

L
nAm,K; vv)’mv) nkK;' h(w;, K, q) f
(yr:0 ) l (K, )K 'H(yf; g KK)mOdp'
i=2

Therefore, similarly to 3.1, 3.2 and 3.3 for the attacks in the
calculation of the time and complexity of computing discrete
logarithms is over, so the model can be modified to resist a
general attack.

5)  Security Analysis and Discussion

Since the introduction of the new program as well as
increased commission parameter, its security has been
enhanced, specifically as follows:

(1) new programs, including a proxy signature proxy
signer's information, as well as others such as authorization and
so can not pretend to participate in proxy multi-signature
process, nor can the legitimate proxy multi signature
repudiation.

(2) The new program introduced a letter of appointment,
and for each, can be limited by the ability for the signature
power of attorney can be used are constrained proxy signature
and a certain period of the valid range, it can not be beyond the
competence of signature, to avoid the abuse of the rights of
proxy signature.

(3) can be set through the development of a legal proxy
predecessors, beyond the signature others designated muster
areas such participation may reject to accept, therefore, even if
sent to other people, if not within the scope of the previous
formulation of the agent then, is not the representative to carry
out multi-signature process.

Through the above analysis we can see, the new proxy
multi-signature scheme can satisfy the following properties:

(1)Verifiability: any certifier can verify this since the proxy
multi-signature is valid and can be confirmed whether or not all
of the original signers recognize these documents have been
signed in accordance with a valid signature.

(2)Can not be forged strong line: Because proxy multi-
signature includes proxy signer's information, so in addition to
anyone who thought the signature can not be substituted for
forged signature, signature overcome denial.

(3)Proof of identity of the strong: because the proxy multi-
signature includes a proxy signer's public key, so anyone can
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participate in the proxy signature confirmation process signer
from the proxy signature inside.

(4)A strong non-repudiation: Once a proxy signer to
participate and generate a valid proxy signature multi-after, we
can not deny.

(5)To prevent the abuse Signature: Signature proxy multi-
signature process ensures that if strictly followed all of the
original signers of the commission information generation.

(6)Efficiency of the new signature program: the new
program compared with the original program adds some
parameters, but in contrast to the original scheme operation
only increased the number of four operations, a new program
on the operation efficiency and space utilization with the
original plan remained unchanged.

V. CONCLUSION

Based on the basis of research and analysis of Zhou
Hongsheng[7]et al paper, combining the characteristics of
proxy multi-signature, the second proxy multi-signature
scheme given in the original text is analyzed and attack,
discovered its existence in security deficiencies. After the
process of signature of the principal,the signature generation
process and signature verification process of revision,the
parameter is added on the basis of the original,and it is proved
that the modified model in resisting attacks can be more
complicated than computing discrete logarithm,so it can ensure
the security of the signature.Proxy multi-signature and
application affect people's production and life in the relevant
fields have a positive role in promoting the same time, issues
related to the efficiency of its processes and its signature and
other security is the need for more in-depth study and
discussion.
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