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Abstract. This research explores the development and implementation of a customized inclusive digital
health platform for marginalized communities in three sub-districts in Bandung, Indonesia, Andir, Cibiru,
and Bojongloa Kaler. The methodology used is Design Science Research (DSR), further integrating
information system architecture and information technology (IT) governance to overcome barriers such as
low digital literacy, limited access to technology, and economic constraints. The platform was designed with
a personalization engine, data security measures, and enhanced accessibility features, and optimized
according to local socio-economic conditions. The research showed significant improvements in user
engagement and satisfaction across the three sub-districts, with key successes in personalizing content to
users' needs, ensuring data protection, and providing offline functionality. Users in Cibiru and Bojongloa
Kaler, who face lower technological limitations, reported improved ease of access and utilization of digital
health services thanks to customized features such as data compression and simplified interfaces. DSR's
iterative approach allows for continuous customization of the platform based on user feedback so that both
technological and community needs can be effectively met. This research contributes to the literature on
inclusive digital technologies and demonstrates the potential of flexible information system architecture and
participatory IT governance in empowering marginalized populations. The findings suggest that this
approach can be replicated in similar socio-economic settings to increase the adoption of digital health
services and improve overall community health outcomes.
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1. Introduction

Information technology has become the backbone in various sectors of life, including in community services in
the digital era [1]. The implementation of an integrated information system architecture with good information
technology governance is key in building a reliable digital platform. In this context, the use of digital platforms
provides opportunities for the community, including marginalized communities, to gain wider access to public
services and relevant information [2] [3]However, the utilisation of these technologies still faces various
challenges, especially in areas with low levels of technological literacy [4] [5] . There are several sub-districts in
Bandung City, such as Andir, Cibiru, and Bojongloa Kaler.

Marginalized communities in these areas have limitations in utilising digital platforms for their daily needs,
both in terms of accessibility, security, and personalisation. A random survey of 100 community members in
each subdistrict found that many of them still face challenges in optimally utilising digital platforms[6]. These
challenges are closely related to the lack of technological knowledge, mistrust of data security systems, as well
as the inability to customise available applications to their specific needs[7] This indicates an urgent need to
build a system that can accommodate the needs of marginalized communities, which includes aspects of
personalisation, data security, and ease of access.

In an effort to answer this problem, the Design Science Research (DSR) methodology is used as an approach
to build a digital platform that is more inclusive and adaptive for marginalized communities[8] [9]DSR provides
a structured framework for developing technological solutions by focusing on the iteration between theory and
practice, enabling the creation of solutions that are not only theoretical but can also be directly implemented in
the field [10]. In the context of developing digital platforms in Andir, Cibiru, and Bojongloa Kaler sub-districts,
this methodology is highly relevant as it enables the creation of applications that not only fulfil functional needs
but also fit the characteristics of the local community [11].

The personalization engine is one of the key features developed in this platform, which serves to customise
the user experience based on individual preferences and needs[12]. In addition, data security systems are a
major concern, given the high public concern regarding privacy and the potential leakage of personal data [13].
Accessibility is also considered by providing a user-friendly interface that is compatible with various devices
[14] [15]. In addition, the platform also includes devices commonly used by marginalized communities in the
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city of Bandung. Thus, this platform is expected to be able to make a real contribution in improving the quality
of life of the community through technology that is more adaptive and safe.

In closing, the development of a digital platform designed using the DSR methodology is expected to be a
model solution that can be replicated in other regions with similar conditions. Implementing robust information
technology governance, combined with a resilient information system architecture, will create a platform that is
not only functionally effective, but also inclusive and sustainable for marginalized communities [16] [17]. This
research will make a significant contribution to the field of information technology development for
marginalized communities, focusing on the aspects of personalisation, security, and accessibility.

2.  Literature Review

This research draws on a wide range of literature that discusses the important role of digital technology in
enhancing public participation and community empowerment in various contexts, particularly in areas with low
levels of digital literacy[18]. Previous studies have shown that digitalisation can be an effective tool to promote
citizen engagement in public decision-making processes [19]. In addition, digital literacy is also seen as an
important component in improving the quality of public services in the digital era [20]. This opens up
opportunities for people, including marginalized groups, to voice their needs and preferences more widely.

Information system architecture and information technology governance are fundamental elements in
developing inclusive digital platforms, especially for marginalized communities. Information system
architecture and information technology governance are fundamental elements in developing inclusive digital
platforms, especially for marginalized communities [21] [22]. Information systems architecture ensures efficient
technology integration and smooth functioning of the platform under limited infrastructure conditions, while
information technology governance establishes policies and controls that ensure the safe, effective, and fit-for-
purpose use of technology [23]. The novelty of this review lies in exploring the implementation of customized
IT architecture and governance for marginalized communities in different regions, which has not previously
been addressed in the literature.

This review highlights the adaptation of flexible information system architectures, such as those
implemented in Kenya. This review highlights the adaptation of flexible information system architectures, such
as those implemented in Kenya[24] [25], where digital platforms have enabled marginalized communities to
access essential public services, despite limitations in infrastructure and digital literacy[14]. In addition,
previous research has analysed the need to develop IT governance that is responsive to the local context for
digital platforms to be adopted. This approach emphasises the importance of system design that is adaptive to
local technological limitations, a novelty that demonstrates how architecture can support digital inclusion in
conditions of limited infrastructure [26] [27]

From the perspective of IT governance, studies have shown that the implementation of transparent and
community-based privacy policies can increase user trust by up to 40%, encouraging wider participation in the
use of digital technologies. This review offers a new contribution by demonstrating how participatory IT
governance can increase the engagement of marginalized users, adapting governance principles previously
applied in corporate or government settings to the context of marginalized communities [28] [29].

In addition, machine personalization in the context of marginalized communities is also discussed in depth.
Studies show that machine personalization based on local data significantly increases the engagement of
marginalized users. The novelty of this review lies in the emphasis on adaptive personalisation, which adjusts
algorithms based on local socioeconomic and cultural variables, thereby increasing the relevance and impact of
technology in marginalized communities [30] [31].

The Design Science Research methodology is also discussed as an effective iterative approach in developing
digital technology for marginalized communities [32]. Studies have revealed that the implementation of
community-based DSR increases user participation through an iterative process that continuously involves user
feedback. This review proposes a more micro and community-based DSR approach, which not only technically
improves digital platforms, but also empowers marginalized communities [33].

Overall, this review adds a new contribution to the existing literature by emphasising the adaptation of
information system architecture, participatory IT governance, and adaptive personalization relevant to
marginalized communities. Through empirical examples from various countries such as Brazil, India, and
Kenya, this review provides a new practical perspective on how digital technology can be adapted to enhance
digital inclusion in environments with limited infrastructure [34] [35] [36].
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3.  Research Methodology

The Design Science study technique was chosen for this study project because to its ability to generate solutions
that are both theoretically robust and can be directly implemented and refined through iterative procedures using
real-world data[37][38]. The Design Science Research(DSR) technique is highly relevant in the domain of
information technology development, as it enables the seamless integration of design, development, and
ongoing assessment processes the citation for the source is Q. Deng, A.R.Hevner[39] [40]. Compared to other
research methods like action research or case study research, which often focus on analyzing the context or
testing theories, DSR offers a structured approach that is specifically designed to create new artifacts and
provide practical solutions to real-world problems the reference[41].

Moreover, DSR strongly prioritizes the fusion of theory and practice, guaranteeing that the solutions it
generates are not only academically relevant but also hold significant practical worth[42].When designing a
digital health platform, it is crucial to consider the ability to effectively apply the resulting solutions in the field,
especially in communities with restricted technological access. These solutions must include the limitations of
infrastructure, financial resources, and digital literacy in underprivileged populations. Only by taking these
factors into account can digital health services be modified and put into practice in a way that efficiently
enhances accessibility and benefits for the population that requires them the most[43] [44]. This research will be
carried out through a sequence of activities aimed at accomplishing the main goal of creating an adaptable and
personalized digital health platform structure for the underprivileged community in Bandung City.

This study employs the Design Science Research (DSR) methodology, a structured approach that
emphasizes the iterative development of artifacts to solve real-world problems while generating theoretical
knowledge. DSR was chosen for its ability to facilitate continuous refinement of the digital health platform
based on empirical feedback, making it particularly suited to the complex and evolving needs of marginalized
communities in Andir, Cibiru, and Bojongloa Kaler. Key Stages of the DSR Process,

1) Problem Identification and Motivation: The first stage involved identifying the specific barriers faced by the
target communities, such as low digital literacy, limited access to technology, and concerns over data
security. These challenges were mapped through surveys and focus group discussions, building on insights
from previous research on marginalized populations [45] [46].

2) Define Objectives of a Solution: Objectives were established to address the identified challenges, such as
developing a personalization engine that adapts to varying literacy levels, implementing robust data security
measures to build user trust, and ensuring the platform is accessible on low-end devices [47] [48].

3) Design and Development: The platform was designed iteratively, with multiple prototype versions
developed and tested across the three sub-districts. Key components of the design included modular
architecture for easy customization, security protocols such as end-to-end encryption, and offline
functionality for regions with limited internet access [49].

4) Demonstration: The platform was deployed in real-world settings within the three sub-districts. Participants
interacted with the system over several weeks, allowing the researchers to observe how effectively the
platform addressed issues such as user engagement and data security.

5) Evaluation: The platform's effectiveness was evaluated using both quantitative and qualitative methods.
Key performance indicators (KPIs) included user satisfaction, system usability, and security efficacy.
Feedback was collected through post-implementation surveys and in-depth interviews, allowing for further
refinements to the platform [25].

6) Communication: The final stage involved documenting the findings and sharing them with relevant
stakeholders, including local government and health officials, to facilitate broader adoption of the platform
in similar socio-economic settings.

Iterative Refinement

The iterative nature of DSR allowed for continuous improvement of the platform throughout the research
process. After each deployment, user feedback was integrated into the next iteration, ensuring that the platform
remained responsive to the evolving needs of the community. This iterative cycle was essential for refining
features such as the personalization engine and improving the user interface based on real-world use.

By employing DSR, this study not only produced a functional digital health platform but also contributed
theoretical insights into how IT solutions can be effectively adapted for marginalized communities. The
methodology ensured that the platform evolved in tandem with user needs, leading to a more inclusive and
practical solution.
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4. Result and discussion

The digital health platform's implementation across the sub-districts of Andir, Cibiru, and Bojongloa Kaler
generated a comprehensive set of data that provides valuable insights into its effectiveness in addressing key
challenges in healthcare access, personalization, and data security for marginalized communities. The analysis
presented here offers a detailed breakdown of the performance metrics and the implications of the platform’s
features across these three areas, informed by user feedback and system performance metrics.

4.1 Accessibility

In the first stage of Problem Identification and Motivation in the DSR methodology, the main challenge
identified is the limited access to digital health services in three sub-districts. (Andir, Cibiru, dan Bojongloa
Kaler). This is primarily due to limited infrastructure and limited digital literacy. In the Define Objectives of a
Solution stage, the identified solution is the development of a platform that can function in low-connectivity
environments. In the Design and Development stage, the platform is designed with offline capabilities that allow
users to continue accessing healthcare services without an internet connection.

The results reflected in Table 1 show that Bojongloa Kaler achieved the highest accessibility level at 80%,
followed by Andir at 78%, and Cibiru at 75%. Additionally, Bojongloa Kaler demonstrated a significant offline
capability usage rate of 92%, underscoring the importance of this feature in areas with the most unstable
connectivity. This achievement aligns with the literature that emphasizes the importance of flexible platforms
capable of functioning offline to enhance service access in marginalized communities.

4.2 Personalization

At the Define Objectives of a Solution stage, one of the main objectives set is the development of services that
can be personalized according to individual preferences and needs. This is realized in the Design and
Development phase with the development of a personalization engine capable of adjusting health content, such
as medication reminders and relevant health advice, according to the user's profile. The results, as shown in
Table 1, indicate that the user engagement level in using the personalization feature is high, with Bojongloa
Kaler reaching 85%, Andir 82%, and Cibiru 80%. This level of engagement demonstrates that the
personalization engine successfully meets user needs, especially in areas with lower literacy rates.

Meanwhile, at the Evaluation stage, it was found that the system's response time in providing personalized
recommendations was slower in Cibiru (50%) and Bojongloa Kaler (55%), compared to Andir which reached
85%. This indicates that at the Iterative Refinement stage, further improvements are needed to optimize the
performance of the personalization engine, especially in areas with limited technological infrastructure. Estos
retrasos pueden atribuirse a las limitaciones tecnologicas en estas regiones, donde el menor ancho de banda y la
capacidad de procesamiento limitada en los dispositivos de los usuarios pueden ralentizar la capacidad del
sistema para ofrecer contenido personalizado en tiempo real. Aunque Andir reportd tiempos de respuesta mas
rapidos (el 85% de los usuarios no experimentaron retrasos), es necesaria una mayor optimizacion del motor de
personalizacion para garantizar un rendimiento consistente en todas las regiones.

4.3 Data Security

Data security becomes a primary concern at the Problem Identification and Motivation stage, considering the
sensitivity of health information and user concerns regarding data breaches. To address this challenge, at the
Design and Development stage, the platform implements strong encryption protocols, such as AES-256 in Andir
and AES-128 in Cibiru and Bojongloa Kaler, to ensure user data protection. The evaluation results in Table 1
show a very high level of satisfaction with data security, with Bojongloa Kaler leading at 90%, followed by
Andir at 85%, and Cibiru at 80%. This level of trust reflects the successful implementation of security protocols,
which are a key element in the sustainability of platform usage.

Although the satisfaction level with data security is high, only 55% of users in Andir, and 45% in Cibiru
and Bojongloa Kaler reported a clear understanding of the platform's privacy policy. This indicates that at the
Communication stage, more educational efforts are needed to raise user awareness about how their data is
managed and protected. These findings are consistent with several previous studies that show a relationship
between high levels of encryption strength and user trust, especially among populations that have been
concerned about their data privacy.
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Table 1. Overall Performance Metrics Across Sub-Districts.

Performance Metric Andir (%) Cibiru (%) Bojongloa Kaler (%) Average (%)

User Accessibility 78 75 80 71.7
Engagement (Personalization) 82 80 85 82.3
Data Security Satisfaction 85 80 90 85.0
Ease of Access (Offline Capabilities) 75 70 92 79.0
Data Usage Efficiency 80 88 90 86.0
System Response Time (Personalization) 85 (fast) 50 (moderate) 55 (moderate) -

Understanding of Privacy Policies 55 45 45 48.3
User Confidence in Data Security 85 80 90 85.0

In addition, this level of satisfaction is also influenced by how the platform handles data security threats,
especially in areas like Bojongloa Kaler, where offline features are very important. This platform allows for
local data storage with secure encryption features, which proves to be very beneficial for communities with
unstable internet connectivity. The feature guarantees that users' health data remains protected even when not
connected to the internet, and reduces the risk of data leaks that commonly occur in offline features. This
success demonstrates how, through proper security protocols, user concerns in environments with limited
connectivity can be effectively addressed. However, despite the high level of satisfaction with data security,
Table 1 also shows a gap in users' understanding of the platform's privacy policy. Only 45% of users in
Bojongloa Kaler and Cibiru, and 55% in Andir, reported that they clearly understand how their data is managed.
This fact shows that although technical and infrastructural security measures are well implemented, there is an
urgent need for more in-depth user education on this matter. This is very important because, after all, encryption
technology can only provide effective security if its users truly understand how their data is processed and
stored.

Overall, the data security performance, as seen in Table 1, shows a success rate in terms of the data
protection provided to users, but it also indicates a level of sensitivity that requires improvements in education
and knowledge regarding privacy policies. By improving communication regarding data protection, this
platform can identify and address the weaknesses of the trust theory and increase adoption, particularly among
communities with low interest and digital literacy. La personalizacion surgié como un motor clave del
compromiso del usuario, con la capacidad de la plataforma para adaptar el contenido a las necesidades
individuales, lo que llevé a mejoras significativas en los comportamientos de gestion de la salud. Mientras que
Andir reportd tiempos de respuesta mds rapidos, los retrasos experimentados en Cibiru y Bojongloa Kaler
destacan la necesidad de una mayor optimizacion del sistema para asegurar que las recomendaciones
personalizadas se entreguen puntualmente en todas las regiones. Abordar estos problemas de rendimiento sera
esencial para mantener altos niveles de compromiso de los usuarios y mejorar los resultados de salud.

In terms of data security, the platform successfully mitigated user concerns, with high satisfaction rates
reflecting confidence in the platform’s encryption and authentication protocols. Nevertheless, the low levels of
understanding of privacy policies suggest that more attention must be given to educating users about data
management practices. By enhancing transparency and communication, the platform can build even greater trust
among users, encouraging sustained use and higher adoption rates.

4.4 Evaluation

Table 2 presents an evaluation of the effectiveness of digital health platforms based on several key metrics such
as user satisfaction, trust in data security, accessibility (including offline functionality), system response time for
personalization, and understanding of privacy policies. This metric provides comprehensive insights into how
the platform is received by marginalized communities in three sub-districts: Andir, Cibiru, and Bojongloa Kaler.
The following analysis details the platform's performance in each metric, offering an in-depth view of its
effectiveness in achieving its main objectives.

Table 2. Evaluation of Platform Effectiveness.
Metric Andir (%) Cibiru (%)  Bojongloa Kaler (%) Average (%)
Overall User Satisfaction 82 80 85 82.3
Data Security Confidence 85 80 90 85.0
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Metric Andir (%) Cibiru (%)  Bojongloa Kaler (%) Average (%)
Accessibility (including Offline) 78 75 80 77.7

System Response Time (Personalization) 85 (fast) 50 (moderate) 55 (moderate) -
Understanding of Privacy Policies 55 45 45 483

User Satisfaction

The average user satisfaction level in the three sub-districts is recorded as high, at 82.3%. Bojongloa Kaler
recorded the highest satisfaction level at 85%, followed by Andir (82%) and Cibiru (80%). The high level of
satisfaction indicates that the platform generally succeeds in meeting user expectations, especially in providing
personalized and easily accessible healthcare services. Bojongloa Kaler, with the most limited infrastructure,
shows the highest level of satisfaction, indicating that features such as offline capability and personalization are
highly relevant to users in this area. These results are consistent with previous research showing that
personalized digital health services can enhance user engagement and satisfaction, especially in areas with
limited access to traditional healthcare services.

Trust in Data Security

Trust in data security also shows very good results, with an average of 85% of users in the three districts
reporting a high level of confidence in the protection of their data. Bojongloa Kaler leads again with a trust level
of 90%, while Andir and Cibiru recorded 85% and 80%, respectively. This high level of trust reflects the
platform's success in implementing strong encryption protocols, such as AES-256 in Andir and AES-128 in
Cibiru and Bojongloa Kaler, which provide protection against potential data leaks. High trust in data security is
crucial to ensure the sustainable use of the platform, especially in communities that have significant concerns
about privacy and the security of personal information. These results are consistent with previous research that
shows strong data security is a key factor in the adoption of digital technology, especially in communities that
are more skeptical of new technology.

Accessibility (including Offline Functionality)

Accessibility, which includes the platform's ability to function offline, also recorded good results with an
average of 77.7%. Bojongloa Kaler again recorded the highest score in accessibility (80%), reflecting the
importance of offline features for communities with unstable internet access. On the other hand, Cibiru recorded
a slightly lower score (75%), which may indicate a need for further improvement in optimizing offline
functionality, especially for users who rely on real-time up-to-date information. This success also supports
previous research findings that emphasize the importance of flexible systems that can function in offline mode
to improve access to services in underserved areas.

System Response Time for Personalization

One area that requires further attention is the system's response time in delivering personalized content. Andir
recorded a fast response time, with 85% of users reporting a satisfactory response time, whereas in Cibiru and
Bojongloa Kaler, only 50% and 55% of users reported satisfaction with the personalized response time. This
disparity is caused by the limitations of technological infrastructure in Cibiru and Bojongloa Kaler, which
hinder the system's ability to provide real-time health recommendations. Slower response times can affect user
engagement, as delayed recommendations can reduce the effectiveness of personalized services. Improvements
in this aspect will be very important to maintain user engagement and ensure that personalized health
information is delivered on time.

Understanding Privacy Policies

Although trust in data security is quite high, users' understanding of privacy policies remains a significant
challenge. Only 48.3% of users in the three sub-districts reported a clear understanding of how their data is
managed. This shows that while technical security measures are well implemented, there is still an urgent need
to enhance user education about privacy policies and how their data is used by the platform. This gap indicates
that communication regarding technical security aspects needs to be simplified so that it can be more easily
understood by users, especially in communities with low digital literacy levels. Strengthening these educational
efforts will help increase transparency and build deeper trust in the platform.

Overall, the evaluation of the effectiveness of this platform shows that it has succeeded in meeting the
needs of marginalized communities in Andir, Cibiru, and Bojongloa Kaler, especially in terms of personalized
healthcare services and data protection. It seems like your message is empty. Could you please provide the text
you'd like me to translate? With improvements in these areas, the platform will be able to provide more effective
services and can increase user adoption and trust in the long term. Lastly, only 48.3% of users understand the
privacy policy, indicating the need for additional education in the Communication stage to ensure transparency
and enhance user trust in data management.
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5 Conclusion

This study leveraged the Design Science Research (DSR) methodology to develop and implement a digital
health platform that addressed the unique challenges faced by marginalized communities in the sub-districts of
Andir, Cibiru, and Bojongloa Kaler. The DSR methodology allowed for iterative improvements, continually
incorporating user feedback to ensure the platform remained adaptable to the socio-economic and infrastructural
constraints of these regions. The platform effectively tackled key issues such as accessibility, personalization,
and data security, which are critical for delivering healthcare services to underserved populations.

The platform achieved significant success in improving user satisfaction, with an average satisfaction rate of
82.3% across all three sub-districts. This high level of satisfaction can be attributed to the platform’s ability to
personalize health recommendations and provide consistent access to services, even in regions with poor
connectivity. As demonstrated in Bojongloa Kaler, where 80% of users benefited from offline capabilities, the
platform’s design effectively mitigated the digital divide, consistent with findings by Macharia and Nyakwende
(2009) on the importance of offline-enabled systems in underserved areas[25]. Furthermore, data security
confidence was notably high, averaging 85%, which aligns with Bertino (2016)'s emphasis on the critical role of
robust data protection in user adoption[15]. The encryption protocols implemented ensured that users felt secure
when accessing sensitive health information, particularly in Bojongloa Kaler, where 90% of users expressed
confidence in the platform’s security measures.

However, some areas require further optimization. For instance, system response times for personalized
content were slower in Cibiru and Bojongloa Kaler, with only 50% and 55% of users, respectively, reporting
satisfactory response times. This indicates a need to refine the personalization engine to function more
efficiently under constrained technological conditions. Additionally, the understanding of privacy policies was
lower than expected, with only 48.3% of users fully comprehending how their data was managed. These results
suggest that more effort is needed to improve user education on data privacy, ensuring that the platform remains
transparent and trusted.

Future research should focus on expanding the platform’s reach to other socio-economic contexts,
particularly in remote and rural areas where similar barriers to healthcare exist. This could include regions
studied by Citrin et al. and Foko et al., where ICT platforms have been deployed to bridge healthcare access
gaps in low-resource settings [45][48]. Enhancing the personalization engine with advanced machine learning
algorithms to provide faster, more accurate health recommendations should also be a priority. Moreover, future
work should involve the development of more effective user education initiatives, especially regarding privacy
policies, which would help to further build trust and ensure that users feel confident in the platform’s data
security measures. Expanding the platform’s scope while continuing to iterate and refine its features will be
essential in scaling its impact, ultimately improving health outcomes for underserved populations across diverse
geographical settings.
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