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Abstract. The phenomenon of algospeak exemplifies the dynamic adaptation of
social media users to the stringent regulations of digital platforms. Algospeak
refers to the use of codes and symbols to circumvent content-filtering algorithms.
Initial observations indicate that its emergence is primarily driven by the rigorous
censorship of various social media platforms, prompting users to communicate
creatively without being blocked. A prominent example of algospeak was
observed during the Palestine vs. Israel conflict, where users employed various
codes and symbols to convey information and opinions without detection by
censorship algorithms. While algospeak facilitates free and innovative
communication, it also poses risks of misinformation and alienation of users who
do not understand these codes. Thus, the proliferation of algospeak requires a
balanced approach between online safety and freedom of speech. This
necessitates cooperation between social media platforms and authorities, as well
as education and awareness among users about the risks and responsibilities of
using algospeak. Continuous research and the development of technology
capable of detecting and understanding algospeak without stifling user creativity
are crucial to overcoming these challenges. Awareness, education, cooperation,
and research are key to ensuring the safe and responsible use of social media.
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1 Introduction

In an increasingly sophisticated digital era, social media has become a primary platform
for communication and information dissemination. Platforms such as Facebook,
Twitter, Instagram, and TikTok not only connect individuals from diverse backgrounds
but also shape new cultures in how we interact and share information. One of the latest
phenomena gaining attention is algospeak. Algospeak refers to the use of modified
language or terms to avoid detection by social media platform algorithms [1].

The phenomenon of algospeak is intriguing as it reflects how social media users
adapt to the rules and limitations set by digital platforms. According to Tufekci, savvy
social media users employ their creativity to modify language and symbols, ensuring
their messages can be conveyed without detection by stringent censorship algorithms
[2]. This highlights the interplay between technology and users in a dynamic digital
ecosystem.
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Furthermore, van Dijck, Poell, and de Waal suggest that algospeak also illus-
trates innovation in language use to maintain freedom of expression [3]. Users create
new language codes, use alternative spellings, and emojis to communicate their mes-
sages. This not only allows them to circumvent algorithmic restrictions but also fosters
a new form of creative and effective communication. Therefore, this paper will delve
deeply into the concept of algospeak, the factors behind its emergence, its impact, and
the challenges faced in navigating the culture of algospeak. By understanding this phe-
nomenon, we can see how social media users continually find ways to overcome tech-
nological limitations and maintain freedom of expression in the digital era [4].

2 The Concept of Algospeak

Algospeak is a combination of the word "algorithm" and "speak," referring to a mode
of communication designed to evade detection by content-filtering algorithms on social
media platforms [1]. This concept refers to a set of coded words or phrases used by
social media users to create a safe lexicon, aimed at preventing content moderation
systems from blocking or downgrading their content. Algorithms, on the other hand,
are typically used to detect and block content that violates certain policies, such as vi-
olence, hate speech, or inappropriate content. However, savvy social media users have
found ways to circumvent these restrictions by modifying the language they use. For
example, they might use different spellings, emojis, or specific codes understood only
by certain groups.

The use of algospeak reflects how social media users understand and adapt to
the technologies that monitor them. According to Tufekci, it is a form of communica-
tion that evolves to overcome the limitations imposed by technology [2]. In this context,
algospeak involves not only altering words but also using symbols and signs to convey
messages. This demonstrates the creativity of users in finding ways to communicate
without breaching stringent rules. In the digital ecosystem, algospeak functions as a
dynamic adaptation to existing rules and systems. Users modify language and symbols
to ensure their messages are not filtered by algorithms. Discussing this, van Dijck,
Poell, and de Waal state that this not only allows them to maintain freedom of speech
but also enhances their ability to communicate effectively in an increasingly controlled
environment [3]. This phenomenon illustrates the interaction between technology and
human creativity in the modern digital world.

3 Factors Contributing to the Emergence of Algospeak
Several factors drive the emergence of algospeak. These include:

3.1 Stringent Censorship Policies

Many social media platforms enforce strict content censorship policies to ensure user
safety and decency. These platforms utilize algorithms that can detect, and block words
or phrases deemed inappropriate, including content related to violence, hate speech, or
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indecency [5]. While these policies aim to protect users from harmful or inappropriate
content, they also drive users to seek alternative ways to communicate their messages.
Roberts notes that savvy social media users began modifying their language to evade
detection by algorithms [6]. Techniques such as using alternative spellings, emojis, or
specific codes understood only by certain groups have become increasingly common.
This is one way in which algospeak has evolved in response to stringent algorithmic
censorship.

Cohen et al. observe that the use of algospeak reflects how social media users
understand and adapt to the technologies that monitor them [7]. It involves not only the
alteration of words but also the use of symbols and signs to convey messages. In this
context, algospeak is a form of dynamic adaptation to the existing rules and systems
within the digital ecosystem. The creativity of users in overcoming technological limi-
tations underscores the importance of freedom of expression in the digital age [2]. This
phenomenon illustrates that users are not only becoming more adept at protecting their
privacy and freedom of speech but also increasingly creative in adapting to existing
technologies. Algospeak, as a tool to circumvent censorship, demonstrates the evolu-
tion of communication methods in response to the challenges posed by modern tech-
nology. Ngai et al. suggest that this is an example of how technology and human crea-
tivity interact in the modern digital world [8].

3.2 User Creativity

Social media users often seek ways to overcome the limitations and restrictions im-
posed by digital platforms. Algospeak is one of the creative methods they use to ensure
their messages reach their audience without being blocked. This creativity is reflected
in how users modify language and symbols to avoid detection by censorship algorithms.
Roberts adds that users employ techniques such as altering spellings, using emojis, or
specific codes understood only by certain groups [6]. These actions demonstrate a high
level of creativity and awareness among social media users in their efforts to protect
their freedom of speech. Algospeak also involves the use of symbols and signs as part
of their strategy to communicate more freely and effectively in an increasingly con-
trolled digital environment.

Moreover, the creativity of users in creating algospeak reflects how they adapt
to the technologies that monitor them. This not only shows language adaptation but also
innovation in communication methods [9]. This phenomenon illustrates the collective
wisdom of social media users in navigating the rules and limitations set by censorship
algorithms. Gorwa and Guilbeault argue that, overall, algospeak as a tool to circumvent
censorship demonstrates the evolution of communication methods in response to the
challenges of modern technology [10]. It also exemplifies how technology and human
creativity interact in the modern digital world, ensuring freedom of speech is preserved
even in a restricted environment.
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3.3  Awareness of Privacy

In the advancing digital era, awareness of online privacy has increased dramatically.
Users are becoming more aware of the risks involved when sharing personal infor-
mation openly on digital platforms. According to a study by Bucher, the use of al-
gospeak is one way users protect their identities in the digital world [11]. Algospeak,
which involves deliberately restructuring or modifying language to avoid detection by
algorithms, is gaining traction among users concerned about privacy. Gehl states that
such methods of disguising words enable users to communicate safely without reveal-
ing their true identities, thereby reducing the risk of detection by malicious parties [12].

Privacy has become a major issue in this digital age, with many entities attempt-
ing to obtain users' personal information for various purposes. In response to this threat,
users are becoming more adept at finding ways to protect their personal information
from detection and misuse. Marwick and Boyd note that this increased awareness has
led to behavioral changes among internet users, including the use of techniques like
algospeak [13]. Users are also becoming more skilled in using methods and techniques
that help them avoid detection and misuse of their personal data. A study by Tufekci
shows that privacy-conscious users tend to use various forms of technology to protect
their data, including VPN, end-to-end encryption, and word disguises like algospeak
[14].

3.4  Technological Advancements

The advancement of increasingly sophisticated algorithmic technology has led to the
increased use of algospeak among online users. The algorithms used to detect and filter
content have become more complex and efficient. According to Gillespie, algorithmic
technology is now capable of identifying and filtering content with high efficiency,
forcing users to find new ways to circumvent these restrictions [15]. The technology
used to detect and filter online content is constantly being updated. Filtering algorithms
now employ various techniques such as machine learning and big data analysis to iden-
tify content that violates policies. As Noble explains, this technology not only focuses
on textual content but also on images, videos, and audio, making it more challenging
for users to evade detection [16].

Users must constantly adapt to changes in filtering technology. With each ad-
vancement in detection algorithms, users find new ways to avoid detection. Crawford
and Paglen state that users, especially the younger generation, are becoming increas-
ingly creative in using algospeak and other techniques to protect their privacy and con-
vey messages without being detected by algorithms [17]. The advancement of algorith-
mic technology affects not only individual users but also social media platforms and
technology companies. They must continuously update their detection systems to ad-
dress the new methods users employ to evade detection. Zuboff suggests that this dy-
namic creates an ongoing cat-and-mouse game between users and digital platforms,
with both parties continually seeking ways to outmaneuver each other [18].
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4 Examples of Algospeak Usage: The Palestine vs. Israel Conflict

The conflict between Palestine and Israel is a prime example of a situation that fre-
quently incites controversy on social media. Open discussions about this issue can po-
tentially lead to violations of social media communication rules, including the spread
of hate speech and violence, breaches of laws and regulations concerning the dissemi-
nation of sensitive information, incitement related to political and ethnic conflicts, the
spread of cultural tensions, and the risk of disseminating misinformation or propaganda.
Consequently, social media platforms such as Facebook, Instagram, Twitter, and Tik-
Tok often restrict the use of sensitive terms related to the Palestine-Israel conflict, such
as "Palestine" and "Israel," based on robust content policy reasons.

This situation compels users to find new ways to circumvent these restrictions,
and one of the methods employed is the use of algospeak. This is due to the tendency
of social media users to express global solidarity with oppressed communities, as Davis
articulates [19]. He argues that international solidarity is crucial in the fight for social
justice and human rights worldwide. Moreover, according to a report by Human Rights
Watch, there is strong evidence that Israel's actions in Palestinian territories can be cat-
egorized as apartheid and systematic oppression against Palestinians [20].

As a workaround, social media users adopt algospeak methods, which are de-
signed to create a safe lexicon that prevents content moderation systems from blocking
or downgrading their posts. Although Gillespie points out that current algorithmic tech-
nology is highly efficient at identifying and filtering content, it is clear that this tech-
nology has not yet fully curbed the widespread use of algospeak by users [15]. Evidence
from searches for algospeak techniques on various social media platforms reveals a
wide array of disguised terms for "Palestine" and "Israel." Below are some examples of
algospeak for these terms found on social media.

Table 1. Algospeak for Israel.

Bil Algospeak Example from Social Media

1. israhell Did she just call it israhell in the ICJ

2. Israeli “Look! Why Israeli kill innocent Palestinians”

3. Isra€l “Plis apa apa jangan asal nuduh atau ngecap kalau mereka pro Isra€l”
4. Isra*li Me when Isra*li forces stormed in Al-Agsa compound

5. Isra-hell This fat ugly Kr**t bastard needs to shut the fuck up and tell his coun-

try to stop supporting war crimes by Isra-hell instead.

6. Is@el Y'all should be boycotting the Olympics btw since they're still letting
Is@el compete
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7. Isr#tel Isr#fel's lobby in the US complained demanding the Japanese govern-
ment to denounce journalist Miki Otaka, who questioned Isr#el's rape
claims that have no evidence

8. Isr@eli hi can you guys block this account. they're an isr@eli and a zionist so
please block them so their videos won't come on your fyp :)

9. Isr*eli The guy was trying to climb on the stage with an Isr*eli flag. Hope the
lights are ok.

10. Isra*] Isra*] bombed a WATER DISTRIBUTION point killing and wound-
ing multiple palestinian people near al-shemaa mosque in al-zaytun.

11. Isracl Pria ini di tanya surah Al-Fatihah sama polisi Israel

12. Isr4*1 “you know Isrd*1” “yes I know”

13. Tar3w31 “you iar3w3l1 citizen?”’

14. Isralol “where you from?” “isralol”

15. Israelis Just thinking about how Israelis have been mocking the Palestinian
genocide for 6 months

16. Isr*.el The real face of Isr*.el

17. Isr**el "Isr**el should be banned from the Olympics" Agree?

18. Israel! Enter... Israel! Hanna Minenko and Yakov Toumarkin carry the flag
of Israel!

19. Isr.aeli Sadness and tears dominate the atmosphere during the funeral of the
martyr Muhammad Maher Marei from Jenin refugee camp, who died
after being shot by the Isr.aeli occupation.

20. —_— =

— They were all eliminated e |
Table 2. Algospeak for Palestine.

Bil Algospeak Contoh Ayat Dari Media Sosial

1. P@]lestine This 4th of July, advocate for P@lestine.

2. PALSTIN3 If you mute PAlst1n3, you are a coward.

3. © Istand with Humanity @

4. P@I3stIn3 From the river to the see P@I13st1n3 will be free!!!
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5. P413stin3 Please don't stay silent about P413st1n3!!!

6. P@lestln3 I stand wth P@lest1n3.

7. P@13stin3 I’m posting support for P@I3stin3

8. P@]1eStiNe The work was created using obscure Mac software/hardware and
proceeds from the sale will go to aid charities in P@1eStiNe.

9. Pal3stIn3 I'm doing my best to support Pal3st1n3 and spread the words but
I'm not sure what's happening anymore.

10. P@]1estine I wear the keffiyeh in memory of my great-grandfather, who was
killed in the first Nagba, and in solidarity with the people of P@1es-
tine.

11. P@]3stine Kamil was a Sunni Muslim religious leader in P@]3stine and mem-
ber of the al-Husayni family.

12. P4lestine Don’t be cowards and suppress posts about P4lestine.

13. P@13st1n3 Barbed wires, huge empires — all shall witness their demise, from
Balochistan to P@I3st1n3!

14. P413stine Remember to continue supporting P413stine even after the strike!

15. Pal€stinf From todays all out for Pal€stin£ protest.

16. P413stlne Do not stop talking about P413st1ne.

17. P@]3st!ne Keep screaming for a {1’33 P@I3st!ne!!!!!

18. P@I13st1n3! Scream 4 P@I13st1n3.

19. P.ales.tine  Send help and free P.a.le.s.t.i.n.e.

20. Filistin Filistin will be free.

5.  Effects of the Spread of Algospeak

The proliferation of algospeak has various implications for social media users and the
broader society. These include:

5.1

Challenges in Monitoring

The use of algospeak presents significant challenges for authorities and social media
platforms in their efforts to monitor and control potentially harmful content. Algospeak,
which involves the use of modified language or codes to evade detection by algorithms,



Algospeak and Digital Culture: Navigating Social Media Challenges 663

complicates the monitoring process. One major consequence is the increased dissemi-
nation of false or harmful information. By utilizing algospeak, users can spread misin-
formation or propaganda more easily, as such content often bypasses standard filtering
systems. Noble asserts that algospeak can be used to conceal malicious information,
facilitating the spread of conspiracy theories and misleading content [16].

The primary challenge for social media platforms is to continuously update their
monitoring algorithms to identify and filter algospeak. Crawford and Paglen emphasize
that despite advancements in machine learning and artificial intelligence (Al), users are
becoming more inventive in evading detection, making online content monitoring an
ongoing challenge [17]. The inability to effectively monitor content has serious impli-
cations, as it can lead to an increase in the dissemination of harmful and dangerous
material. Zuboff suggests that the failure to control the spread of false or harmful infor-
mation can undermine online safety and exacerbate social issues such as violence and
public distrust in the media [18].

5.2 Security Issues

While algospeak can be used for legitimate purposes such as protecting privacy, it also
opens the door to misuse by malicious actors. Algospeak refers to the deliberate modi-
fication of language or codes to avoid detection by content-filtering algorithms. Citron
notes that the use of algospeak complicates efforts by authorities and social media plat-
forms to control the spread of potentially harmful content [21]. One key challenge is
the increased dissemination of false information, hate speech, or inappropriate content.
Malicious users can employ algospeak to disguise content that violates platform rules.
Marwick and Lewis highlight that algospeak can be used to promote extremist ideolo-
gies, spread fake news, and incite hatred among users [22].

Social media platforms and authorities face significant challenges in controlling
the spread of algospeak content. Existing filtering technologies are often insufficiently
sophisticated to detect the disguised language used in algospeak, allowing harmful con-
tent to slip through. Although machine learning algorithms are advancing, users are
becoming increasingly creative in modifying their language to evade detection [15].
The misuse of algospeak has serious implications, as it can threaten online security and
exacerbate social issues such as violence and instability. Controlling the use of al-
gospeak for disseminating illegal or harmful content requires proactive measures from
social media platforms, including continuous updates to their monitoring systems. Zub-
off recommends a comprehensive approach to controlling algospeak, including user
education and enhancements in monitoring technology [23].

5.3  Changes in Communication Dynamics

The use of codes and symbols to convey messages, as seen in algospeak, is increasingly
influencing online communication. This shift introduces new dynamics in digital com-
munication, where messages are conveyed covertly through codes and symbols under-
stood only by specific groups. According to Gillespie, this creates a unique form of
communication in which only those who understand algospeak can participate [24]. A
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primary consequence of the spread of algospeak is the creation of exclusivity in online
communication. Previously open communication channels are now becoming hidden
and secretive, with only those proficient in algospeak able to understand the messages.
This can cause users who do not understand these codes to feel isolated and less en-
gaged in online conversations [25].

Furthermore, algospeak can affect the authenticity and legitimacy of infor-
mation shared online. The use of complex codes and symbols makes it difficult to dis-
tinguish between authentic and false information [1]. This can lead to the spread of
inaccurate information or misunderstandings among users. In the long term, the spread
of algospeak can impact how we perceive and understand online communication. Mar-
wick and Boyd argue that this new dynamic requires adjustments in how we interact
and interpret conveyed messages [13]. It also necessitates greater awareness among
users about how their communication may be interpreted by others.

5.4  Challenges in Education and Awareness

The spread of algospeak presents significant challenges in educating users about the
risks and responsibilities associated with using such language. Education on algospeak
needs to emphasize ethics and the potential negative impacts of using language that is
not easily understood by the general public [26]. The primary challenge is increasing
user awareness about the ethics of using algospeak. Floridi et al. argue that this aware-
ness is crucial to ensure responsible use of coded language, avoiding misuse and the
spread of misinformation [27]. Social media algorithms are often not fully understood
by users, leading to confusion and potential misinterpretations [28].

Moreover, educators need to emphasize the importance of distinguishing be-
tween authentic and false information. The complex use of algospeak can blur the line
between fact and fiction, posing challenges in evaluating the credibility of received
information. Buhmann, Pa3imann, and Fieseler contend that effective education on al-
gorithms and digital ethics can help users make better and more responsible decisions
when using digital platforms [29].

6.  Challenges in Addressing the Culture of Algospeak

Confronting the culture of algospeak presents several challenges that need to be ad-
dressed by social media platforms, authorities, and users themselves. These challenges
include:

6.1  Algorithm Capabilities

Algorithms must be continuously enhanced to understand and identify algospeak with-
out stifling user creativity. It is crucial for algorithms to recognize and interpret the use
of modified codes and symbols without disrupting the flow of creative communication
[30]. Algorithms that can understand this context will enable more effective control of
content without compromising creativity and freedom of expression. According to
Gligorea et al., advancements in natural language processing (NLP) technology should
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play a significant role in understanding algospeak [31]. This technology must be con-
stantly updated to keep up with the evolving language and symbols. Advanced NLP
algorithms can more accurately identify the meaning behind modified language use,
helping maintain the integrity of online communication.

Furthermore, Mittelstadt et al. argue that algorithms must be equipped with the
ability to understand context when algospeak is used [26]. Understanding context is key
to ensuring that the use of coded language is not misinterpreted or misused. This in-
cludes the ability to identify the intent and meaning behind the use of codes, ensuring
that communication is lawful and ethical. The primary challenge in addressing the cul-
ture of algospeak is ensuring that algorithms can understand and identify the use of
codes and symbols without stifling user creativity. This requires more advanced and
continually updated technology to ensure responsible and ethical use of this language.

6.2  Balancing Security with Freedom

Striking a balance between ensuring online safety and preserving freedom of speech is
a significant challenge in the digital era. Social media platforms need to find effective
ways to identify harmful content without blocking legitimate content. This requires a
balanced approach where the technology used can distinguish between lawful and un-
lawful content [32]. Social media platforms like Facebook, Twitter, and YouTube are
often under pressure to regulate potentially harmful content such as misinformation and
hate speech. However, the Cambridge Law Journal emphasizes that content moderation
must be carried out carefully to avoid infringing on users' freedom of speech [33]. Ac-
cording to human rights principles, the right to freedom of expression must be pro-
tected, but with equal consideration for protection against harmful content.

This balanced approach also requires more advanced algorithms and technology
to assess the context and intent behind posted content. Algorithms that rely solely on
keyword recognition may be insufficient as they cannot understand the broader context
and nuances of language [30]. Instead, algorithms need to be equipped with deeper
contextual learning capabilities to make accurate decisions about which content to
block. Therefore, another challenge in dealing with the culture of algospeak is ensuring
online safety while preserving freedom of speech. UNESCO shares this view, stating
that this requires advanced technology and a balanced approach to distinguish between
harmful and legitimate content, ensuring that freedom of speech is not compromised in
efforts to maintain online safety [32].

6.3 Collaboration Between Platforms and Authorities

Collaboration between social media platforms and authorities is crucial to overcoming
the challenges posed by algospeak. This collaboration involves sharing information and
technology to identify and filter inappropriate content. Through such cooperation, both
parties can work together to create more effective mechanisms for handling harmful
content without suppressing freedom of speech [34]. For example, during the COVID-
19 pandemic, social media platforms like Facebook, YouTube, and Twitter collabo-
rated with health authorities to reduce the spread of misinformation and disinformation.



666 H. Isam

Warnke et al. highlight how this strategic collaboration can help in more effectively
regulating content [35]. Through these efforts, both parties can share technology and
data to detect and eliminate harmful information.

Additionally, this collaboration should encompass education and awareness
among users about the risks and responsibilities associated with using algospeak. Edu-
cating users on how to responsibly use algospeak can reduce the risk of misuse. This
also helps ensure that users understand the ethical and social implications of using
coded language in online communication [32]. This cooperation is essential not only
for identifying and filtering inappropriate content but also for educating users about
responsible and safe use of algospeak [32] [34] [35].

6.4 Research and Development

Continuous research on algospeak and its effects is essential to gain a deeper under-
standing of this phenomenon. Algospeak, with all its complexities, is becoming a major
concern among researchers and policymakers. Floridi et al. assert that understanding
how algospeak functions and its impact on communication is a critical first step in ad-
dressing the challenges it presents [36]. Important areas of research include studies on
how algospeak is used by various online communities and how it can influence social
dynamics and the spread of misinformation.

Additionally, developing technology that can detect and understand algospeak
without hindering user creativity is crucial. Technologies such as natural language pro-
cessing (NLP) and machine learning (ML) can be employed to identify and analyze the
use of algospeak in real-time. Gligorea et al. suggest that current technologies should
be designed to understand the context and meaning behind the use of codes and sym-
bols, ensuring that users can continue to communicate freely without the risk of misin-
terpretation or censorship [31].

However, technology alone is not sufficient. Research must also focus on the
ethical and social aspects of using algospeak. This includes studies on how algospeak
can be used responsibly and what measures can be taken to reduce the risk of misuse.
Gillespie argues that a deep understanding of the ethical and social implications of al-
gospeak is essential to ensure that users can use this technology safely and ethically [1].
By combining efforts in technological, ethical, and social research, we can ensure that
algospeak is used responsibly and creatively without compromising safety or freedom
of speech.

7. Conclusion

The phenomenon of algospeak exemplifies the dynamic nature of digital culture and
the ways in which social media users continually adapt to regulatory frameworks.
While algospeak highlights creativity in language use, it also introduces significant
challenges that must be addressed to ensure online safety and accountability. With a
balanced approach and advanced technology, these challenges can be managed to foster
a safer and more productive digital environment.
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In conclusion, algospeak demonstrates how social media users adapt to the tech-

nologies and regulations that govern their interactions. It represents a form of dynamic
and innovative communication, but it also carries risks and challenges that require care-
ful management. Awareness, education, collaboration, and research are essential to ad-
dressing the issues posed by algospeak and ensuring the safe and responsible use of
social media.

Disclosure of Interests. The authors have no competing interests to declare that are relevant to
the content of this article.
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