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Abstract. The adoption of Al has heightened the significance of digital skills in education. Thus,
by observing the level of digital skills and factors associated with their development, this study
seeks to identify strategies for equipping undergraduate students with digital skills. Specifically,
this study aims to answer the following research questions: (1) What is the proficiency of
undergraduate students in digital skills? (2) Is there any association between digital skills and
faculties? and (3) Is there any association between digital skills and semesters of study? This
study employed a survey research design to collect quantitative data. A questionnaire was
designed to measure digital skills among undergraduate students. The items were divided into
five dimensions: information literacy, computer and technology literacy, digital communication
and collaboration skills, digital identity and well-being, and digital ethics. A total of 218
undergraduate students were randomly selected from a public university. This study found that
undergraduate students rated themselves highly across all the dimensions of digital skills.
However, they needed more attention to improve their computer skills. The weak association
between digital skills, faculty, and semester factors suggests that educators can enhance digital
skills independently, allowing students to participate in educational development with a fair
approach. This would save expenses in conducting courses or planning for digital skills since all
students could join together regardless of their backgrounds. Hence, this study suggests an
approach to enhance computer and technology literacy, particularly knowledge and the ability to
use computers and technology efficiently, for the development of Al education.

Keywords: Artificial Intelligence (Al), Digital Skills, Education, Computer Skills

1 Introduction

In the advanced digital world, many life activities rely heavily on current
technological tools for problem-solving, decision-making, and other tasks [1].
Artificial intelligence (AI) has emerged as a field of expertise across all fields,
underscoring the importance of digital technology. Previously, teachers played pivotal
roles in leading a nation's educational development; now, their roles are diminishing,
resulting in a significant reliance on Al for content delivery [2]. The increasing role of
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Al in various fields underscores the importance of digital literacy in leveraging
technological advancements.

Digital literacy encompasses a range of competencies that are essential for individuals
to engage with digital-based systems, allowing them to utilise these tools in a
meaningful and responsible manner. However, when developing digital skills,
individuals should possess competence in specific areas such as information literacy,
computer and technology literacy, digital communication and collaboration skills,
digital identity and well-being, and digital ethics [3]. These skills collectively play a
crucial role in guiding individuals towards the effective and responsible use of Al
Additionally, these skills contribute to the development of 21% century skills in
teaching and learning [4].

On the other hand, the existence of Al aligns with the strategic use of technology to
enhance 2lst-century skills. Recent research has underscored this endeavour by
emphasizing the integration of Al skills into the current curriculum, thereby involving
undergraduates in interdisciplinary learning and preparing them for careers [5]. For
example, students can develop creativity by equipping themselves with necessary
skills. Therefore, it is crucial for undergraduate students to acquire digital skills,
ensuring they are prepared to navigate Al practices in society and their future careers.
Before entering a career prospect, they must possess the fundamental digital skills.
Consequently, it is crucial to assess the current digital skills of undergraduate
students. Therefore, the goal of this study is to determine undergraduate students'
proficiency in digital skills. The significance of this study lies in its insights on
identifying digital skills that meet Al requirements. Specifically, this study seeks to
answer the following research questions:

(1) What is the proficiency of undergraduate students in digital skills?
(2) Is there any association between digital skills and faculties?
(3) Is there any association between digital skills and semesters of study?

2 Literature Review

Information literacy involves the ability to locate, evaluate, and use information
efficiently, which is crucial in an era where data drives decision-making processes
[6]. Computer and technology literacy, on the other hand, focuses on proficiency in
using digital tools and understanding the underlying principles of technology in
solving problem [7]. Digital communication and collaboration skills highlight the
necessity of communication tools and technological proficiency in creating
opportunities for collaborative efforts and building up a digital society [8]. In addition
to technical skills, the rapid development of digital technology has led to issues of
misinformation about its use, necessitating an awareness of digital identity and well-
being [9]. This underscores the importance of managing one's online presence and
mental health in a balanced and secure manner. Furthermore, digital ethics underline
the importance of ethical considerations and responsible behaviour in digital
interactions, guiding individuals to make informed and morally sound decisions in the
digital realm. Since many people are coping with and attached to Al, how does an
individual develop the skills deemed necessary for moderating? Similarly, since Al
has become a prominent aspect in many fields of development, more expertise is
required for future development and to address related issues. Consequently,
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universities need more guidance and insights to provide courses or programmes on
digital skills for producing Al experts. On this matter, universities can choose to
include these kinds of skills by directly offering AI courses or programs.
Alternatively, universities could integrate these skills into any course. This
arrangement is essential as the current trend focusses on nurturing interdisciplinary
engagement to increase students’ confidence in career readiness [5].

3 Research Methodology

This study employed a survey research design to collect quantitative data. A
questionnaire was designed to measure digital skills among undergraduate students in
Malaysia. The items were divided into five dimensions: information literacy,
computer and technology literacy, digital communication and collaboration skills,
digital identity and well-being, and digital ethics. A total of 218 undergraduate
students from various disciplines were randomly selected from a public
university. All university students received equal selection opportunities, regardless of
their history or context. The investigation on Al education concentrates on common,
specific skills, particularly digital skills, which are integral to Malaysian Higher
Education's goal of developing students with digital literacy. As a result, it was
acceptable to generalise the findings to a Malaysian university.

The questionnaire assessing digital competencies was developed from a study as
presented by [3]. The competencies included five distinct domains: information
literacy, computer and technology literacy, digital communication and cooperation
skills, digital identity and well-being, and digital ethics. The validity was established
by modifying the items according to the comments of three experts. Subsequently, the
pilot test was conducted with a specific group of samples.

4 Findings

The development of digital skills needs to be observed and monitored through several
components: information literacy, computer and technology literacy, digital
communication and collaboration skills, digital identity and well-being, and digital
ethics. These components collectively impart Al engagement. Therefore, monitoring
the achievement levels in these skills can provide valuable insights into areas that
require improvement and focus. Additionally, comparing skill levels according to
various factors, such as faculty and year or semester of study, offers more insight into
the direction of Al development. The results are presented in line with the research
questions.

4.1 Finding 1: Descriptive Statistics for Measuring Digital Skills

This study revealed that undergraduate students perceived their digital skills at higher
levels, with means ranging from 3.92 to 4.28 out of a maximum level of 5, as depicted
in Table 1. Digital skills were measured as a mean with a range of 0 to 5. Specifically,
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Table 1 shows that the overall mean of digital skills is 4.12, with a standard deviation
of 0.72. The results for each dimension of digital skills were presented in ascending
order. The means and standard deviations for each dimension are as follows: digital
identity and well-being (mean = 4.28; standard deviation = 0.692), digital ethics
(mean = 4.27; standard deviation = 0.704), information literacy (mean = 4.12;
standard deviation = 0.658), digital communication and collaboration skills (mean =
4.02; standard deviation = 0.733), and computer and technology literacy (mean =
3.92; standard deviation = 0.746). It is noteworthy that the means consistently exceed
the average value of 3.

Table 1. Level of digital skills

Dimension Description Sample item Mean  Std.
Deviation

Digital Identity The required skills I can manage online 4.28 0.692
and Well Being are ensuring well- and real

being development -world  interactions

via technology  that support healthy

facilities physical,  emotional

and mental health.

Digital Ethics The required skills can  evaluate the 4.27 0.704

are emphasising  credibility of sources,

ethics practices in use and cite them

any invention and ethically and legally

innovation practices
Information The required skills [am able to find and  4.12 0.658
Literacy: are identifying and identify sources of

applying resources.  information.
Digital The required skills [ can use technology 4.02 0.733
Communication / are applying or  platforms  for
Collaboration Skill ~ technology to  collaboration or

communicate and networking purposes.

collaborate;
Computer and The required skills [ have the ability to  3.92 0.746
Technology are applying use computers and
Literacy: technology for the application software

development of for practical/studio

knowledge and  purposes.

solving problems

N=218 4.12 0.572

4.2  Finding 2: Digital skills among undergraduate students from different

faculties

Table 2 presents the results of comparing digital skills among undergraduate students
across various faculties. The results show that there is no significant association
between the level of digital skills and faculty (¥*=16.289, and p-value =0.092), given
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that the p-value exceeds the significance level of 0.05. This suggests that students
from different faculties have an equal ability to acquire digital skills, as their levels of
digital skills did not exhibit significant differences among them.

Table 2. Association between level of digital skills and faculty
Chi-square, X? p-value

Comparing between digital skill and faculty 16.289 0.092

4.3  Finding 3: Digital skills among undergraduate students from different
semesters (year)

Table 3 shows the results of comparing digital skills among undergraduate students
across various semesters of their studies. The results show that there is no significant
association between the level of digital skills and faculty (3*=3.107, and p-value
=0.875) since the p-value exceeds the significance level of 0.05. This suggests that
students in different semesters of their studies possess equal abilities to acquire digital
skills, with no significant differences in their levels of digital skills.

Table 3. Association between level of digital skills and semester
Chi-square, X? p-value

Comparing between digital skill 3.107 0.875
and semester

5 Discussion

The emphasis on Al readiness in improving digital skills must be integrated, as it not
only equips students with competency in using Al tools but also fosters an ethical
culture for developing innovative ideas and products. This study discovered that the
students were willing to explore Al tools in a responsible manner, with a positive
understanding of ethical compliance while enhancing their digital skills. They rated
digital identity and well-being (mean = 4.28; standard deviation = 0.692) and digital
ethics (mean = 4.27; standard deviation = 0.704) the highest. These findings indicate
that Malaysians are emphasising digital ethics while adapting to the advancement of
digital artificial intelligence. This effort aligns with Malaysia's growth strategy for the
digital economy, aiming to prepare for its growth [10].

While global development is increasingly shaped by technology and innovative
solutions to address various challenges, the importance of protecting intellectual
property rights requires greater emphasis [11], [12]. This underscores the need for
ethical considerations in the development of Artificial Intelligence (Al). The findings
of this study demonstrated that academically well-prepared undergraduate students
are confident in their digital skills. Consequently, they are capable of guiding teams
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by demonstrating how to implement ethical principles such as transparency and
accountability in collaborative Al development projects.

In addition to showcasing their digital information literacy skills (mean = 4.12) by
using Al tools to identify resources, undergraduate students frequently demonstrated
strong communication and collaboration skills (mean = 4.02). This indicates their
active engagement in networking and their reliance on cutting-edge methods of
information retrieval. While the students were using Al tools to identify resources,
demonstrating their digital information literacy skills (mean = 4.12), they frequently
demonstrated communication and collaboration skills (mean = 4.02), indicating that
the undergraduate students were active in networking and heavily relied on the latest
methods of retrieving information. Additionally, recent studies have confirmed high
levels of activity by students on Facebook [13]. This study also discovered that the
students showed lower performance in gaining computer and technology literacy
(mean =3.92). This is a common finding in studies, and empirical evidence highlights
the need to develop these skills [14].

The results also showed that the students did not exhibit differences in their digital
skills abilities, regardless of their faculties and semesters. The Chi-squares analysis
shows that the association between digital skills and faculty, as well as semester, is
not significant. Hence, all students possess a certain level of digital skills, suggesting
that these skills are commonly learned within university courses. In addition, there is
awareness of the importance of possessing this knowledge [15].

6 Conclusion

This study found that undergraduate students rated themselves highly in digital skills
across all dimensions. However, they required more attention to improve their
computer skills. The weak correlation between digital skills, faculty, and semester
factors suggests that educators can enhance digital skills independently. This would
allow students to participate in educational development with a fair approach and
structure, saving expenses in conducting courses or planning for digital skills, since
all students, regardless of their backgrounds, could join together. Hence, this study
suggests an approach to enhance computer and technology literacy, focusing on
knowledge and the ability to use computers and technology efficiently, for the
development of Al education.
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