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Abstract. Digital government information disclosure is a global trend. Govern-
ments of all countries expand the scope of information disclosure through legis-
lation, policies, and technical means to enhance government transparency and
credibility. The Chinese government has also gradually promoted information
disclosure, making its decisions public through digital government construction
and online press conferences. In recent years, with the popularity of social media,
the government has also acted with the public through Weibo, Douyin, and other
means to protect citizens' right to know better. However, while promoting infor-
mation disclosure, the issue of privacy protection has become increasingly im-
portant. With the wide application of digital technology, the digital government
collects, stores, and processes a large amount of citizen data in the process of
information disclosure, which poses a potential threat to citizens' right to privacy.
Therefore, balancing information disclosure and privacy protection has become
a key challenge in constructing a digital government. To ensure public interests,
the government needs to take effective legal and technical measures to protect
individual privacy and ensure that information disclosure does not damage citi-
zens' legitimate rights and interests.
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1 Introduction

The newly revised "Regulations on Government Information Disclosure" was promul-
gated and implemented in 2019, emphasizing that "disclosure is the norm and non-
disclosure is the exception"!'l. As an essential part of government work, information
disclosure has received unprecedented attention in today's society. Transparent and
open government information has far-reaching significance for building a sunshine
government and a government ruled by law. In addition, the "China's Cybersecurity
Law" passed in 2016 proposed that disclosing personal sensitive information should
respect the true wishes of the subject of personal information 2. It can be seen that the
country attaches great importance to privacy protection and actively curbs the chaos of
illegal abuse of personal information.
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2 Definition of Digital Government Information Disclosure and
Privacy Protection

2.1 A Subsection Sample

Digital government information disclosure is the process by which the government pro-
vides government information to the public using digital and information technology!™.
Through information disclosure, government transparency can be enhanced, the pub-
lic's understanding and supervision of government behavior can be promoted, and the
government's credibility and service level can be improved. The scope of information
disclosure is broad, covering government policy orientation, legal and regulatory pro-
visions, administrative decision-making processes, and results 41,

Digital government privacy protection protects citizens' personal information and
privacy data security while the government discloses information!. With the wide-
spread application of digital technology, the government may involve much personal
information in data collection, processing, storage, and sharing. Once this data is
leaked, the consequences will be unimaginable. Privacy protection is a multi-faceted
concept that prevents personal data from being abused, leaked, or unauthorized access
while ensuring that this information is used in a legal, transparent, and controlled envi-
ronment. To achieve this goal, various measures must be taken, including formulating
and improving relevant laws and regulations, implementing strict technical security
measures, clarifying the boundaries of data use, and giving citizens access to and con-
trol over their data. This comprehensive protection mechanism not only safeguards in-
dividuals' privacy rights and interests but also creates conditions for the rational flow
and use of data in society, thus achieving a balance between protecting individual rights
and interests and promoting the development of informatization.

3 Necessity and Challenges of Digital Government Information
Disclosure

In the digital age, the pattern of information disclosure is undergoing profound changes.
With the advancement of digital transformation, government information disclosure is
transforming traditional paper documents and face-to-face communication to electronic
platforms and online services!®l. This transformation has dramatically improved the ef-
ficiency of information release and acquisition and reshaped the interaction model be-
tween the government and the public. Using Internet technology and digital tools, the
government can disseminate information quickly and widely, and the public can access
and supervise government information more conveniently and directly!”). This digital
way of information disclosure promotes the improvement of government transparency,
opens up new channels for citizens to participate in public affairs, and promotes the
government governance model to develop in a more open, interactive, and efficient
direction® .

Digital government information disclosure first increases the speed of dissemination.
Publishing information through digital platforms can achieve real-time updates, and the
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public can obtain the latest policy trends and government information in the first place,
significantly shortening the time for information dissemination. Secondly, the cost of
obtaining information has also been reduced to a certain extent. The public does not
need to go to government departments or consult paper documents; they can obtain the
required information through the Internet, reducing the time and economic cost of in-
formation acquisition. Finally, digital means allow information to cover a broader range
of public groups, especially those in remote areas and those who need more timeline
paper information, which increases the communication and transparency of govern-
ment information.

Digital government information disclosure undoubtedly brings many conveniences
to the public but also faces some challenges. The most prominent problem is the digital
divide phenomenon'”), The electronic release of government information requires the
public to have specific digital skills and Internet access capabilities, and everyone does
not still need this prerequisite. This situation may cause some citizens, especially the
elderly, rural residents, or groups with poor economic conditions, to be disadvantaged
in obtaining government information. In addition, digital government information dis-
closure also has the problem of information redundancy and overload ['"!. Online infor-
mation disclosure may lead to a large influx of information, making it difficult for the
public to distinguish and understand the authenticity and importance of information.
Finally, digital government information disclosure will simultaneously lead to the rapid
spread of false and erroneous information. Due to the accelerated speed of information
dissemination and the diversification of channels, erroneous, false, or unverified infor-
mation will coexist, decreasing the public's trust in government information?,

Digital government information disclosure is essential in improving government
transparency and public participation. However, to ensure the effectiveness, fairness,
and security of information disclosure, it is necessary to continue paying attention to
and responding to various challenges and problems that arise in this process.

4 Necessity and Challenges of Privacy Protection in Digital
Government

Digital government faces the problem of information leakage, so it is necessary to do
an excellent job of privacy protection!’®!. Digital government integrates government
services through information technology to improve government work efficiency and
service quality. However, at the same time, it also brings privacy risks and potentially
threatens citizens' privacy rights. The digital government needs to collect a large
amount of data, and the leakage of this data will lead to severe consequences such as
identity fraud!**.. In the process of digital transformation, in order to improve the quality
of public services and optimize social governance, the government inevitably needs to
collect and process a large amount of citizens' personal information. Such an extensive
database also brings potential risks. If this sensitive information is improperly used or
leaked, it will seriously infringe on citizens' privacy rights and may even endanger per-
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sonal safety!!*). Therefore, while promoting the construction of digital government, bal-
ancing data application and privacy protection has become a critical issue that needs to
be solved urgently.

In addition, digital government also faces the challenges brought by cross-depart-
mental data sharing. Cross-departmental data sharing is a double-edged sword in the
construction of digital government!'®. On the one hand, it helps to break down tradi-
tional information barriers and promote collaboration among government departments,
thereby improving administrative efficiency and public service quality. On the other
hand, this data integration also brings new challenges. Cross-departmental data sharing
may become a hotbed for data abuse without a sound management system and strict
supervision mechanism. Departments may excessively call or improperly use citizens'
sensitive information for convenience or other reasons, infringing on personal privacy
rights!'”l. For example, some non-essential departments may obtain citizens' medical
records or financial status, which not only exceeds their authority but may also cause
the information to be used for purposes other than what should not have been used.

5 The Contradiction between Digital Government Information
Disclosure and Privacy Protection

In digital government construction, there are inevitable conflicts and contradictions be-
tween privacy protection and information disclosure!'®]. Information disclosure aims to
enhance government transparency and improve public trust and participation in the
government, while privacy protection is to ensure the security of personal information
and prevent it from being abused. This contradiction is mainly reflected in the following
aspects.

First, the boundary between information disclosure and personal privacy is blurred.
The balance between information disclosure and personal privacy protection is like a
tightrope. On the one hand, the public expects the government to operate more trans-
parently and requires sufficient information to monitor government behavior. On the
other hand, the government is responsible for protecting citizens' privacy rights and
ensuring that sensitive personal information is not improperly disclosed. This contra-
diction is particularly prominent in practice. For example, when publicizing govern-
ment subsidy information, to what extent should it be disclosed? Only publishing the
number of beneficiaries and the total amount may not meet the public's requirements
for transparency; however, if each beneficiary's identity information and specific sub-
sidy amount are listed in detail, it may excessively infringe on personal privacy.

Second, there is a conflict between public interest and personal privacy. Another
thorny issue facing digital government is how to strike a balance between maintaining
public interests and protecting personal privacy. This contradiction is particularly
prominent regarding major social issues such as public safety and health. Taking the
COVID-19 epidemic prevention and control as an example, the government's disclo-
sure of the activity trajectories of confirmed cases can help the public take protective
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measures promptly and effectively curb the spread of the virus!'”). However, this prac-
tice will inevitably expose the patient's personal information, which may cause them to
suffer unnecessary social discrimination and psychological pressure.

Third, the public's perception of privacy and information disclosure is different. In
the process of digital government construction, a challenge that must be addressed is
that the public's perception of privacy protection and information disclosure is signifi-
cantly different. This difference is not only reflected between different groups, but even
at the individual level, it may vary depending on the situation. On the one hand, some
public members strongly call for the government to increase transparency. They believe
that only by fully disclosing government information can we effectively supervise gov-
ernment behavior, prevent abuse of power, and promote democratic governance. Such
groups tend to support a broader range of information disclosure policies and are will-
ing to sacrifice a certain degree of personal privacy in exchange for higher government
transparency?”. On the other hand, the public is susceptible to personal privacy protec-
tion. In the context of frequent data leaks, they are worried that excessive information
disclosure may lead to violations of personal privacy. Such groups tend to support
stricter privacy protection measures, even if this may limit the degree of disclosure of
government information to some extent. What is more complicated is that the same
person may hold contradictory positions in different situations. For example, a person
may advocate transparency when asking the government to disclose details of its fiscal
spending but attach great importance to privacy protection regarding their medical rec-
ords.

6 Solutions for Digital Government Information Disclosure and
Privacy Protection

The balance between information disclosure and privacy protection is crucial in the
construction of digital government. Effectively protecting citizens' privacy while im-
proving government transparency is a complex challenge. This requires the joint par-
ticipation and cooperation of stakeholders such as the government, enterprises, and the
public. To resolve the contradiction between privacy protection and information dis-
closure, the government can take a series of comprehensive measures.

First, improving the application level at the technical level can greatly promote the
balance between information disclosure and privacy protection. Artificial intelligence
technology for intelligent information screening and desensitization, blockchain tech-
nology to ensure the authenticity and immutability of information disclosure, and big
data analysis technology to optimize information disclosure decisions are all feasible
technical means??'l, At the same time, it is also indispensable to establish a safe and
reliable information disclosure platform to ensure the security of information transmis-
sion and storage*?.

Second, improving the legal system at the legal level is an important cornerstone for
ensuring information disclosure and privacy protection. The government needs to re-
vise and improve relevant laws and regulations, clarify the boundaries of information
disclosure and privacy protection, and formulate special regulations on data security
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and personal information protection. Establishing and improving the regulatory mech-
anism for information disclosure and privacy protection, strengthening cross-depart-
mental and cross-regional legal coordination, and eliminating conflicts in the applica-
tion of laws are all important tasks at the legal level 123,

Finally, talent is the key to balancing information disclosure and privacy protection.
Strengthening talent training and capacity building, cultivating professional infor-
mation disclosure and privacy protection talents, carrying out data literacy training for
civil servants, and raising awareness of information security is necessary. Establishing
a cross-departmental information disclosure and privacy protection expert team and en-
couraging colleges and research institutions to conduct research and innovation in re-
lated fields will also provide intellectual support for long-term development.

Through the comprehensive application of technology, law, and talent, the govern-
ment can achieve a better balance between information disclosure and privacy protec-
tion, both meeting the needs of the public interest and effectively protecting citizens'
privacy rights. This requires long-term efforts and continuous cooperation from all par-
ties to build a transparent, efficient, and secure digital government ecosystem. In this
process, the government, enterprises, and the public need to work together, explore, and
innovate continuously to truly realize the beautiful vision of digital government.

7 International Comparison and Reference

The balance between information disclosure and privacy protection is crucial in the
construction of digital government. Effectively protecting citizens' privacy while im-
proving government transparency is a complex challenge. This requires the joint par-
ticipation and cooperation of stakeholders such as the government, enterprises, and the
public. In order to resolve the contradiction between privacy protection and information
disclosure, the government can take a series of comprehensive measures, among which
it is essential to learn from international experience and pay attention to global trends.
By comparing the experiences of different countries in digital government information
disclosure and privacy protection, we can analyze their successful experiences and chal-
lenges and draw valuable lessons and experiences from them.

The UK's "Transparent Government" program is a successful case worth learning
from?¥. Through this program, the British government vigorously promoted infor-
mation disclosure and established a government data portal (data.gov.uk) to disclose
many non-sensitive public data for the public and enterprises®®]. At the same time, the
UK has strictly protected citizens' privacy through laws such as the Data Protection Act
and the General Data Protection Regulation®®l. The British government also empha-
sizes data anonymization and strict access control and successfully achieved a balance
between information disclosure and privacy protection?’). This practice provides a val-
uable reference for other countries, showing how to promote information disclosure
within the legal framework while protecting citizens' privacy rights.

However, there are also lessons from failure in developing digital government in
various countries. The "health data leakage" incident in the United States is typical. In
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promoting the electronicization of medical data, large-scale health data leakage inci-
dents have occurred many times in the United States due to insufficient data protection
measures. In 2015, the health insurance company Anthem suffered a data leakage, and
the personal information of about 80 million customers was stolen by hackers?®]. The
incident exposed the severe consequences of inadequate data protection measures in
the context of large-scale information disclosure. Through this incident, the US gov-
ernment realized that in the process of informatization construction, it is necessary to
strengthen data security measures, improve technical protection capabilities, and ensure
privacy protection®]. This lesson reminds us that we must attach great importance to
data security and privacy protection while promoting information disclosure.

The controversy over India's "digital identity system" (Aadhaar) is also worthy of
attention. As the world's largest biometric database, Aadhaar aims to improve the effi-
ciency of government services through a unified identity authentication system 3°I,
However, the system faces serious privacy protection issues, including data leakage and
unauthorized access. Due to ineffective data protection measures, the public and the
international community have widely criticized the privacy protection of the Aadhaar
system®'l, As a result, the Indian government passed the Personal Data Protection Bill
in 2023 to strengthen personal data protection!®?!. This case shows that when promoting
large-scale digital projects, privacy protection must be taken as a core consideration,
and a sound legal and technical guarantee system must be established.

By learning from international experience and paying attention to global trends,
China can better balance information disclosure and privacy protection in constructing
a digital government. This requires the joint efforts of the government, enterprises, and
the public to continuously innovate and improve relevant policies, laws, and technical
measures. Only in this way can we truly build a transparent, efficient, safe, and reliable
digital government ecosystem that provides citizens with high-quality services while
effectively protecting their privacy rights.

8 Conclusion

Digital government information disclosure and privacy protection are important issues
in the digital age. Information disclosure aims to improve government transparency and
credibility but also faces challenges such as the digital divide and information security.
Privacy protection is to prevent the leakage of personal information, but it faces risks
in large-scale data collection and sharing. There are contradictions between the two,
such as the blurred boundaries between information disclosure and personal privacy
and the conflict between public interests and personal privacy. Solving these problems
requires a multi-pronged approach: establishing transparent information classification
standards, promoting refined management, improving the level of technology applica-
tion, improving laws and regulations, strengthening talent training, promoting interna-
tional cooperation, and strengthening public participation. Learn from international ex-
periences, such as the UK's "Transparent Government" plan, and learn from the lessons
of the US health data leak. China can better balance information disclosure and privacy
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protection in the construction of digital government and build a transparent, efficient,
safe, and reliable digital government ecosystem.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
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medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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