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Abstract. As a worldwide social problem, cyberbullying has received extensive
attention from scholars. Cyberbullying has more diverse manifestations than
traditional forms of bullying, including exclusion, cyberstalking, and doxxing,
which negatively impact the mental health of the victim. This study explores
the factors influencing cyberbullying from the perspective of perceived ano-
nymity. A total of 317 valid subjects participated in this study, and completed
the Perceived Anonymity Questionnaire, the Cyber De-Inhibition Question-
naire, the Cyberbullying Questionnaire, and the Mindfulness Questionnaire in
turn. The results show that: First, perceived anonymity enhances individuals'
cyberbullying; Second, perceived anonymity enhances online disinhibition and
thus increases an individual's cyberbullying behavior, whereas Mindfulness re-
duces or inhibits the positive influence of perceived anonymity on cyberbully-
ing.

Keywords: Cyberbullying, Perceived Anonymity, Online Disinhibition, Mind-
fulness.

1 Introduction

Scholars possess different definitions of the concept of cyberbullying. For example,
the United Nations Children's Fund (UNICEF) defines cyberbullying as "the use of
digital technology to engage in bullying" [24]. In academic terms, cyberbullying is
"intentional aggressive behavior perpetrated repeatedly and over time by groups or
individuals using forms of electronic contact against victims who are unable to defend
themselves easily"[22]. Cyberbullying typically has a wider variety of manifestations
than traditional bullying, with common types of cyberbullying including Exclusion,
Cyberstalking, Doxxing, and Trolling[22]. With the popularity of the Internet in re-
cent years, cyberbullying has become a common social problem around the world.
For example, approximately 59.8% of people in the United States have experienced
cyberbullying[23]. Other scholars have calculated that 18% of American adults have
experienced severe online harassment and abuse, 10% have experienced physical
threats online, 7% have experienced cyberstalking, and 6% have experienced online
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sexual harassment[12]; In the UK, 33.5% of people have experienced cyberbullying
[16]; while in Hong Kong, China, Mainland China and Taiwan cyberbullying imple-
mentation rates are 20.4%, 7.7% and 20.6% respectively[4].

Cyberbullying can hurt people's mental health. Previous research has shown that
cyberbullying is significantly and positively associated with negative emotions (e.g.,
depression)[15]. For instance, adolescents who are cyberbullied can experience nega-
tive emotions such as "sadness, despair, or frustration," "fear of going to school," and
skepticism of those around them [15]. Considering the prevalence and severity of
cyberbullying, cyberbullying has become a hot topic of concern for scholars around
the world[21-22]. This study will focus on the influences that lead to cyberbullying--
perceived anonymity. This is because online anonymity is an important factor in
cyberbullying, and perceived anonymity is a specific manifestation of how an indi-
vidual feels anonymity online. Perceived anonymity refers to the extent to which in-
dividuals perceive that their identity is not known to others or that they are unrecog-
nizable as individuals[8]. Deindividuation refers to the state in which people behave
differently from their usual behavior when they are part of a group [16]. According
to deindividuation theory, when people are anonymous on the Internet, they'll lose
their inner discipline and also reduce the cost of unethical behavior. Perceptions of
self-awareness and responsibility for one's behavior also decline, resulting in the dis-
play of more cyberbullying behaviors[5][14]. However, although many previous
studies have examined the relationship between online anonymity and cyberbullying,
this study explains this effect from the perspective of online disinhibition[3].

In addition, perceived risk will impact cyberbullying through network disinhibi-
tion. Network disinhibition is a phenomenon. In cyberspace, people do or say things
they wouldn't say or do in "real life," because they feel less restricted and can express
themselves more freely[20]. According to the network disinhibition theory, except for
the separation of real and virtual identities, online anonymity likewise minimizes
status and authority, it is another major factor contributing to the network disinhibi-
tion effect[20]. In real life, people tend to control their behavior to avoid making a
bad impression on authorities (such as their bosses and parents);In virtual online en-
vironments, however, an individual's real-life social status can remain unknown to
others due to online anonymity, it reduces the risk of loss of their social status or au-
thority in the online world, which leads to individuals behaving more misconduct,
being aggressive, and harassing others in their online lives[7]. In terms of addition,
risk perception theory suggests that whether or not people engage in risk-taking be-
havior is largely determined by perceived risk. The higher the level of perceived risk,
the lower the propensity to engage in risky behavior[13]. Cyberbullying is generally a
high-risk behavior that engaging in cyberbullying may lead to sanctions by the online
platform (deletion of their account or banning of their use of the platform), social
exclusion (e.g., once their cyberbullying behavior comes to light, they may lose the
support of friends, family, and social networks), It can even lead to civil lawsuits and
criminal liability. When bullies perceive a high level of online anonymity, they may
underestimate the perceived risk associated with cyberbullying and engage in more
online disinhibition behaviors that can lead to cyberbullying. Accordingly, this study
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proposes Hypothesis 1: Cyber disinhibition mediates the relationship between per-
ceived anonymity and cyberbullying.

Cyberbullying is not inevitable despite the promotion of cyberbullying behavior
through perceived anonymity and network de-inhibition, mindfulness is one of the
important factors in reducing cyberbullying[17-18]. Mindfulness is an awareness that
arises from an individual's conscious, nonjudgmental attention to experiencing the
present moment[11]. The results of a meta-analysis showed that mindfulness can
reduce anxiety, depression, and pain symptoms in individuals[6]. When an individu-
al's mindfulness is higher, individuals may pay attention to their inner feelings and be
less affected by negative behaviors in the online environment. That is, mindfulness
can reduce the impact of an individual's perception of anonymity in the online envi-
ronment on cyberbullying[19]. Conversely, when an individual's mindfulness is low-
er, individuals may pay more attention to the external environment, thus increasing
their cyberbullying behavior. That is, it will enhance the effect of an individual's per-
ception of anonymity in the online environment on cyberbullying. Accordingly, this
study proposes Hypothesis 2: mindfulness moderates the relationship between per-
ceived anonymity and cyberbullying, i.e., high mindfulness diminishes the effect of
perceived anonymity on cyberbullying.

In summary, as shown in Figure 1, this study tests the following overall model:

Online Disinhibition

ey

Cyberbullying

Perceived Anonymity

Fig. 1. Overall model of the study.

2 Research Methodology

2.1  Subjects

This study used a convenient sampling method to collect online questionnaires total
of 332 data were obtained. Except for 15 invalid questionnaires that did not pass the
attention test, the remaining valid data was 317. There were 115 males and 202 fe-
males, with a mean age of 28.67 years and a standard deviation of 7.98.

2.2  Measuring Tools

Perceived Anonymity: The Perceived Anonymity Scale developed by Jung et al.
(2012), contains four entries. The scale is a 7-point scale, with higher scores indicat-
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ing greater perceived anonymity. The internal consistency coefficient for this scale in
this study was 0.85[9].

Online Disinhibition: Using the Network De-Inhibition Scale developed by Stuart
and Scott [26], with 12 entries. It contains five dimensions: Internet usage, how they
use the internet to think, feel and act online, and their perceptions of the online envi-
ronment. The scale scored on a 5-point scale, with higher scores indicating higher
network disinhibition. The internal consistency coefficient for this scale in this study
was 0.92.

Mindfulness: The mindfulness Scale developed by Brown and Ryan (2003) and
simplified by Van Dam et al. [2][25], contains five entries. The scale scored on a
7-point scale, with higher scores indicating lower mindfulness. The internal con-
sistency coefficient for this scale in this study was 0.85.

Cyberbullying: A total of five entries measured two dimensions, which encom-
passed perceptions of the internet, and bullying behavior, among others. This scale is
a 7-point scale, with higher scores indicating higher levels of cyberbullying. In this
study, the internal consistency coefficient of the scale was 0.86.

2.3 Procedures

The method of online measurement is adopted, sending the questionnaire through the
questionnaire star link. Subjects were first asked to read the informed consent form
that after they gave their consent, they completed the Perceived Anonymity Scale, the
Internet Desuppression Scale, the Mindfulness Scale, the Cyberbullying Scale, and
demographic variables.

3 Research Results

SPSS 26.0 and Hayes' SPSS macro program PROCESS 4.0 were used in this study to
organize and count the data and perform descriptive statistics, mediation, and moder-
ation tests. Harman single-factor test was used to test the common method bias[1].
After exploratory factor analysis of all items of perceived anonymity, network disin-
hibition, mindfulness and cyberbullying, it was found that the variation explained by
the first factor was 33.44 %, which was less than the critical value of 40 %, indicating
that there was no serious common method bias.

3.1 The Mean Score and Correlation Matrix between the Variables Involved
in the Study

The mean, standard deviation and correlation matrix of the variables studied are
shown in Table 1.
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Table 1. The mean value, standard deviation and correlation analysis results of each variable.

(N=317)
M SD 1 2 3 4 5 6 7
1. Age 28.67 798 1
2. Gender - - -0.13" 1
3.Education level 393 0.62 -0.17" 0.08 1
4.Monthly income 3.04 1.44 0.50" -0.19™ 0.06 1
5.Perceived anonymity ~ 4.55 1.34 -0.06 -0.08 -0.06 <0.01 1
6.Network disinhibition  4.81 1.11 0.02 -0.15™ -0.02 0.19™ 0.28"" 1
7 Mindfulness 3.49 1.32 -23" -0.06 0.07 -0.08 0.22™ 0.29"" 1
8. Cyberbullying 3.36 1.43 -0.04 -0.217" 0.04 0.13" 025" 0.39"" 0.49™"

Note: * denotes p<0.05, ** denotes p<0.01, *** denotes p<0.001, same below.

3.2  The Mediating Effect Test of Network Disinhibition

Using stepwise multiple regression to analyze the mediating role of network disinhi-
bition in the relationship between perceived anonymity and cyberbullying. As in Ta-
ble 2: In the first step, perceived anonymity was a significant positive predictor of
cyberbullying (B = 0.27, p < 0.001), validating Hypothesis 1; In the second step, per-
ceived anonymity was a significant positive predictor of network disinhibition (B =
0.23, p <0.001)); In the third step, the perceived anonymity and network disinhibition
are included in the independent variables, a perceived anonymity ( B = 0.17, p <
0.01 ) and network disinhibition ( B = 0.44, p < 0.001 ) also have significant positive
predictive effects on cyberbullying. This study also uses Model 4 of SPSS 26.0 macro
program PROCESS 4.0 to verify. The results showed that the indirect effect of social
comparison tendency on psychological symptoms was significant (effect size = 0.18,
SE =0.02, 95 % CI = 0.14, 0.22]). Thus, network disinhibition acts as a partial me-
diator between perceived anonymity and cyberbullying, validating Hypothesis 1.

Table 2. The mediating role of network disinhibition between perceived anonymity and cyber-

bullying
Steps Result variable Predictive variables R’ F B(SE) t
The first step Cyberbullying Perceived anonymity 0.06 21.66™" 0.277°(0.06) 465"
The second step network 0.08 27.06™" 0.237(0.05) 520"
Perceived anonymity
de-inhibition
The third step Cyberbullying Perceived anonymity 0.17 32,68 0.177(0.06) 2,94

network de-inhibition 0.44"(0.07) 6.40™"

3.3  The Moderating Effect Test of Mindfulness

The moderating effect of mindfulness on network disinhibition between perceived
anonymity and cyberbullying used the Model 5 of SPSS 26.0 macro program
PROCESS 4.0 to verification. In order to explain more clearly the interaction between
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perceived anonymity and mindfulness, Add and subtract a standard deviation of
mindfulness according to the average score, simple slope effect tests were performed
by dividing the subjects into high and low positivity groups. The results are shown in
Both Figure 1 and Figure 2. In the high mindfulness group, the effect of perceived
anonymity on cyberbullying ( B =-0.01, t =-0.10, p > 0.05 ) was smaller than that in
the low mindfulness group ( B = 0.22, t = 3.01, p < 0.01 ).That is, mindfulness can
alleviate the cyberbullying caused by perceived anonymity, which verifies hypothesis
2.

Table 3. Moderating role of positive thoughts between perceived anonymity and cyberbullying

. . cyberbullying
predictor variable
B(SE) B(SE)
age -0.03%(0.01) -0.01(0.01)
Gender -0.59™(0.17) -0.377(0.14)
educational attainment 0.05(0.13) 0.05(0.11)
monthly salary 0.16°(0.06) 0.127(0.06)
Perceived anonymity 0.117(0.05)
Mindfulness 0.427"(0.06)
Perceived anonymity * Mind- 0.147(0.06)
fulness
network de-inhibition 0.26"7(0.07)
R 0.07 0.36
F 581" 21.44™
1.5 ~
1 A /
o0 0.5 ~
g
2
= 0 - T —
=
_é" 0.5 | —— low Mindfulness
@) ------ high Mindfulness
-1 -

low Perceived anonymity high Perceived anonymity

Fig. 2. Moderating effect of mindfulness on perceived anonymity and cyberbullying

4 Discussions

Based on previous research, we can find that the greater the perceived anonymity, the
more likely participants are to trigger the cyber de-suppression effect and engage in
cyberbullying. And mindfulness reduces the positive effects of perceived anonymity
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on cyberbullying, making cyberbullying less likely to occur. This phenomenon may
be because people lose their sense of self and their sense of responsibility when they
are anonymous on the Internet. At the same time, the Internet has the characteristics
of minimizing authority and activities that are difficult to trace. This allows the bully
to separate the real identity from the virtual identity of the bully on the Internet and
insulate real life from being a cyberbully. On the other hand, mindfulness will focus
people's consciousness on their internal feelings rather than the external network en-
vironment, thus avoiding the impact of perceived anonymity and reducing cyberbul-
lying.

Because mindfulness has a strong negative correlation with perceived anonymity
and cyberbullying behavior, mindfulness has strong theoretical and practical implica-
tions when trying to reduce cyberbullying. Firstly, according to research conducted by
Estibaliz Royuela-Colomer, mindfulness reduces the likelihood of perpetrating and
experiencing cyberbullying. This is because mindfulness can help teens have a posi-
tive mindset of reducing their depression and anxiety and avoid the rumination of
emotions such as anger and hostility that may inspire cyberbullying[25]. In addition to
this, mindfulness allows teens to live with healthier habits, reducing adolescents' con-
flicts with their peers and the amount of time they spend on the Internet. These
changes can further reduce the risk of cyberbullying[18].

There are several shortcomings in this study. Future research may be able to rem-
edy this through other methods. First, the study only analyzed cross-sectional data on
the dependent and independent variables, which allowed the study to predict correla-
tions between mindfulness, perceived anonymity, and cyberbullying without proving
causality. Secondly, the data for this study were collected mainly online and partially
from the questionnaire community, which may introduce bias into the results of the
study, because participants may forgo authenticity for the sake of efficiency in com-
pleting the questionnaire. In addition to this, although this study analyzes a very large
number of factors that influence cyberbullying, such as mindfulness, perceived ano-
nymity, and the network disinhibition effect, there are still a considerable number of
factors that can influence cyberbullying that were not considered in this study. Taking
danger perception as an example, it is likely that bullies engage in cyberbullying
when they do not perceive cyberbullying as a high-risk behavior, whereas if the bully
had a stronger risk perception, they might give up bullying. Risk perception theory
holds that the bully's misjudgment of risk can be explained in terms of many kinds of
danger perception theories, such as social action theory (People take risks because of
peer pressure or a general community perception that an activity is less risky), Theory
of habitual action(Repeatedly engaging in a high-risk behavior without negative out-
comes usually reduces the perceived risk associated with that behavior.)and risk
compensation theory(When people feel more secure, they tend to take more
risks).Empathy and sympathy can affect cyberbullying as well. There is a very large
body of research that suggests that people are more likely to engage in antisocial be-
haviors similar to cyberbullying when they are in a state of low empathy and sympa-
thy[10]. Future research could analyze the relationship between these factors and
cyberbullying.
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5 Conclusion

Perceived anonymity enhances online disinhibition, which in turn increases an indi-
vidual's cyberbullying behavior, whereas mindfulness reduces or inhibits the positive
effects of perceived anonymity on cyberbullying. The results have significant theo-
retical implications for online anonymity, online disinhibition, mindfulness, and
cyberbullying, as well as practical implications for reducing cyberbullying behavior.
The results are shown in Table 3. The moderating effect of mindfulness between
online disinhibition and cyberbullying was significant (B =0.14, t=2.27, p <0.05).
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