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Abstract. As the Internet of Things (IoT) proliferates, securing these 

interconnected devices has become a critical concern. Trusted Execution 

Environments (TEEs) offer a crucial mechanism for bolstering IoT device 

security. This paper delves deeply into the application of TEEs within the IoT 

ecosystem to protect sensitive data and operations. It begins by discussing the 

necessity of hardware support in implementing TEEs, followed by an 

examination of the core security principles essential to their functioning. A 

systematic analysis then explores successful deployments of TEEs in IoT 

devices, with case studies illustrating their effectiveness in enhancing security. 

Further, this study reviews current IoT security regulations, providing insights 

into how TEEs can aid in compliance. The discussion transitions to the challenges 

associated with integrating TEEs into IoT devices, focusing on scalability, 

network complexity, and specific security vulnerabilities inherent to TEEs. This 

research highlights the significant role of TEEs in strengthening IoT devices 

against an evolving landscape of cyber threats, while also recognizing the 

complexities involved in their implementation. 

Keywords: IoT Security, Trusted Execution Environments, Hardware Support, 

Security principles. 

1 Introduction 

The Internet of Things (IoT) signifies a fundamental shift in the interaction between the 

world and technology, imbuing everyday objects with intelligence and facilitating their 

ability to communicate and collaborate. As IoT rapidly transforms industries, forges 

smart cities, and revolutionizes healthcare systems, it also introduces significant 

security challenges. The diverse and distributed nature of IoT devices renders them 

susceptible to cyber-attacks, threatening personal privacy, corporate data, and national 

security. A promising approach to addressing these security challenges involves the 

adoption of Trusted Execution Environments (TEEs) [1]. TEEs provide a secure area 

within the main processor where sensitive code and data are isolated, processed, and 

protected, increasingly crucial for IoT devices requiring robust security measures 

against sophisticated threats [2]. 
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This paper explores the role of TEEs in enhancing IoT security. It begins by 

emphasizing the necessity of hardware support in implementing TEEs, which forms the 

basis of a solid security framework. It then examines the security principles essential 

for TEE operation, ensuring data confidentiality and integrity during execution. A 

detailed system analysis offers empirical evidence from successful TEE deployments 

in IoT devices, highlighting their efficacy in mitigating security risks. Additionally, this 

study evaluates how TEEs assist IoT devices in adhering to stringent security 

regulations and standards, which are tightening as digital and physical realms merge. 

Despite the advantages, integrating TEEs into IoT devices faces challenges, including 

scalability, cost implications, and the emergence of new security vulnerabilities and 

attack vectors specific to TEEs. 

The conclusion synthesizes these insights and provides a prospective outlook on the 

future of TEEs in IoT security, taking into account technological progress and the 

changing threat landscape. This research contributes to the ongoing discourse on IoT 

security and offers valuable insights for stakeholders aiming to bolster the security 

posture of IoT devices through TEE implementation. 

2 Layers of TEE Application in IoT 

2.1 Hardware Support 

ARM's TrustZone. TrustZone, ARM's implementation of a Trusted Execution 

Environment (TEE), is integrated into Cortex-A range processors. It delineates a secure 

world (or secure mode) and a non-secure world (or normal mode), effectively allowing 

the system to function as though it possesses two distinct processors, as depicted in 

Fig.1 [3]. TrustZone's architecture extends through the system via the AMBA AXI bus, 

which facilitates secure boot and provides hardware support for secure peripherals. It 

employs two virtual processors, each supported by hardware-based access control 

measures [4, 5]. This architecture ensures that sensitive data can be exclusively 

processed in the secure world, completely isolated from the regular operations of the 

device. Code executed within the secure world benefits from dedicated resources and 

remains inaccessible unless the processor operates in secure mode. This design 

critically prevents any interference from the non-secure world with secure world 

operations, bolstering the overall security framework of the device. 
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Fig. 1. ARM's TrustZone secure world and non-secure world . 

Intel's Software Guard Extensions (SGX). SGX is Intel's set of CPU instruction 

codes that allows user-level code to allocate private regions of memory, called enclave. 

SGX allows applications to create enclaves, which are protected areas in the 

application’s address space [6]. 

The content within an enclave is encrypted and inaccessible to any code outside the 

enclave, including code running at higher privilege levels. In Fig.2, Applications need 

to call trusted functions to access sensitive data which are stored in enclave. Enclaves 

are designed to be protected from processes running at higher privilege levels, such as 

the operating system or the hypervisor. The CPU protects the enclave memory, ensuring 

that sensitive code and data remain confidential and maintain their integrity. 

 

Fig. 2. Intel's Software Guard Extensions (SGX) separate Memory into Trusted memory and 

Non-trusted memory. 

RISC-V's MultiZone Security. MultiZone Security is an open standard framework for 

RISC-V processors that enables the creation of secure zones on the chip. MultiZone 

relies on the RISC-V hardware features to partition memory into separate zones. Each 

zone can be configured with different permissions and can be used to isolate sensitive 

tasks from each other. With MultiZone, each zone acts as a separate TEE. 

The hardware ensures that code and data within a zone cannot be accessed by other 

zones, unless explicitly allowed by the zone's configuration. This is similar to having 
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multiple separate secure processors on a single chip, allowing for a scalable and flexible 

approach to security. 

 

Fig. 3. RISC-V's MultiZone Security different memory zone. 

2.2 Security Principles in TEE 

While the specifics of TEE security protocols can vary depending on the 

implementation and the hardware vendor, there are several key principles and 

components that are generally part of TEE’s security approach. 

Memory Isolation: Memory regions are specifically configured as secure or non-

secure, which is fundamental in maintaining the isolation between the two worlds. Non-

secure transactions are prevented from accessing memory regions that have been 

configured as secure. This ensures that the normal world cannot access the secure 

memory areas designated for the secure world [7]. 

Cryptographic Operations: TEEs usually offer a set of cryptographic operations that 

can be used by applications, such as hashing, encryption/decryption, and digital 

signature creation/verification. The library contains a pair of public and private keys 

for RSA encryption and offers system functions to handle RSA, AEC-GCM, DSA, 

ECC, along with hashing algorithms SHA-1 and SHA-2. These operations are done 

within the secure environment to prevent leakage of sensitive data [8]. 

Attestation: TEEs often support remote attestation (RA), which allows a device to 

prove to a remote party that it is running in a secure state. Trusted Execution 

Environments (TEEs) like Intel SGX (Software Guard Extensions), remote attestation 

allows a third party, called a Relying Party (RP), to verify that the software running in 

a secure enclave on a remote machine is genuine and has not been tampered with. The 

chain of trust for remote attestation typically begins with the manufacturer (Mfr) who 

provides the Root of Trust (RoT) through provisioned keys within the hardware. This 

Root of Trust is considered the foundation upon which the security of the system is 

built. The Verifier (Vrf) is a service, like Intel's Attestation Service (IAS) or Microsoft's 

Azure Attestation Service, that validates the integrity of the remote enclave [9]. 

API Security: TEE SDKs like those for Intel SGX and RISC-V Keystone assume 

the use of EDL, which generates glue code for secure communication between a normal 

application and a trusted application. EDL ensures the security of the communication 

by verifying pointers' regions and buffer sizes. a library implementation of Global 
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Platform TEE Internal APIs that aims to maintain interoperability and security across 

different TEE architectures. This library fits with each TEE's EDL and aims to keep 

communication security intact[10]. 

3 System Analysis and Application Research 

3.1 Successful Deployment of TEEs in IoT Devices 

ARM TrustZone in Smartphones and Tablets. TrustZone creates an isolated secure 

world that is separate from the normal world, where the main operating system (such 

as Android or iOS) resides. The secure world can run security-sensitive operations, like 

cryptographic functions or secure boot, without risk of interference from the normal 

world [11]. 

Many smartphones and tablets use ARM's TrustZone technology which provides a 

TEE by partitioning the system-on-chip into secure and non-secure worlds. Brands like 

Samsung with their Knox security platform use TrustZone to protect critical functions 

and sensitive data on their devices [12] . 

Qualcomm Secure Processing Unit in Mobile Devices. Qualcomm's Snapdragon 

automotive processors feature called Secure Processing Unit (SPU). When a user 

engages in activities like saving a document or capturing a photo, the SPU generates a 

unique cryptographic key. Additionally, apps like WeChat and Facebook can leverage 

the SPU to create keys when necessary [13]. 

The SPU operates independently and is segregated from the rest of the system. 

Although it does not have overarching control to access or manage other systems, it can 

independently handle information from them. The SPU is set to play an integral part in 

the management of biometric information. The goal is to confine biometric data within 

the SPU, process authentication within this secure environment, and ensure that the 

data does not leave this secure space.  

3.2 Review of IoT Security Regulations 

The regulatory landscape for IoT security is constantly evolving as the proliferation of 

IoT devices has necessitated the establishment of robust security frameworks. ENISA 

(European Union Agency for Cybersecurity) provides comprehensive guidelines and 

standards aimed at securing IoT ecosystems. ENISA has published a set of baseline 

security recommendations for IoT which encompasses technical guidelines and 

measures to protect against threats and to handle security breaches. The use of a Trusted 

Execution Environment (TEE) in IoT is crucial because it addresses multiple aspects 

of device security and integrity. It provides a protected area for sensitive operations, 

enhances identity management, ensures the integrity of software and firmware, and 

enables secure updates and authentication mechanisms. All of these capabilities are 

essential for maintaining the security and functionality of IoT devices in the face of 

evolving threats and the need for robust, scalable security solutions.  

584             Z. Zhang



4 Challenges 

4.1 Scalability Issues 

Resource Constraints. Trust Execution Environments (TEEs) provide a secure area 

within a processor ensuring that code and data loaded inside to it are protected with 

respect to confidentiality and integrity. Implementing TEEs in IoT devices poses 

significant challenges due to the resource constraints inherent in many such devices. 

IoT devices often have just enough processing capability to perform their required 

tasks. TEEs require additional computational overhead for security measures such as 

encryption, secure boot, and runtime integrity checks. These operations may strain the 

limited CPU resources of low-power IoT devices. TEEs require memory to execute 

secure operations. Many IoT devices have minimal RAM and storage, which limits the 

size and complexity of the applications that can be run in a TEE. This can restrict the 

functionality that can be moved into the secure environment. To address these 

constraints, solutions may involve optimizing TEE implementations for low-resource 

environments or adopting lightweight cryptographic and security principles. The 

security requirements need to be balanced with the device capabilities and the threat 

model specific to the IoT application. 

Network Complexity. As the IoT ecosystem grows, the complexity of managing TEEs 

across a multitude of devices becomes another critical concern. 

The IoT ecosystem comprises a wide range of devices with different hardware 

capabilities and software stacks. Ensuring compatibility and seamless integration of 

TEEs across this heterogeneous landscape is challenging. The foundation of the Internet 

of Things (IoT) is composed of a complex assortment of both longstanding and newly 

developed technologies. Remarkably, a wave of fresh standards bodies has surfaced, 

offering promising ideas for shaping IoT frameworks. The expectation is that the 

diverse elements of the IoT landscape will eventually converge, adopting a shared suite 

of web-based technologies, which collectively resemble the structure of an hourglass 

[14]. As more devices are added, establishing and maintaining a root of trust throughout 

the network becomes more difficult. There must be a scalable way to enroll new devices 

and securely manage their TEEs over their lifecycle. 

4.2 Security Vulnerabilities and Attack Vectors Specific to TEEs 

Trusted Execution Environments (TEEs) are designed to provide secure areas within a 

device's main processor. They aim to protect sensitive operations from the rest of the 

device's environment, which could be compromised. However, TEEs are not 

impervious to attacks. Many types of vulnerabilities that can affect TEEs:  

Implementation Bugs: A long history of critical implementation bugs 

in TEE systems, particularly in Trusted Applications (TAs) and the TEE kernel, poses 

a major security risk. Classic input validation errors such as buffer overflows are 

common and can be used to compromise both the Android OS and the TEE kernel. 
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Architectural Deficiencies: TrustZone-assisted TEE systems suffer from 

architectural weaknesses. For example, memory protection mechanisms like Address 

Space Layout Randomization (ASLR) or page guards are either poorly implemented or 

missing. This makes it easier for attackers to exploit vulnerabilities. 

Exposed Attack Surface: TEE systems tend to expose a large attack surface, 

including system calls within the TEE kernel that can be invoked by TAs. This design 

allows for TAs to potentially manipulate memory regions of the host OS, leading to 

control over the Android environment if a TA is compromised. 

Hardware Vulnerabilities: There are vulnerabilities at the hardware level, with some 

arising from microarchitectural side-channels such as cache attacks. Additionally, the 

ability to exploit hardware components like FPGAs to exfiltrate data from TEE-

protected memory is concerning. 

Defense Mechanisms Lagging: The defense mechanisms in place within studied 

TEE systems are not on par with the state-of-the-art defenses seen in mainstream 

operating systems. This suggests that by leveraging up-to-date defensive technologies, 

the security of commercial TEEs could be significantly improved. 

Potential for Mitigation: The paper suggests that adopting modern defense 

techniques could enable TEEs to better counter prevalent vulnerabilities. Creating a 

taxonomy for classifying implementation bugs, being aware of hardware components 

that could be leveraged by attackers, and analyzing current research community 

proposals for defense are steps toward mitigating these risks [15]. 

TEEs are designed to enhance security by providing isolated execution 

environments, they are not impervious to attacks. The documented security 

vulnerabilities and attack vectors indicate that there is a pressing need for improved 

design, implementation, and adoption of advanced defensive strategies to bolster the 

security of TEE systems. 

Side-Channel Attacks. Side-channel attacks are techniques that exploit information 

gained from the physical implementation of a computer system, rather than weaknesses 

in the implemented algorithms themselves. In the context of TEEs, these attacks can be 

quite pertinent, as they are often not fully mitigated by traditional software-based 

security measures [16, 17]. 

To counter this threat, TEE designers need to consider side-channel resistant 

hardware, constant-time algorithms, and other mitigations that make it difficult for 

attackers to extract useful information through side channels. 

Software Bugs. Software within TEEs, like all software, can contain bugs or 

vulnerabilities that, if exploited, could lead to security breaches. These can range from 

simple coding errors to complex design flaws. Like buffer overflows, A classic software 

vulnerability, a buffer overflow in TEE code could allow an attacker to corrupt memory 

and potentially execute arbitrary code within the TEE. Failing to properly validate 

inputs from untrusted sources could also lead to a range of attacks, including privilege 

escalation or execution of unauthorized commands within the TEE. 
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To mitigate the risks associated with software bugs, TEEs must be developed with 

security best practices in mind. This includes regular code audits, employing static and 

dynamic analysis tools, fuzzing, and keeping the TEE software up to date with the latest 

security patches. 

5 Conclusion 

This paper provides a detailed overview that lays the theoretical groundwork for 

Trusted Execution Environments (TEEs) and showcases their practical applications 

across various case studies. The discussion of hardware support mechanisms, such as 

ARM's TrustZone, Intel's SGX, and RISC-V's MultiZone Security, underlines the 

versatility and adaptability of TEEs across different technological platforms. The 

analysis elucidates that TEEs offer a robust solution to the escalating security 

challenges posed by the widespread adoption of IoT devices. By establishing isolated, 

secure domains within processors, TEEs effectively protect sensitive operations from 

the myriad threats prevalent in the cyber landscape. The successful implementation of 

TEEs across diverse chip manufacturers underscores their effectiveness in securing 

critical functions and sensitive data. The paper also recognizes the dynamic nature of 

IoT security standards and regulations, positioning TEEs as a key technology in 

achieving compliance. Discussions on security principles such as hardware-based 

attestation, secure boot, and secure communication channels emphasize the 

comprehensive approach that TEEs take to strengthen the IoT ecosystem. 

However, the path toward widespread adoption of TEE technology is fraught with 

challenges. Issues such as scalability, cost, and the emergence of TEE-specific 

vulnerabilities pose significant hurdles that both industry stakeholders and academic 

researchers must overcome. Collaboration between these entities is essential to foster 

innovation and develop strategies to address these potential risks. Looking forward, the 

IoT security landscape is expected to continually evolve, driven by technological 

advancements and an ever-changing threat environment. TEEs will remain a crucial 

component of this evolving field, acting as a strong defense against cyber threats. 

Continued research is encouraged to further refine TEE technology, enhance 

integration ease, and improve the scalability of TEE-based security solutions, ensuring 

that they remain effective in the face of new challenges.  
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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