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Abstract. This study uses the principle of differential game theory to explore
the security investment decision and coordination strategy between cloud ser-
vice providers and users. The Hamilton-Jacobi-Bellman equation is used to de-
termine the equilibrium solution for non-cooperative decision making and co-
operative decision making. These solutions are then compared, analyzed, and
simulated. The results show that under collaborative decision-making, cloud
service providers and users reach the highest level in terms of optimal security
investment, system security and total system revenue, reaching Pareto optimali-
ty. These findings provide valuable theoretical insights to guide security in-
vestment decisions for cloud service providers and users.
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ferential game.

1 Introduction

With the advancement of information technology, cloud computing has emerged as
the cornerstone of the digital economy and a pivotal infrastructure for enterprise digi-
tal transformation. The onset of the COVID-19 pandemic has further expedited the
transition of enterprises towards cloud services, intensifying the spotlight on cloud
security. Particularly amidst the backdrop of frequent cloud security incidents, securi-
ty concerns have emerged as a significant obstacle impeding the broader advancement
and adoption of cloud computing applications. These security risks leading to cloud
security incidents can be categorized into those originating from cloud service provid-
ers and those from cloud users [1]. Consequently, unlike traditional information secu-
rity paradigms, cloud security necessitates the collective involvement of both cloud
service providers and users, with shared responsibility for upholding cloud security.
Effectively addressing the security challenges posed by cloud computing represents a
pressing issue that demands collaborative attention from both parties. However, con-
strained by the coordination dynamics between them, prevalent issues persist in cloud
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security maintenance. These include fragmented investments, redundant construc-
tions, disparate resource integration, and the absence of cohesive security measures
coordination. Hence, analyzing the behavioral dynamics between cloud service pro-
viders and users as the primary stakeholders in cloud security maintenance, and ex-
ploring coordination strategies for security investment decisions, holds significant
practical significance in fostering cloud security and advancing cloud computing in-
novation and development.

Although various studies have been conducted on cloud security from different
perspectives [2], there are still obvious shortcomings. First of all, in cloud computing
application scenarios, the lack of dynamic game dynamics between cloud service
providers and users in continuous time directly affects the security investment deci-
sions of both sides. Second, the failure to take into account the dynamic evolution of
cloud security levels is not conducive to the development of effective coordination
strategies and the outcome of the game between them. The interaction between cloud
service providers and users in cloud security maintenance is a continuous dynamic
game process [3]. Differential game theory is a dynamic model that analyzes the
competition and cooperation of multiple parties in continuous time. Therefore, this
paper attempts to establish a differential game model to investigate the dynamic game
dynamics between cloud service providers and users as the main stakeholders of
cloud security maintenance [4]. By solving the game equilibrium in non-cooperative
decision making and cooperative decision making mode, the equilibrium results are
compared and analyzed. The findings are designed to provide valuable insights into
security investment strategies for cloud service providers and users.

2 Problem Description and Basic Assumptions

This paper focuses on the cloud security system, comprising cloud service providers
(G) and cloud users (E), as its research subject. It delves into the security investment
decisions of both cloud service providers and users within the realm of cloud security
maintenance. Cloud users, whether enterprises or individuals, who utilize cloud ser-
vices and share security responsibilities with cloud service providers are considered
integral components of this system. Conversely, organizations that furnish public
cloud services and shoulder the responsibility of maintaining cloud security for users,
such as Alibaba Cloud and Huawei Cloud, are categorized as cloud service providers.
In this context, both cloud service providers and users have the agency to invest in
security measures aimed at fortifying the security of the cloud service system. These
investments encompass bolstering protection resource configurations (e.g., imple-
menting firewalls, deploying antivirus systems) and enhancing staff training and man-
agement. Both entities are rational actors in this scenario. The fundamental assump-
tions of the model are as follows:

The security investment cost of cloud service providers and cloud users is positive-
ly correlated with their security investment level, and increases with the increase of
security investment, and the increase rate is on the rise. Therefore, the security cost
function of both parties is constructed as follows:
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C,()=E,EL(1)/2 Co(t)=E,Ep(1)/2 (1)

Where, Es(1) and E (1) respectively represent the security investment level of

3

cloud service providers and cloud users, and % and “£ respectively represent the
cost coefficient of cloud service providers and cloud users in the maintenance process
of cloud security level. Cloud security level is jointly determined by cloud service
providers and cloud users, and there is a natural decay of cloud security level. In addi-
tion, this article does not consider scenarios where the level of cloud security, such as
on-premises private clouds, is entirely determined by a single stakeholder. Therefore,
the change of cloud security level over time is described as a differential equation [5]:

t(t)=dr(t)/dt = E (1) +{E, (t)—0t(1)
7(0)=7,20 2)

Where, %o and Sk represent the influence coefficient of security investment level
of cloud service providers and cloud users on cloud security level respectively. With
the increase of time, the cloud security level gradually decreases due to outdated secu-
rity policies, lagging technical solutions, aging hardware facilities and other factors.

0 is defined as the cloud security level attenuation coefficient. 7(0) is the cloud
security level at the initial moment. The total revenue of the cloud security system is
determined by the level of security investment of the cloud service provider and cloud
users and the cloud security level of the system. On the one hand, the security invest-
ment behavior of cloud service providers and cloud users will generate advertising
effect, enhance the corporate image, and bring reputation benefits to the cloud securi-
ty system. On the other hand, when the cloud security level is guaranteed and cloud-
related businesses run smoothly, cloud service providers can attract more users and
expand profits. Cloud users can improve management efficiency, reduce the difficulty
of development, operation and maintenance, and reduce the overall business cost. The
above reputation and economic benefits brought by the improvement of cloud security
level to both sides of the game are regarded as the benefits of all parties. Reference
[6] describes the total benefits of cloud security system as follows:

(1) = agEq (1) + o EL (1) + fr(t) (3)

a a . . . .
Where, ¢ and £ respectively represent the impact coefficient of cloud service
providers and cloud users' maintenance of cloud security on the total system revenue,

and p represents the impact coefficient of cloud security level on the total system
revenue. Assume that the total revenue of the cloud security system is divided be-

tween the two, and the distribution ratio is ¥ and 1=y , respectively. Since this in-
come distribution is related to existing factors such as the nature of cloud users, the
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type of cloud services and the management mode of cloud services, the model treats
this income distribution coefficient as an exogenous variable. In the infinite time
range, both cloud service providers and cloud users seek to maximize their own bene-

fits in the infinite time range, and the discount factor is P

3 Model Construction

According to the coordination relationship between the two sides of the game, it can
be divided into two decision-making modes :(1) non-cooperative decision-making
mode, in which the cloud service provider and the cloud user do not take any coopera-
tion measures and make independent decisions based on the principle of maximizing
their own interests; (2) Collaborative cooperation mode. Both cloud service providers
and cloud users are aware of the positive impact of maintaining cloud security on
their own interests, and both parties actively cooperate on security and make central-
ized decisions based on the principle of optimal cloud security system revenue.

3.1 Non-Cooperative Decision-Making Model

First, the non-cooperative decision-making mode (represented by superscript N) is
analyzed. In the case that both parties have no cost sharing contract restrictions, make
independent decisions and pursue the maximization of their own benefits, the objec-
tive functions of cloud service providers and cloud users are as follows:

r 1
maxJ) = [ (1(a,E) +a,E} + Br— 5 EEY)d (4)
EG

0

< 1
max S} = [ (=@ Bl + ) + o)~ & B )i 5)
E,

0

In order to obtain the feedback balancing strategy of cloud service providers and
cloud users, the Hamilton-Jacobi-Bellman equation is used to solve the objective
function in non-cooperative decision-making mode, and the solution result is shown
in proposition 1.

Proposition 1. The optimal security investment between cloud service providers
and cloud users in non-cooperative decision-making mode is as follows:

7(ac(p+5)+ﬂé,c) EN*=(1_7)(aE(p+5)+ﬂé/E)
E(p+o) T £, (p+0)

The optimal trajectory of cloud security level can be obtained from proposition 1
as follows:

EY =

G

(6)
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£ = (- )
Among them, L' = Sorlag(p+0)+ps,) + 4/5(1_7)(055(P+5)+ﬂ§5).
So(p+0) E(p+6)

On this basis, the total revenue of the system under the non-cooperative decision-
making mode can be further obtained as follows:

() = B T+7(2—y)(ag(p+5)jﬂ§c)2+(1—7)2(a5(p+5)+2ﬂ§,;)2
p+o 2p8,(p+0) 2p8,(p+0)

®)

Proposition 1 shows that in the non-cooperative decision-making mode, both cloud
service providers and cloud users take maximizing their own interests as the decision-
making goal, and the security investment decisions of both parties in this case do not
consider the overall benefits of the system.

3.2 Cooperative Mode

In order to assume the security responsibility of ensuring the smooth and reliable
operation of cloud services, cloud security service providers and cloud users want to
ensure the security of cloud services as much as possible in order to improve their
reputation and revenue, and cloud users want to ensure the security of cloud services
from any perspective. Therefore, both parties are willing to strengthen cooperation
and determine their respective optimal strategies based on the consideration of max-
imizing the overall benefits of the system, namely the cooperative cooperation mode
(represented by superscript C). The objective function of the cooperative system is as
follows:

r 1 1
C _ —pt C C Cc2 Cc2
max.J§ = [e " (@, Eg +a,E; +pr- SEoFs =S B ©)
G*E 0
Proposition 2. The optimal security investment of cloud service providers and
cloud users in non-cooperative decision-making mode is as follows:

AP+ )+ By o a(p+8)+fE,

Eg* = JE;
So(p+9) S(p+9)

The optimal trajectory of cloud security level can be obtained from proposition 2
as follows:

(10)

. L L
()=, - )" + = 11
() =(z, 5) 5 (11)



Research on Security Investment Strategy of Cloud Service Providers 139

Among them, L = ¢l (p+0)+ pC;) N Cela,(p+6)+pC,) .
So(p+6) E(p+0)

On this basis, the total revenue of the system under the cooperative cooperation
model can be further obtained as follows:

VC*(T)Z ﬂ r+(aG(p+5)+IB§G)2+(aE(p+5)+ﬂé/E)z
pro- - 2p5(pwd) 208 (p+d)

(12)

3.3  Comparative Analysis of Equilibrium Results

Through comparative analysis of the equilibrium solution under the two modes, the
following conclusions can be drawn: Compared with the non-cooperative mode, the
collaborative cooperation between cloud service providers and cloud users can max-
imize the enthusiasm of both parties to participate in cloud security maintenance
work, and thus promote the increase of optimal security investment of both parties.
The system cloud security level in non-cooperative decision-making mode is the low-
est, while the system cloud security level in cooperative decision-making mode is the
highest. From the perspective of total system revenue, cooperative mode is the high-
est.

4 Conclusion

This paper takes the cloud security system composed of cloud service providers and
cloud users as the research object, and analyzes the security investment decisions and
coordination problems of cloud service providers and cloud users as the main body of
cloud security maintenance through the construction of differential game model. The
results show that in the non-cooperative decision-making mode, the cloud service
provider and the cloud user make decisions independently, and the optimal security
investment, system cloud security level and total revenue of the two modes are the
lowest. In the collaborative cooperation mode, the security investment, cloud security
level and total system revenue of cloud service providers and cloud users are the
highest, reaching the Pareto optimal. In addition, due to the limitations of model as-
sumptions and other factors, this paper still has many shortcomings, such as network
threats and other random factors interfere with the change of cloud security level, and
how to affect the cost sharing between the two sides of the game under the condition
that the revenue distribution ratio of the cloud security system can be coordinated is
not discussed in this paper, and further research is still needed.
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