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Abstract. Now a days, Image compression schemes and water marking is widely performed in
signal processing with the help of wavelet transform. In comparison with approaches based on
DCT and wavelet-based watermarking in some cases wavelet based Watermarking schemes
are used better. In the literatures hardware realization was diverse for watermarking digitally.
Design and implementation of a Field Programmable Gate Array (FPGA) based architecture
discrete wavelet transform (DWT) invisible watermarking algorithm using QR decomposition
will be focused in this paper. When using Reversible Watermarking techniques some image
losses occurs and compression ratio is about 1.6. But while using discrete wavelet transform
(DWT) invisible watermarking fragile algorithm using QR decomposition image compression
ratio can be increased to 1.9 . We chose MATLAB and Xilinx 14.1 4Spartan 3E FPGA for
VLSI architecture implementation and schematic based design
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1 Introduction

Digital water marking is one of the techniques which can be used to identify
the illegally distributed images. It can be done by two methods one is spatial domain
and another one is frequency domain [1]. Commonly, the main limitation is
available in watermarking techniques that is size, so, in order to establish the
combined techniques of spatial and frequency domains which is used to achieve the
huge number of watermark data and to reduce the noise of the watermark image.
After, the frequency domain of host image is embedded with watermarks and to
perform the translation operation of image from frequency domain to spatial domain
by using inverse transform. Though, the transformed image of the pixel value to be
in real numbers. During the process of transforming that the image is transformed
from frequency domain into spatial domain in that the data is somewhat troubled
because of converting real numbers into integers in the spatial domain and to reduce
this type of trouble in rounding process by using GA-based watermarking algorithm.
Hence, to improve the security by using GA-based watermarking and this is one of
the techniques is used to rounding the errors for both robust and fragile watermarks.
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The main aim of this work to develop the DWT invisible watermarking algorithm
and to implement in FPGA related architecture using QR decomposition [2].

In watermarking System consists of two processes, one is insertion and another one
is detection. The combined process is used to attack the watermarked images.

The insertion step is given by,
Pi=Poi+(q,(O0+ W) a
q = Key generator
C= Binary Random Sequence
i =i iteration
@ = Visibility factor
Pi= i"" watermarked coefficient
P = it original coefficient
W; = i bit of the watermark

The extraction step is given by,

WD = [[LHt(i) ; LHO(i)

] + C(i)l
)

With LHt : Watermarked sub-band
LHo : Original sub-band

[ Pul)zs - w(i) =1 [ P25 s w(i)=1
else s W(i) =0 else - W(i) = 0

with Pu(i) : i is the coefficient between watermarked and original coefficient
S : Threshold value

2 Existing System

Database watermarking, video watermarking, image watermarking and audio
watermarking etc. these were the classification of digital signals based on the signal
type. fragile watermarking or robust is also a category of watermark based on the
robustness. By the embedding process the distortion inflicted on the host media is
one such drawback of watermarking-based authentication schemes. In military
applications and medical imaging, it may not acceptable even this distortion is often
insignificant, Hence, for recovering the original media, removing distortion the
watermarking scheme should be efficient so we can get desired authentication.
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Reversible watermarking schemes [3] indicates schemes with capability. With
different type of algorithm Various Reversible Watermarking techniques has been
proposed. Popular reversible watermarking techniques are: i) Integer Discrete
Cosine Transform, ii) Contrast Mapping, iii) Histogram bin Shifting, iv) Data hiding
using Integer Wavelet Transform, and v) Difference Expansion. Usually, reversible
scheme performs some type of lossless compression operation on host media in
order to make space for hiding, compressed data and the Message Authentication
Code (MAC) hash, signature, or other feature derived from the media were used as
the watermark.

These were done to authenticate the media which is received, information
hidden is extracted and it will decompress the compressed data for obtaining
possible original media as possible. the possible original media is used to obtain the
MAC [4]. If the extracted one and the newly derived MAC matches, then it is
deemed authentic/original. However, a specific transform is done with the
implementation of the reversible watermarking technique. The reason behind
choosing this technique is because for it robust and has less computational
complexity. Accomplishing the high-speed hardware efficient VLSI architecture is
the primary goal of the proposed design. The Discrete Cosine Transform (DCT)
technique has been used in the proposed scheme [5].

In that the water marking is used DCT coefficients of all 128-bit hash [6]. Then
for verification it uses the compressed bit-stream which is extracted; with no local
information signature of the image is alone in the hash. Hence, this technique is
unable to locate the position where the tampering has been done although it is simple
and has the ability to detect authenticity, this technique is unable to locate the position
where the tampering has been done [7-10].

3 Proposed System

In watermarking application, fragile watermarking approach is used for content
authentication. In watermarking algorithm, the content authentication system
provides a high level of brittleness and digital watermarking are also acknowledged
a new attention which is comparatively new technology [11].

For analysis and betterment of a watermarking technique for particular application
few recognized tools and metrics were used, which can be evaluate the performance by
researchers. Because of this insufficient tool and metric need to motivate and develop
a web based digital watermark evaluation method called watermark evaluation test bed
or WET [12]. It is a web which is designed to be absorbed from still image digital
watermarking [13].

This watermark evaluation test bed method includes a reference software which
contains both watermark embedders and detectors, attacks, evaluation modules, and a
large image database. The aim of this work is to develop a platform which is not only
used to test but also used for performance of own techniques. Figure 1 and 2 shows
the block diagram of fragile watermarking and detection process [14].

In figure 1 indicates the diagram of fragile water marking algorithm, first select
watermark algorithm and relevant parameters. Based on this parameter select the input
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images and that images are embedded into the system and detection operation is
performed. Figure 2 represents the detailed flow of fragile water marking algorithm. In
that diagram based on the secret key insertion, distortion and detection process is
selected.

Select Watermark D Qtugry
Algorithm and Ia abase
Parameters mages
Select
Select Image from Watermark
provided Image Algorithm and
L ¢ Parameters
Embed Embed
Watermark Watermark

—_—

Y Y
Attack Attack
Watermarked Watermarked

Image Image

Detect Detect
Watermark

Watermark

Fig. 1. Block diagram of fragile water marking algorithm
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Fig. 2. Block diagram of fragile water marking algorithm for detection process

In this paper, the system is categorized into two stages which is watermark embedding
is first stage followed by watermark extraction is second stage shown in fig 3 and
4[15].
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Fig. 3. Watermark Embedding Process
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Fig. 4. Watermark Extraction Process
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In the figure 5 represents two-dimensional wavelet transform. The
following parameters indicates the rows and columns of the above diagram.

Where,

2 1 1 represents down sample columns

1 | 2 represents down sample rows

CA indicates decomposition initialization

The following equation [3-7] represents one level wavelet transform
$(x1,x2)=yn1yn2h0(n1,n2)$p(2x1-n1,2x2-n2) (3)
$(x1,x2)=¥Yn1¥n2h(n1)h(n2)$(2x1-n1,2x2-n2) (4)
yhg(x1,x2)=yn1yn2h(n1)g(n2)$(2x1-n1,2x2-n2) (5)
ygh(x1,x2)=yn1yn2g(n1)h(n2)$(2x1-n1,2x2-n2) (6)
ygg(x1,x2)=yn1yn2g(n1)g(n2)$(2x1-n1,2x2-n2) (7)

The following equation[8-11] represents the two level wavelet transform.

Sj,v=R123khh(1-2v)Sj+1,1 [8]
W1j,v=2123khg(1-2v)Sj+1,1 [91]
WR23j,v=2123kgh(1-2v)Sj+1,1 [10]
W33,v=2123kgg(1-2v)Sj+1,1 [11]

The extraction procedure follows the Decryption of a chaotic map, Inverse of Arnold,
and Inverse of Fast Fourier transform algorithms.

In this the system will read the input host image and the YCbCr color space is created
from RGB image. In the Y, Cb, Cr components of watermarking apply the 4 level DWT
and sub-band components LL, HL, LH, and HH are accomplished. Apply Singular
value decomposition to hl sub-band of the fourth DWT.

Extract watermark information with host components of y, Cb, Cr. Calculate encoded
bits with chaotic map, apply channel decoding, Embed watermark information with
host components Y, Cb, Cr. Reshape them according to decoded bits, Apply the inverse
of'the Arnold transform. Perform decryption of a chaotic map and achieve the extracted
watermark image.
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Fig. 8. Watermark Embedding Model in Simulink

Feature to generate a new feature fn with fn = fun2(fo,A,W). Finally, watermarked
image HW is produced by function fun3 on the new feature fn substituting the old
feature fo shown in Fig. 6. Figure 7 represents the design flow of proposed diagram.
It should be noted that function fun3 is a general function, generally speaking, which
can embed the new feature fn into the given image using a watermark algorithm or
other algorithms.

A cryptographic hash or message authentication code (MAC) function can be used in
this process without loss of generality. The extracting process is shown in Fig.8 and
9. First function funl is used to generate the same authenticator A as in the embedding
procedure, and then feature extraction algorithm outputs feature f, into which the
authenticator. A in embedding Sprocedure is embedded. Once the feature has been
extracted, the inverse function of function fun2 can extracts the embedded
authenticator from feature f. Then we compare this extracted authenticator with the
authenticator A to determine whether the received digital content is authentic or not.
If both are the same that prove the source.

4 Results and Discussion

The following steps represents the watermark embedded process

1. The actual image is reconstructed into 512x512. The DWT is applied to the input
image, then the output of decomposed image is 256x256 size image.

2.The watermark image size is 32x32, 256x256 is the correct dimension to
embedded with 32x32 pixels on 8x8 sub-blocks.

3. A one level DWT has applied.

4. After, watermark embedded image obtained Low-high frequency components.
5.Then the IDWT is applied to this image to get watermark image.

The watermarking process is same but in the reverse order. Watermark extraction
process is same as the watermarking process but the order of process is reversed.
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1. The output image is resized into 512x512 pixels.

2. A 1-level DWT is applied to watermarked resized image.

3. The comparison operation is done for extraction according to the embedding
process.

In this work, after completion of decomposition process to increase the speed of the
operation, we need to implement in FPGA design. After the implementation process,
MATLAB Simulink file embedded with FPGA board by using DSP builder software
and this Simulink file converting into HDL code.

<

E| DWTextraction |‘:' ETRRS

File Edit View Simulation Format Tools Help

heES ) 4 W Nemal

Outf f——— In' Qurti |0 Qut 1 I | V::f:[
WATERMARKED 1-L DWT EXTRACTION EXTRACTED
IMAGET DECOMPGSITICN PROCESS WATERMARK
Ready 100% oded5

Fig. 9. Watermark extraction model

5 Conclusion

A watermarking is one of the emerging technique in current research field for many
applications The digital watermarking is used to cryptography management and
protection applications. In our work, to analysis frequency domain image processing
and implement in FPGA board. In this work, discrete wavelength transform used for
embedding and extraction process. The developed algorithm is implemented in FPGA
architecture to increase the speed of the operation. In this developed algorithm, so
image losses will occur due to the compression ratio that value is 1.6. But while using
discrete wavelet transform (DWT) invisible watermarking fragile algorithm using QR
decomposition image compression ratio can be increased to 1.9. In this work, encoding
method is used for invisible fragile watermarking process.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the source,
provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.
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