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Abstract. This paper proposes a cybersecurity talent assessment model based on 

blockchain and neural network, aiming to realize comprehensive, efficient and 

secure supervision of cybersecurity talents. The model is centered on blockchain 

technology, and a secure and trustworthy cybersecurity talent information base 

is constructed using a federation chain. The traditional DPoS consensus mecha-

nism is improved and a neural network algorithm is introduced for evaluating and 

predicting the ability, behavior, and reputation of talents to provide a scientific 

basis for regulation. The experimental results for the improved consensus mech-

anism and neural network show that the model is able to realize comprehensive 

supervision of cybersecurity talents, improve the efficiency and accuracy of su-

pervision, and provide strong support for the cultivation and management of cy-

bersecurity talents. 

Keywords: blockchain； neural network； cybersecurity talent； consensus 

mechanisms 

1 Introduction 

With the rapid development of information technology, the problem of network secu-

rity has become the focus of global attention[1]. Strengthening the cultivation and team 

building of network security talents has become an indispensable part of the high-qual-

ity development of China's talent pool[2]. However, the traditional way of regulating 

cybersecurity talents often suffers from inefficiency, easy tampering of data, and insuf-

ficient security. We propose a cybersecurity talent assessment model based on block-

chain and neural network, aiming to solve the problems of traditional regulatory ap-

proaches. The model combines the tamperability of blockchain technology with the 

intelligent analysis capability of neural network technology to achieve comprehensive, 

efficient, and secure regulation of cybersecurity talents. First, blockchain technology is 

used to build a decentralized and distributed data storage and access platform to ensure 

the security and trustworthiness of talent data; at the same time, intelligent analysis and 

risk assessment of cybersecurity events are conducted through neural network models 

to provide strong support for regulatory decision-making. Our proposed cybersecurity  
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talent assessment model based on blockchain and neural network not only improves 
regulatory efficiency and data security, but also provides new ideas and methods for 
cybersecurity talent training, certification, and regulation. 

2 Relevant Theories and Research Significance 

2.1 Overview of Blockchain Technology and Neural Networks 

The core of blockchain lies in its distributed ledger technology, which has been refined 
and developed to form the underlying framework of distributed applications, with de-
centralization, transparency and tamper[3]. Which incorporates consensus, encryption, 
digital signatures, hashing, and economics reward mechanisms to write blocks of data 
into a chained ledger for the purpose of decentralization as an innovative technology. 
Since the blockchain system is a decentralized system[4], for the integrated system to 
operate efficiently, a consensus mechanism is necessary to reach a consensus among 
the various individuals involved in the transaction. The consensus mechanism allows 
for the consensus of each node to be reached and ensures the consistency and stability 
of the data storage. 

With the advent of the era of big data, artificial intelligence has become the focus of 
attention in all walks of life, especially Artificial Neural Network (ANN), which occu-
pies a pivotal position in artificial intelligence applications[5]. It effectively models and 
deeply analyzes complex data by simulating the information transfer between neurons 
and the internal processing mechanisms, thus revealing the intrinsic patterns and char-
acteristics of the data. With its unique distributed information storage, efficient parallel 
processing capability, and excellent self-learning ability, neural network is able to 
deeply discover the intrinsic laws of things based on the established evaluation criteria, 
processes, and training samples[6]. Through continuous learning and fine adjustment 
of weights, the neural network is able to accurately capture the intricate and complex 
internal relationship between evaluation indicators and evaluation levels, thus provid-
ing a comprehensive and objective integrated evaluation for each talent and ensuring 
that the evaluation results are fair and reasonable. 

2.2 Significance of the Research 

The traditional way of talent database construction is not suitable for the current envi-
ronment, government departments, companies, enterprises, efficient and other units of 
the demand is difficult to unify, the quality of the submitted data is difficult to guaran-
tee, etc. are the challenges faced. And most importantly, most of the talent database by 
a single organization for centralized management, data security risks increase. 

Blockchain technology, on the other hand, provides a good solution. Using block-
chain technology to build a cybersecurity professional talent pool has the following 
advantages. First, blockchain, with its decentralization and data tampering characteris-
tics, provides a highly reliable data storage and verification mechanism for the qualifi-
cation, training, certification and other information of cybersecurity talents, reduces the 
risk of a single point of failure, and improves the robustness of the system. Second, the 
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asymmetric encryption algorithm used in the blockchain provides strong security for 
data storage in the database. Third, the smart contract can automatically execute the 
processes of qualification and training and certification of cybersecurity talents, which 
increases the automation level of the system and reduces the burden and cost of man-
power. 

Cybersecurity talents as a large number of groups, the data complexity in the data-
base is quite high, the use of neural networks as an auxiliary tool for the identification, 
screening and evaluation of talents is a program with considerable advantages. Neural 
networks are trained to accurately recognize the criteria and categories of various tal-
ents and predict potential threats, providing accurate data support for the regulation of 
cybersecurity talents. 

3 Model Implementation 

3.1 Node Analysis 

The users in this model are mainly of the following types: cybersecurity talents, uni-
versity organizations, enterprises and government units. As in the ordinary model, each 
user can perform operations such as querying and modifying their own basic infor-
mation. 

In the model, when university institutions, enterprises and government units need to 
upload information about cybersecurity talents, i.e., add new nodes to the blockchain 
of the corresponding cybersecurity talents. We have classified them into non-manda-
tory and mandatory operations, for adding common information, i.e., non-mandatory 
operations require authorization from the talent. For certain information, such as a uni-
versity institution wanting to upload the talent's disciplinary information into the model, 
authorization is not required. This more flexible authorization mechanism improves the 
efficiency of the model and ensures the stability of the model. 

3.2 Block Node Design 

We designed and implemented our blockchain structure by modifying it on top of the 
traditional blockchain data structure, as shown in Table 1. Each block consists of three 
parts: block header, data and metadata. 

Four fields are stored in the block header (Header), where the ID field stores the ID 
number of the cybersecurity talent, which facilitates the query and retrieval of the talent 
due to the uniqueness of the ID number. Then there is the data hash value of the parent 
block and the new block, and we use the SHA-256 algorithm[7] to generate the hash 
value. Finally, the account information of the adders. 

The Data section is used to store timestamps, information about cybersecurity tal-
ents, and signature information of the adders. Among them, the information of cyber-
security talents comes from the academic information added by colleges and universi-
ties, and the employment information added by enterprises and government units. In 
order to prevent the data from being maliciously tampered with and falsified, the adders 
must store their signature information as well. 
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Table 1. Block structure 

Block structure Field Details 

Block header (Header) 
ID Identity card number of the talent 

ParentHashCode The data hash of the parent block 
HashCode The data hash of the new block 

Data (Data) 

TinID Addressee account information 

Timestamp timestamp information 
DataText Information on Talent 

Signatures 
Signature information of the per-

son who added it 

Metadata (MataData) 
Times 

Number of times block infor-
mation is added 

Base Basic Information on Talents 

MetaData (MetaData) mainly stores the number of times the block has been added 
and the basic information of the talent, and the basic information of the cybersecurity 
talent includes name, gender, and place of origin. 

3.3 Talent Assessment 

We categorize the information about each cybersecurity talent into static and dynamic 
information. Static information is the personal or professional attributes of the talent 
that do not change or change slowly over time, including educational background, work 
experience, skills and knowledge, and personal traits. Dynamic information, on the 
other hand, refers to personal realizations or behaviors that change with time and mood, 
including job performance, training and development, project contribution, and emer-
gency response. The detailed categories are shown in Table 2. 

Since we categorized the information of cybersecurity talents into static and dynamic 
information, and the learning ability of a single neural network model is limited, we 
constructed two independent structure-aware attention neural networks[8], which are 
used to learn the static and dynamic information of talents respectively. 

We constructed a structure-aware attention neural network assessment model[8] for 
comprehensive assessment and risk prediction of talents. As shown in Fig. 1, the static 
and dynamic information of cybersecurity talents are input into two structure-aware 
attention neural network models, i.e., the static information model and the dynamic 
information model, respectively. These two models can analyze and evaluate the two 
different kinds of information individually. In order to make the final results more ob-
jective and realistic, we input the outputs of the static and dynamic information models 
together into the global model, which outputs the final results. 

In the static and dynamic information models, we use the following formulas to pro-
cess the input features and generate assessment results. First we vectorize the input 
talent information with features, represented as a high-dimensional vector: 

𝐹 𝑓 , 𝑓 , 𝑓 , 𝑓  (1) 

𝐹 𝑓 , 𝑓 , 𝑓 , 𝑓  (2) 
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Where 𝑓 , 𝑓 , 𝑓 , 𝑓  denote the embedding vectors of educational background, work 
experience, skills and knowledge, and personal attributes in static information, and 
𝑓 , 𝑓 , 𝑓 , 𝑓  denote the embedding vectors of job performance, training and develop-
ment, program contribution, and emergency response in dynamic information, respec-
tively. Then the importance weights of each feature are calculated separately by the 
attention mechanism[9]: 

A  softmax QK / 𝑑  (3) 

Where Q is the matrix of the query, K is the key matrix and 𝑑  is the dimension of 
the feature vector. The features are then weighted and summed according to the atten-
tion weights and the resulting composite feature representation is: 

H  AV (4) 

Where V is the value matrix and H is the integrated feature representation. Finally, 
the corresponding evaluation results are generated by fully connected layers and acti-
vation functions: 

Y  𝜎 WH 𝑏  (5) 

Where W is the weight matrix, 𝑏 is the bias term, 𝜎 is the activation function, and Y 
is the evaluation result. We input the results of the dynamic and static model outputs 
into the global model and predict the final result by calculating the following formula: 

𝑌 𝜃 , 𝜃 , 𝜃 , 𝜃 𝑌 𝜇 , 𝜇 , 𝜇 , 𝜇 𝑌  𝛽 (6) 

Where 𝑌  denotes the predicted output results of the global model output, 𝑌  and 𝑌  
are the assessment results of the dynamic and static models, 𝜃 , 𝜃 , 𝜃 , 𝜃  and 
𝜇 , 𝜇 , 𝜇 , 𝜇  are the learnable weight parameters, and 𝛽 is the bias term, respectively. 
The assessment results output from the model include the following information: (1) 
Comprehensive score, which derives the overall score of cybersecurity talents based on 
the comprehensive assessment of input features. (2) Risk prediction, the prediction of 
the potential risks of the talent, including possible violation risks and career risks. (3) 
Strengths analysis, assessing the talent's strengths in terms of education, work experi-
ence, and honor information. (4) Improvement suggestions, which are given based on 
the assessment results to help talents improve their competitiveness. 

 

Fig. 1. Structure of the assessment model 
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Table 2. Cybersecurity Talent Information Category 

Categories Categories Categories 

Static Infor-
mation 

Educa-
tional 
Back-
ground 

Education: Bachelor's, Master's, Doctorate 
Specialization: Computer Science and Technology, Network 

Security, etc. 
Academic achievements: GPA, publications, etc. 

Training organization certification: Cisco, CISSP, etc. 

Working 
Experience 

Industry experience: number of years, specific position, type 
of company worked for 

Project experience: number of projects, size, results of pa-
rameters 

Job changes: from junior to senior positions 

Skills and 
Knowledge 

Programming languages: Python, Java, C++, etc. 
Network security technology: firewall, intrusion detection, 

encryption technology, etc. 
Knowledge of tools and software: Nmap, Wireshark, etc. 

Attitude 

Motivation and interest: passion for the profession, personal 
career plans 

Personality traits: responsibility, patience, stress tolerance 
Values: ethical standards, professional ethics 

Dynamic 
Information 

Working 
Perfor-
mance 

Mandate delivery: punctuality, quality, innovation 
Teamwork: ability to communicate and collaborate with 

coworkers 
Problem-solving skills: coping strategies and outcomes in 

the face of challenges 

Training 
and Devel-

opment 

Training activities participated in: online courses, seminars, 
workshops, etc. 

Skill enhancement: learning new skills, deepening old skills 
Career development: promotion, job-hopping, adjustment of 

career plans 

Project 
Contribu-

tion 

Project roles: leadership, execution, support, etc. 
Contribution: workload, innovation, impact, etc. 

Feedback and evaluation: from coworkers, supervisors, cus-
tomers 

Emergency 
Response 

Speed and Efficiency in Responding to Cyber Attacks 
Creativity and effectiveness of solutions 
After-action review and improvement 

3.4 Consensus Mechanisms 

In a distributed computing environment, blockchain technology establishes a founda-
tion of trust between unknown peers. In order to verify the legitimacy of transactions, 
consensus algorithms are widely used[10]. In traditional blockchain, the consensus 
mechanism mainly realizes competition through users' Proof of Work (PoW) or Proof 
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of Stake (PoS) to elect the bookkeeper. However, these mechanisms are usually accom-
panied by high computational costs and resource consumption, which are not conducive 
to the lightweight and efficient operation of the system. 

We have improved the traditional Delegated Proof of Stake (DPoS) mechanism as 
the consensus mechanism in our model. In the traditional DPoS mechanism, a number 
of bookkeeping nodes are elected by the users to form a board of directors by voting to 
represent the users in bookkeeping. However, such an election method is not efficient 
in the case of a large number of nodes. 

 

Fig. 2. Improved DPoS board node composition 

Table 3. Credit evaluation indicators for enterprises and institutions 

Norm Details 

Talent pool 
Proportion of talented people in a business or organization to the 

total number of employees 

Technical level 
Number of technology patents granted to enterprises or institu-

tions 

Academic level 
Number of academic papers published by enterprises or institu-

tions 
Professional level The size of the business of the enterprise or institution 

Financial level Asset size and debt ratios of the enterprise or utility 
Activity level Number of businesses or institutions involved in bookkeeping 

Experience with 
awards and penalties 

Number of rewards and penalties received 

As shown in Fig. 2, the users in our system consist of universities, educational insti-
tutions, government, enterprises and utilities. We specify the nodes of universities, ed-
ucational institutions and government as authority nodes and these nodes occupy 15% 
of all nodes and the remaining 75% of nodes consist of enterprises and utilities. We 
select a group of nodes with the highest credit from the corporate and institutional nodes 
along with the authoritative nodes to form the board of directors in DPoS, and the num-
ber of these nodes occupies 30% of all the nodes. The nodes in the board of directors 
must have the approval of more than half of the board of directors nodes in order to be 
successful in their bookkeeping. We use a total of seven metrics, namely, talent pool, 
technology level, academic level, business level, financial level, activity level, and re-
ward and punishment experience, to measure the creditworthiness of a company or an 
organization, and the detailed information is shown in Table 3. 
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4 Experiments 

4.1 Consensus Mechanism Testing 

To highlight the superiority of our consensus mechanism, we tested its election time, 
i.e., the time required to elect all the board nodes. We constructed five federated chain 
networks containing universities, governments, educational structures, institutions, and 
enterprises, with the number of nodes in the five networks being 200, 300, 400, 500, 
and 800, respectively. We conducted 10,000 tests using the traditional DPoS mecha-
nism and our improved DPoS mechanism, respectively. The results of the tests are 
shown in Fig. 3, where our consensus mechanism reduces the election time by 35% 
relative to the traditional DPoS mechanism. 

 

Fig. 3. Election speed testing results 

4.2 Talent Assessment Testing 

In order to validate the accuracy of our model for talent assessment, we collected infor-
mation on 12634 cybersecurity professionals and made a dataset, which contains dif-
ferent academic degrees, work experiences and project experiences. We first manually 
specify the corresponding evaluation scores of these talents, and then divide them into 
training and testing sets with a ratio of 4:1. During testing, we specify that as long as 
the output of the model differs from the predetermined results by less than 5%, the 
results are acceptable. As shown in Table 4, our model achieved excellent results for 
all four predicted outcomes. 

Table 4. Talent assessment testing results 

Categories Accuracy 

Comprehensive Score 95.33% 

Risk Prediction 93.51% 

Strengths Analysis 98.68% 

Improvement Suggestions 91.35% 
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5 Conclusion 

Our proposed cybersecurity talent assessment model based on blockchain and neural 
network provides a brand new solution for the regulation and management of cyberse-
curity talents by combining the decentralization and tamperability of blockchain tech-
nology and the intelligent analysis capability of neural network technology. Experi-
mental results show that our model is comparatively and substantially ahead of the tra-
ditional consensus mechanism in terms of its efficiency, and is able to accurately assess 
and analyze talent information. The model not only ensures the integrity and security 
of data, but also improves the efficiency and transparency of regulation, which is of 
great significance for promoting the healthy development of cybersecurity talent mar-
ket. 
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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