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Abstract. E-commerce has become a crucial part of global economic activities, 

and ensuring the atomicity of transactions in E-commerce is vital. So far, existing 

E-commerce solutions face the following atomicity problems: DigiCash with 

double-spending, SSL and SET with failing to ensure goods atomicity, and the 

Netbill protocol with dependency on intermediary services. Blockchain technol-

ogy provides an effective solution to these problems. During an E-commerce 

transaction, customers and merchants can conduct transactions under two block-

chains: the digital currency blockchain and the product supply chain blockchain, 

using Hash Time Locked Contracts (HTLCs) to facilitate cross-chain transaction 

and achieve transaction atomicity. This paper designs a blockchain-based scheme 

and implements a cross-chain experiment targeted at atomicity in E-commerce 

transaction. 
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1 INTRODUCTION 

E-commerce has become an integral part of the global economy. However, existing E-

commerce systems still face numerous challenges, particularly in ensuring atomicity 

throughout transaction phases. Based on the concept proposed by J.D. Tygar in 1996, 

the atomicity of E-commerce is divided into three levels: money atomicity, goods ato-

micity, and certified delivery atomicity[1]. Money atomicity effect the transfer of funds 

from one party to another without the possibility of the creation or destruction of 

money. Goods atomicity ensures that if a buyer has paid, they must receive the product 

and vice versa. Certified delivery atomicity involves mutual verification of the product 

content and quality by both buyer and seller. Thus, fulfilling these three types of ato-

micity is crucial for protecting the rights of both parties and ensuring the fairness of 

transactions. 

So far, existing solutions to the atomicity problem in E-commerce transactions ex-

hibit specific limitations. DigiCash, based on the blind signature protocol, primarily 

focuses on ensuring customer anonymity. However, there is a potential for double-

spending, which violates the requirement for money atomicity. The SSL and SET pro-

tocols were initially designed to address the security of online credit card transactions,  
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focusing on the security of data transmission and identity verification, rather than the 
integrity of the transaction process. Therefore, while they meet the requirements for 
money atomicity, they fail to ensure goods atomicity. The Netbill protocol can ensure 
the highest level of certified delivery atomicity, but it relies on the Netbill Server as a 
trusted intermediary[2]. This dependency introduces the risk of hacker attacks. 

The integration of blockchain technology with E-commerce brings multiple benefits. 
In E-commerce transactions, parties can use blockchain to store transactional funds and 
goods information, with funds and goods managed on separate blockchains. Using ho-
momorphic encryption technology, it is possible to effectively protect information 
about transaction products on the chain, transaction amounts, and the real identities of 
the transaction parties. Additionally, sidechain technology enhances the operational ef-
ficiency of blockchain, enabling it to meet the demands of large-scale E-commerce 
transactions. Hash Time Locked Contracts ensure that transactions are initiated by rec-
ognized parties and completed within a set timeframe, or else the transaction is auto-
matically revoked[3]. These technologies together enhance the security and efficiency 
of transactions. 

By building a cross-chain transaction model based on the Hyperledger Labs Weaver 
interoperability platform and the Fabric blockchain[4], [5], this paper attempts to ad-
dress the goods atomicity issues present in E-commerce systems. 

 This paper explores the cross-chain transaction issues between the currency chain 
and the product supply chain. 

 Designing a blockchain cross-chain experiment based on Weaver, studying the res-
olution of goods atomicity issues in E-commerce. 

 Demonstrating the feasibility, presenting experimental results. 

2 ATOMICITY MODEL IN E-COMMERCE 
TRANSACTIONS 

2.1 Scheme Overview 

 

Fig. 1. Asset Exchange Model 

This paper focuses on a transaction under E-commerce. Assuming there are two block-
chains: a currency blockchain represented by common digital currencies such as 
Bitcoin and Ethereum[6], and a product supply chain maintained by various 
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stakeholders like manufacturers, distributors, retailers, customers, and logistic agen-
cies, which stores transaction information of products[7]. It is assumed that customers 
and merchants use digital currency for financial transactions, and the products sold by 
the merchants can be traced on the product supply chain. The atom-exchange asset 
model is shown in Fig. 1. 

2.2 Optimistic Transaction Flow 

The optimistic transaction flow is shown in Fig. 2: 

1. Merchant first checks the product availability on the product supply chain. 
2. Customer checks the product information and price on the sales page. 
3. Customer places an order, confirming the product information and price. 
4. Customer executes a Hash Time Lock smart contract on the currency blockchain, 

locking the transaction amount. 
5. Merchant executes a Hash Time Lock smart contract on the product supply chain, 

locking the transaction product. 
6. Due to the activation of the smart contract, the supply chain coordinates with the 

warehouse to dispatch the product to customer. 
7. After receiving the goods, the customer verifies if the product serial number matches 

the information on the product supply chain. 
8. Upon confirming the match, the preimage is revealed on the product supply chain, 

transferring the ownership of the product. 
9. The merchant unlocks the transaction funds on the currency chain based on the re-

vealed preimage, thus completing the transaction. 

After the above steps, the transaction was successfully completed.  

  

Fig. 2. Transaction Process 
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Next, the solution to various atomicity problems will be discussed from the perspec-
tive of E-commerce atomicity, as illustrated in Fig. 3. Firstly, the issue of money ato-
micity is ensured by the design of digital currency itself, which inherently includes a 
solution to the double-spending problem. Secondly, the atomicity of the goods is guar-
anteed by a hash time lock, which effectively meets the requirements for the atomicity 
of goods. Finally, the atomicity of confirmation and sending is ensured by the design 
of the supply chain itself. The supply chain needs to assign a unified number to each 
item of goods and support the customer's ability to trace the production history of the 
goods, thus ensuring the quality of the goods.  

 

Fig. 3. Atomicity in E-commerce Transactions Under a Blockchain Solution 

2.3 Goods Atomicity Model (HTLC) 

This chapter will focus on solving the goods atomicity problem. Based on the definition 
of goods atomicity mentioned in Chapter 1, the experiment will show how to ensure 
that the exchange of money and goods is atomic. A simulation experiment was designed 
based on the Hyperledger Labs Weaver interoperability platform and the Hyperledger 
Fabric network.  

In this study, the currency chain and the product supply chain are simplified into the 
chaincode "simpleasset". This chaincode provides management functions for both types 
of assets (goods and currency), including their creation, updates, and queries. 

Based on the model described in Chapter 2, experiments were conducted using the 
Weaver framework's command-line tool, fabric-cli1. the tool implements the function-
alities required for asset exchange based on HTLC. A complete cross-chain transaction 
experiment primarily includes the following processes: generating a key, locking the 
transaction amount, verifying the locked transaction amount, locking the goods, veri-
fying the locked goods, claiming the goods, and claiming the transaction amount. 

For ease of writing, this paper introduces the following symbols to describe the roles 
in the E-commerce transaction process: C represents the customer; M represents the 
merchant; cc represents the currency chain, and rc represents the supply chain. It is 

 
1  Fabric CLI: A CLI for interacting with the Fabric test-net and relays.  
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assumed that the customer and the merchant reach an agreement where customer spends 
1500 tokens to purchase merchant’s product, phone04. 

1. Setup: Generate Hashes Secret. Customer generates preimages s and hashes them 
to produce H: 

 H=SHA256(s) (1) 

2. Customer Lock for Currency: The customer uses a hash lock set to H on the cur-
rency chain, specifies the recipient, locks 1500 fungible tokens, and sets a transaction 
timeout limit of 3600 seconds as part of the transaction. Once the lock is successful, 
a contract ID is generated for subsequent verification and claims processes. 

 CID cc=Lock (cc, C, M, H, 3600, token1:1500) (2) 

3. Merchant Verify Lock for Currency: The merchant verifies that the tokens have 
been successfully locked by querying the contract ID on the currency chain. Only 
after confirming that the customer has locked the agreed 1500 tokens, can the mer-
chant proceed with the next steps of locking the goods and shipping them. 

 Status=IsLock(cc, C, M, CID cc, token1:1500) (3) 

4. Merchant Lock for Goods: The merchant similarly locks the goods (phone04) on 
the product chain. This process also requires specifying the recipient (the customer), 
a hash value H, product information, and a time T/2. Once the lock is successful, a 
contract ID is generated. The lock duration on the product chain is set to be shorter 
than that on the currency chain to prevent situations where the customer's time lock 
might expire and the currency is unlocked prematurely, while the goods remain 
locked. 

 CID rc=Lock (rc, M, C, H, 1800, phone:phone04) (4) 

5. Customer Verify Lock for Goods: The customer verifies whether the goods have 
been successfully locked by querying the contract ID. This confirms that the mer-
chant has shipped the goods. 

 Status=IsLock(rc, M, C, CID rc, phone:phone04) (5) 

6. Customer Claim for Goods: The customer uses the previously generated preimage 
to claim the locked goods. This step verifies that the customer is the legitimate re-
cipient of the transaction, exposes the preimage on the supply chain, and allows cus-
tomer to retrieve the goods. 

 Status=Claim(rc,M,C,s, phone:phone04) (6) 

7. Merchant Claim for Goods: After the customer successfully claims the goods, the 
merchant uses the same preimage to claim the locked transaction amount. This step 
verifies that the merchant (Bob) is a legitimate participant in the transaction and al-
lows him to access the tokens locked in the transaction. 
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 Status=Claim(cc,C,M,s, token1:1500) (7) 

2.4 Threat Model: Premature Unlocking of Locked Assets 

A possible way to attack the atomicity of goods, where customers or merchants do not 
want to abide by a contract and unlock locked assets prematurely. the smart contract 
will prevent such actions until the time lock expires, at which point the assets will au-
tomatically revert to the party that initially locked them. 

If the current time is less than the expiry time, the smart contract will refuse the 
request to unlock the asset. The smart contract is executed by multiple machines within 
the blockchain network, utilizing a consensus mechanism to ensure that any malicious 
actions by individual machines do not affect the outcome once consensus is reached. 
The related smart contract pseudocode is as follows: 

Function unlockAssetCommon 
Inputs: 
ctx - Transaction context interface 
 expiryTimeSecs - Expiry time in seconds 
  locker - Identifier for the entity who locked the asset 
  contractId - Unique identifier for the contract 
Begin 
    ... 
    Step 1: Get the current time in seconds 
      currentTimeSecs = uint64(time.Now().Unix()) 
     
    Step 2: Compare current time with expiry time 
      If currentTimeSecs < expiryTimeSecs 
        Return "cannot unlock asset associated with the contractId [contractId] as the ex-
piry time is not yet elapsed" 
    ... 
    Return success 
End 

3 PERFORMANCE EVALUATION 

This chapter discusses the performance of cross-chain transactions in blockchain, uti-
lizing two types of hardware configurations and different numbers of Fabric network 
nodes. The hardware configurations are divided into low-end (2 cores, 8GB RAM, 
32GB storage) and high-end (4 cores, 16GB RAM, 32GB storage). The experiment 
considered both single-node and dual-node setups to analyze the impact of node count 
on performance. Performance data were collected at multiple stages using the Linux 
'time' command, including network initialization, ledger initialization, the entire trans-
action process, key generation, locking and verifying transaction amounts, locking and 
verifying goods, and claiming goods and transaction amounts. 
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3.1 Impact of Hardware Configuration 

 
Fig. 4. Time Consumption at Various Stages Under Different Configurations 

 
Fig. 4 displays the time consumption at each stage under different configurations for 
dual-node (2-node) setups. By comparing the green and orange bars, we can observe 
that across all stages, the execution time with the 4-core configuration is generally 
shorter than with the 2-core configuration, demonstrating that higher core counts and 
memory contribute to improved system performance. Especially during the network 
initialization phase, the 4-core configuration saves more time compared to the 2-core 
configuration, indicating that stronger hardware configurations can significantly en-
hance performance when handling more complex dual-node setups.  

3.2 Impact of Node Count 

Fig. 5 displays the time consumed at each stage under the same hardware configuration 
for single-node and dual-node setups. We found that, except during the network initial-
ization stage, the differences in time between single-node and dual-node configurations 
are not significant in other stages. These observations indicate that increasing the num-
ber of nodes has a limited impact on system performance for tasks that do not involve 
extensive network communication. However, during the network-intensive initializa-
tion phase, an increase in nodes significantly affects performance. This helps us to un-
derstand in greater detail the specific impacts of different network configurations on 
overall system performance. 
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Fig. 5. Time Consumption at Various Stages Under Different Node Counts 

4 CONCLUSION 

This paper, through reviewing relevant literature, found that traditional E-commerce 
protocols rarely consider the atomicity of goods, while Hash Time Locked Contracts in 
blockchain cross-chain solutions effectively meet the requirement for goods atomicity. 
Therefore, an E-commerce transaction model incorporating blockchain cross-chain 
technology has been established. This model integrates the currency chain and the prod-
uct supply chain to facilitate cross-chain asset exchanges, effectively ensuring the ato-
micity of transactions and preventing dishonest actions by any party. 

Furthermore, this study conducts a detailed performance analysis and quantifies the 
time required at each stage of the transaction process. This includes from the initializa-
tion of the transaction to the final exchange of currency and goods, providing empirical 
data on the impact of hardware configurations and the number of network nodes on 
transaction efficiency. The results show that stronger hardware and a multi-node con-
figuration can significantly enhance network performance, especially during network 
initialization and asset locking stages. 

Future work could further explore the potential and challenges of blockchain tech-
nology in broader E-commerce scenarios. 
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source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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