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Abstract. Child grooming is the intentional establishment of emotional relation-
ships by adults to render children more vulnerable to negative influences. Pre-
dominantly perpetrated by pedophiles (perpetrators of sexual violence against
children), it aims to prepare children for sexual encounters or exploitation, such
as child trafficking or prostitution. The grooming process entails coaxing victims
into promptly sending nude photographs, genital images, or sexually suggestive
audio files, often via platforms like WhatsApp or direct messaging (DM), all of
which are clandestinely documented without the victim's awareness. Although
these offenses are generally regulated, extant legislation is notably restricted. Pre-
sent regulations primarily address behaviors construed as byproducts of a child's
adjustment levels, largely focusing on the dissemination of content that contra-
venes decency standards. Consequently, specific legal frameworks pertaining to
child grooming in Indonesia have yet to receive specialized attention and are not
rigorously enforced. This research investigates the absence of dedicated legal
provisions addressing the regulation of child grooming in Indonesia.
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1 Introduction

1.1  Background

The rapid development of society due to the sophistication of technology and the inter-
net requires everyone to be literate and smart when using it. Even though the existence
of the internet makes it easier for every community to communicate and interact with
other individuals virtually, the negative impact of the internet can be detrimental if there
are no restrictions on internet use. The Internet or Interconnection networking is a com-
puter network that is interconnected using the Transmission Control Protocol system or
the Internet Protocol Suite to become a tool that can serve all internet users around the
world. Therefore, Millions of people around the world can easily connect through in-
formation and communication forums that are intertwined in cyberspace without
boundaries so that with this convenience, people, including children, become very de-
pendent on the internet to study, search for information, or just play online games. It is
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undeniable that the rapid development of technology and the internet has led to an in-
crease in crime activity and brought up new faces along with the times, one of which is
the crime of grooming.

According to the Grassroots Feminist Dictionary, child grooming is an act of forging
friendships emotionally that is done intentionally by adults to children so that the child
is easily influenced for negative things. Child grooming is usually carried out by pedo-
philes (perpetrators of sexual violence against children) to prepare children for sexual
relations with them or for child exploitation such as child trafficking or prostitution.
The grooming process can be done in a number of ways, such as persuading the victim
to be able to immediately send nude pictures, genitals, voices containing erotic content,
and document them via Whatsapp or Direct Massage (DM) without the victim's
knowledge. Considering that Indonesia does not yet have specific regulations regarding
child grooming but cases and practices are increasingly common and this should not be
normalized, the community, especially the government, must begin to be responsive to
the current precarious conditions and pay more serious attention. This is because every
citizen has the right to feel safe, fair and free from all forms of crime such as violence
and discrimination in accordance with the Pancasila philosophy and the 1947 Consti-
tution of the Republic of Indonesia,

One form of attention that can be carried out by the government to prevent child
grooming from happening can be done through law reform or the establishment of spe-
cial regulations that are more specific to regulate grooming crimes as crimes of sexual
violence against children in social media for a special form of protection for victims so
that law enforcement officials when handling grooming cases, they no longer make
decisions based on discretion on the pretext that there are similarities regarding the
types of child grooming.

1.2 Formulation of the Problem

Moving on from the phenomenon above, the author finds several problems that will be

discussed regarding child grooming including the following:

1. What is the phenomenon of child grooming in Indonesia today?

2. What is the urgency of legal protection regulations governing the crime of child
grooming in the Indonesian legal system?

2 Research Methods

The method used in this paper is to use the normative juridical method, namely legal
research conducted by examining library materials. Normative legal research or litera-
ture includes: research on legal principles, research on legal systematics, research on
vertical and horizontal synchronization stages, comparative law and legal history. Then
the method used is the type of research used is the statutory approach, namely by tracing
the laws and regulations related to the problem to be discussed, namely the crime of
child grooming.
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3 Discussion

3.1 Phenomenon of Child Grooming in Indonesia

A number of cases of sexual violence against children are increasing, especially with
the grooming method. There is no denying that the internet and technology seem to be
a medium of intermediary between criminals and victims. Crime can be driven by sev-
eral factors such as economic factors, association, and one of them is opportunity. In
Indonesia itself, in 2022, there will be a lot of discussion about grooming mode again,
which is associated with the condition of an Indonesian actor Kriss Hatta who is dating
a 14-year-old teenager who is 20 years different from him. Not only that, in 2019 there
was the practice of online childcare and had shocked the virtual world, namely cases of
violence against children through online games. The suspect in this case is AAP alias
Prasetyo Devano alias Defans alias Pras, a 27-year-old man who plays the online game
HAGO and as many as 10 children who have become victims of sexual abuse in child
care mode, his motive is to exchange phone numbers with victims and invite them to
join the Whatsapp group. Then the suspect then entered into parenting mode by building
a good relationship with the victim so that the suspect AAP could do whatever he asked
for, including indecent things through the video call on WhatsApp.

So what is Grooming? According to the NSPCC (National Society for the Prevention
of Cruelty to Children) grooming is an attempt to establish a relationship, trust, and
emotional connection with a child or youth so that they can be manipulated, exploited,
or even abused. Crimes of sexual violence can range from sexual harassment to forcing
someone to have sex without the victim's consent or when the victim does not want it.
In criminal law, the criminal acts of sexual crimes that have always been known are
sexual violence and sexual harassment. Sexual violence is any act that ranges from
sexual harassment to the act of forcing someone to have sexual intercourse without the
victim's consent or when the victim does not want and or has sexual intercourse in ways
that are unnatural or not liked by the victim and distances him from his sexual needs.

According to an analysis conducted by ICMEC (The International Center for Miss-
ing & Exploited Children) it is defined "Grooming online means using the internet or
other digital technology to establish or build relationships with children under the age
of 18 and engage in non-sexual (online) sexual interactions. ) or (offline) contact with
a child. Grooming usually involves very subtle, long-term, calculated, controlled and
planned psychological manipulation with the aim of building an emotional connection
with the child and lowering the child's inhibitions. Throughout the grooming process,
the groomer insists on obtaining the child's obedience in order to maintain confidenti-
ality and avoid detection from punishment.

If seen in criminal law, the type of crime of sexual crime is known as sexual harass-
ment and sexual violence. Child grooming is included in the criminal act of sexual har-
assment with a developing modus operandi because grooming is often done through
social media and chat applications such as whatsapp, line, telegram and snapchat. In
carrying out the action, a groomer can use modes in various ways, one of which is the
process of using grooming on the victim. We can see this in a film called “Trust (2009)”
which tells the story of Annie, a 15 year old girl who becomes a victim of grooming.
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The culprit was a middle-aged man she met via web chat. The perpetrator subtly and
gradually introduced himself to be the same age as Annie and the perpetrator slowly
opened himself up by continuously manipulating the victim with various persuasions
and building trust between the two. Then gradually he also revealed his true identity as
a middle-aged man. So it was a process in which the perpetrator continuously manipu-
lated the victim with various temptations and built a trusting relationship, and finally
when Annie first met the perpetrator, even though she was surprised, the process of
accepting the reality of the perpetrator's figure was so fast, that way every time a phys-
ical encounter occurs, violence sex can occur.

Based on the example of the modus operandi process in the film above, it is very
real with the current conditions regarding grooming cases which are mostly carried out
and practiced in the real world, especially in Indonesia. Considering that the motive for
the crime of child grooming in Indonesia is still new, the characteristics and types of
child grooming crimes today still have no specific understanding that regulates con-
cretely, but only based on the views of a resemblance. Below are some points related
to the type or type when someone commits the crime of child grooming:

a) Manipulation
Online child grooming involves several forms of manipulation, not least the many
types of manipulation that perpetrators can perform on victims. Various manipula-
tive techniques are used to increase the power and control of the perpetrator in order
to increase the dependence of the victim on the perpetrator. Such as giving praise to
make the victim feel special, feel loved and cared for. Besides that, so that finally
the perpetrator can control the victim through intimidating the victim and feeling
afraid of the perpetrator.

b) Accessibility
Ease of access to interact with victims is also a factor in online grooming crimes.
Perpetrators can access victims via the internet without the need to meet in person
or reveal their real identities in cyberspace.

¢) Rapport Building
As part of building a relationship, the perpetrator makes adjustments to the behavior
and style of communication that make the victim comfortable talking to the perpe-
trator. Furthermore, the perpetrator begins to find out about attachment, then when
we have been made comfortable by the perpetrator, the grooming action will imme-
diately awaken, so that the victim feels comfortable, but behind the kindness that is
full of manipulation, the victim is unconscious.

d) Sexual Contexts
One of the goals of online child grooming is sexual intercourse which will be when
and how sexual intercourse begins. There are many different ways to initiate an
intimate relationship including seduction of the victim, transmission of obscene im-
ages, and links to phonographies.

e) Deception
In online grooming, actors can pretend to be peers in caring for children online. The
perpetrator may admit that the person who is interacting on social media admits that
he is a person who is not much different in age or even a little more mature than
himself. That way, the modus operandi starts to run according to plan and the victim
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starts to trust so that the perpetrator usually lures the victim by inviting him to take
her to a more serious level of relationship and then after the victim has been suc-
cessfully manipulated, most of the victims hold meetings and the momentum doesn't
close. the possibility of something happening that leads to sexual violence.

Looking at the process and characteristics of child grooming above, we can mean
that child grooming actors will continue to develop using various methods or methods
to find the latest victims in line with technological advances and the times. Regarding
the laws and regulations in Indonesia in terms of being held accountable for this crim-
inal act, it has been regulated in a regulation termed obscenity, in general it is also
regulated in Article 289 of the Criminal Code. Besides that,

Considering that the Indonesian state does not have specific regulations regarding
how to enforce the law against child grooming perpetrators, there are several possibili-
ties related to the notion of child grooming entering into sexual violence. As we know,
the definition of sexual violence is any act that includes sexual harassment that forces
someone to have sexual intercourse without the victim's consent in an obscene way. So
that from the many terms used regarding the concept of sexual violence when viewed
from the perspective of child grooming, there is an element of similarity regarding the
meaning of sexual harassment itself. So that child grooming can generally be classified
as sexual violence.

This is similar to the opinion of academics from Nusa Putra University, Ridho Si-
naga SH, MH, who stated that "models of child grooming actually do not exist in Indo-
nesia with specific regulations that regulate, but if we refer to existing international
conventions, models -This child grooming model is equated so that we can say that it
is included in the child grooming type. For example, if a person through a video call
forces the child, persuades, so that there is manipulation of the child in any way, and
this can be done through direct massage, video call so that in the end the perpetrator
can facilitate the child either online or offline with the aim of sexual harassment , either
form later in the video.

3.2 The Urgency of Legal Protection Regulations Governing the Crime of
Child Grooming in the Indonesia Legal System

The number of cases of sexual violence against children is increasing, especially with
the grooming method. Grooming can be done by a predator through social media. The
more developed the media to communicate with the wider community, the more likely
someone is to commit a crime. It cannot be denied that the internet and technology seem
to be media intermediaries between criminals and victims of child grooming crimes. In
Indonesia, the law regarding the crime of child grooming seems to be still vague and
has not been regulated explicitly and clearly. The child grooming crime regulations
currently still use regulations as in Article 27 paragraph (1) of Law Number 19 of 2016
concerning amendments to RI Law Number 11 of 2008 concerning Information and
Electronic Transactions.

Besides that, Broadly speaking, all child grooming crimes have been regulated but
very limited, the current regulations only regulate behavior that is seen from the results
of the child grooming level, and most of these regulations only regulate the distribution
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of content that violates decency in the form of physical violence and Therefore, special
regulations regarding the crime of child grooming in Indonesia still do not receive spe-
cial attention and are regulated explicitly and explicitly.

4 Closing

1) Child grooming is an act of forming emotional friendships that is done deliberately
by adults to children so that the child is easily influenced to do negative things.
Child grooming is usually carried out by pedophiles (perpetrators of sexual violence
against children) to prepare children for sexual relations with them or for child ex-
ploitation such as child trafficking or prostitution. The grooming process can be
done in a number of ways, such as persuading the victim to be able to immediately
send nude pictures, genitals, voices containing erotic content, and document them
via Whatsapp or Direct Massage (DM) without the victim's knowledge.

2) A criminal law policy is needed by updating the rules for criminal acts of sexual
harassment on social media (child grooming), especially in anticipatory legislation
on future child welfare, namely child protection laws can be protected, so that the
application of criminal law can be carried out properly and effectively.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the source,
provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter’s Creative
Commons license, unless indicated otherwise in a credit line to the material. If material is not
included in the chapter’s Creative Commons license and your intended use is not permitted by
statutory regulation or exceeds the permitted use, you will need to obtain permission directly from
the copyright holder.
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