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Abstract. With the rapid development of generative artificial intelligence tech-

nology, the infringement problems involved in the generated content of AIGC 

have attracted much attention, especially copyright infringement, unfair compe-

tition and anti-monopoly, and infringement of trade secrets. In order to effec-

tively solve many problems in theory and practice, it is necessary to start from 

the operation principle of AIGC, deeply explore the root causes of AIGC in-

fringement problems, and improve the risk source management mechanism, 

build a work management mechanism, improve the evidence collection mecha-

nism, build an integrated governance mechanism and other measures. At the 

same time, make full use of blockchain technology, expert assistance system and 

other ways to effectively control the infringement of AIGC generated content. 
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1 Introduction 

AIGC (AI-Generated Content), namely generative artificial intelligence, is a new mode 

of content creation with the gradual maturity of PGC (professional Generated Content) 

and UGC (user generated content) technologies. Its main feature is that it can make full 

use of artificial intelligence technology to automatically generate text, audio, video and 

other types of content according to user needs or specified keywords, themes and other 

content. From the perspective of the generation process, the formation process of such 

content can be divided into four stages, as shown in Figure 1 below. 

 

Fig. 1. The four stages of content generation 
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Compared with PGC and UGC, AIGC is a rapidly rising new technological achieve-
ment in the field of deep learning algorithms, which has injected strong impetus into 
the release of factor dividends, accelerate the upgrading of traditional industries, pro-
mote the rapid development of the digital economy, and build a metauniverse world 
with virtual and real symbiosis. Of course, there are also legal risks that cannot be ig-
nored in the operation of AIGC programs such as data collection and machine learning, 
especially whether it constitutes infringement. For example, in January 2023, three 
writers in the United States filed a class-action copyright lawsuit against Stability AI 
for copying more than 12 million Getty Images photos and metadata of related titles. 
For another example, in August 2023, the Beijing Internet Court publicly tried a case 
of "AI Vincennes Diagram", in which whether the picture of the person generated by 
the plaintiff using the Stable Diffusion AI drawing model constitutes a work and 
whether the act constitutes an infringement has become the focus of dispute. This paper 
analyzes the operation principle of AIGC, discusses the factors that lead to the infringe-
ment of AIGC, and takes measures such as building and perfecting the risk source gov-
ernance mechanism, building the works management mechanism, improving the evi-
dence collection mechanism, and building the integrated governance mechanism, so as 
to provide some benefits for the intellectual property infringement governance of 
AIGC. 

2 AIGC Operation Principle Analysis and Infringement Risk 

2.1 Definition and Operation Principle of AIGC 

2.1.1 Definition of AIGC 
Generally speaking, the understanding of AIGC is divided into narrow sense and 

broad sense. In a narrow sense, AIGC is the use of artificial intelligence automatically 
generated content; In a broad sense, AIGC can be regarded as an intelligent technology 
that can produce and create similar to humans. For example, the generative artificial 
intelligence of ChatGPT can independently generate new content through learning and 
training of large amounts of data. The difference between AIGC and other generative 
AI is mainly reflected in the fact that AIGC has a more powerful database and algorithm 
foundation, and meets the needs of different users in a way of "reinforcement learning 
based on human feedback". From the practical situation, AIGC has been applied to 
different industries such as e-commerce, entertainment, design, art and so on. 

In July 2022, Baidu CEO Robin Li proposed at the Baidu World Conference that the 
development process of AIGC is divided into three stages, namely: assistant stage, col-
laboration stage and original stage. At present, AIGC is still in the assistant stage and 
is mainly used as an auxiliary tool to help people complete the construction of their 
works, which is reflected in the following three aspects: 

First, text processing. AIGC uses web crawlers to capture a large amount of text 
data, complete new text generation based on natural language processing mode, or carry 
out multi-language conversion to create barrier-free communication, and then meet the 
generation needs of different users, such as LinguaBot, Copy Genius, etc. 
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Second, image processing. The works in the database are analyzed and imitated by 
means of deep learning, and the learned styles and skills are applied to the generation 
of new works, and unique works of art and style are generated. For example, ArtCrea-
tivity not only provides a platform for artists to communicate and discuss, but also plays 
an important role in inspiring creative inspiration. 

Third, content generation platform. AIGC has a wide range of applications by imi-
tating human perspective and generating content logically. For example, the chat-based 
robot represented by ChatGPT can realize multi-text tasks and effectively communicate 
with users; CodeGenius uses multiple programming languages to quickly generate code 
frameworks, saving programmers and developers a lot of programming time. 

2.2.2 Operation Principle of AIGC 
As a new technology, AIGC's operation program is more complex, so as to meet the 

needs of users. The specific generation process is shown in Figure 2. 

 
Fig. 2. AIGC operation flow chart 
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From the above flow chart, AIGC can be technically divided into three parts: First, 
the real content is converted into digital form through crawler technology. In this pro-
cess, enhancement and translation are involved, the former refers to the details of the 
original content, such as noise reduction, repair, etc., while the latter is the conversion 
of modes, such as audio into subtitles, video audio extraction and so on. Second, the 
content is decomposed to provide basic information for subsequent operations. Third, 
the content generation, through the study of the data and the understanding of the ab-
stract concepts contained in it, so as to generate the relevant content. 

In terms of generated content, it can be divided into text, image, audio, video and 
multimodal generation. First, text generation can be divided into non-interactive gen-
eration, such as content summary, article generation, etc. In addition, there is another 
kind of interactive generation, such as the use of more extensive AI chat tools, 
ChatGPT, domestic Wenxin Word, C know and so on. Second, image generation can 
be divided into image editing and modification and automatic generation of images, 
editing and modification include intelligent matting, face replacement, etc., while the 
automatic generation of images is completely completed by AI after instruction guid-
ance or learning. Third, audio generation is widely used in many platforms such as short 
video, including phonetic conversion of text, replacement of existing audio, etc. In ad-
dition, it is also widely used in the field of manual customer service. Fourth, video 
generation is also divided into video editing and self-generation, which is similar to 
image generation. Fifth, multimodal generation is a combination of the first four modes, 
such as video generation, audio to text, etc. 

AIGC's core technologies include deep variational self-coding , generative adversar-
ial neural networks, Diffusion models, transformers, and Vision transformers. First of 
all, the variational autoencoder belongs to the deep generation model, which is divided 
into encoder and decoder. The encoder is used to calculate the probability distribution 
of the original high-dimensional data, while the decoder is reconstructed according to 
these data to generate new data. Secondly, the adversarial neural network is divided 
into two parts: generator and discriminator. The generator is used to generate content, 
while the discriminator is used to judge whether the content generated by the generator 
is reasonable, and the result is fed back to the generator. These two parts cooperate with 
each other and generate more realistic data through continuous repetition. Thirdly, the 
diffusion model was originally used for noise reduction, but now the image can be gen-
erated by only input noise. The whole process is divided into forward diffusion and 
reverse diffusion. Forward diffusion is to add noise to the image and destroy the data, 
while reverse diffusion is to learn how to remove noise and restore the image. 

2.2 Infringement Risk of AIGC 

The operation of AIGC relies on a large amount of data and scientific algorithms, and 
properly uses and processes relevant data, which has become an important basis for the 
standardized use of such generative artificial intelligence and its application to more 
fields. However, judicial practice shows that there are infringement risks in the opera-
tion of AIGC at present, which are mainly manifested in three aspects: copyright in-
fringement, unfair competition and anti-monopoly, and infringement of trade secrets. 
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As we all know, in the era of open and shared data resources, data barriers have been 
broken. In order to fight for data resources, crawler technology came into being, that is, 
the use of automated programming programs, engine search. AIGC relies on the origi-
nal data to generate instructions, and repeatedly captures data through crawling tech-
nology to simulate the user's browsing mode. At the same time, it can effectively ana-
lyze the user's target requirements, and then filter and analyze the data. However, in 
this process, the capture of data is uncontrollable, and it is likely to capture unauthor-
ized or existing copyright works, resulting in copyright infringement. "In addition, in 
the process of data crawling, if the crawling party fails to comply with the Robots pro-
tocol set by the data right party and other obligations that should be complied with, or 
the crawling party technically breaks through the Robots protocol of the website or 
App, as well as the crawler detection and reinforcement of the Web site to restrict the 
crawler's access rights, Since the purpose of such crawling of data is to replace part of 
the product or service of the data owner, it may be considered an act of unfair compe-
tition."[1] In addition, in the input stage, users may be suspected of disclosing trade 
secrets when entering keywords and other restrictions in order to achieve accurate con-
tent generation and meet their use needs. According to the provisions of Article 4, par-
agraph 5, of the Provisions of the Supreme People's Court on Several Issues relating to 
the Application of Law in the Trial of Civil Cases involving Infringement of Trade 
Secrets, where the relevant personnel in the field can obtain the trade secret from other 
open channels, the people's court may determine that the trade secret has been known 
to the public. It can be seen that if the user's data in the process of target description 
and definition is used by AIGC in model training, it is likely to constitute an infringe-
ment of trade secrets. 

In addition, while the AIGC can take steps to avoid the risk of infringement in the 
input phase, "expressive use" for technical reasons in the output phase may still consti-
tute infringement. "Generally speaking, in the process of determining infringement, 
China often adopts the standard of 'contact + substantial similarity', that is, if the content 
of the output of artificial intelligence is substantially similar to the original work, and 
the permission of the copyright owner is not obtained in advance, it can be identified 
as copyright infringement."[2] In accordance with Article 13 of the Copyright Law of 
the People's Republic of China (hereinafter referred to as the "Copyright Law"), where 
individual creation is made by adapting, translating, annotating or arranging the works 
of others, the copyright in the new work shall be enjoyed by the creator of the work, 
provided that the copyright of the original owner of the work shall not be infringed 
upon in the exercise of the copyright. From the perspective of operation principle, 
AIGC is based on machine learning in mode setting. In an ideal state, big data is inte-
grated and analyzed, and new valuable works are quickly generated in large quantities 
by simulating human mode. However, practice shows that the content generated by 
AIGC is largely "expressive use", that is, the content of original works is changed and 
multiple works are integrated. From this point of view, the newly generated works do 
not produce new connotations and values, and this behavior is likely to constitute cop-
yright infringement. 
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3 Analysis on the Causes of AIGC Infringement Management 
Dilemma 

3.1 "Draft Washing Training" Adds Difficulty to Rights Protection 

The so-called "draft training" refers to the integration and analysis of multiple data to 
generate their own content system. In the process of content generation of AIGC, there 
is no shortage of "manuscript washing training". This technology infringes the legiti-
mate rights and interests of right holders, but also increases the difficulty of rights pro-
tection. 

First of all, AIGC applications are flooded with good and bad "manuscript washing" 
and pseudo-original tools, and many applications directly collect articles from web 
pages, and complete "manuscript washing" by modifying titles, synonyms, paragraph 
order and other means. In practice, "because the completion, publication and dissemi-
nation of works are mostly carried out through the Internet platform, the relevant elec-
tronic evidence is also generated and stored on the Internet, which is easy to be deleted, 
easy to be tampered with, easy to forge and not easy to leave traces" [3] Further through 
the "handling" and forwarding of different platforms, it is very difficult for victims to 
find the infringing subject and evidence of infringement. At the same time, the cost of 
a lot of economic costs and time costs may eventually obtain the result of the judgment 
is not satisfactory, which is also the reason for the wantonly growth of many "manu-
script washing" works. 

Secondly, there are cheap "pirated software" in AIGC applications, which encour-
ages users to use it for content generation in the name of AIGC automatic generation. 
These software due to the low cost of opening a website and application, it is often easy 
to "resurface", and once the website server is set up overseas, without ICP filing, it is 
easy to form a secret "gray industry chain", resulting in difficulties in the protection of 
the rights and interests of the victims. On the one hand, if the content generated by these 
"draft washing" software is captured twice, the possibility of infringement has been 
generated from the source of the data. On the other hand, the content generated by these 
software does not meet the requirements of fair use, but due to the large number of 
databases and high camouflage characteristics, it is difficult for right holders to obtain 
favorable evidence for effective rights protection, which leads to difficulties in rights 
protection. 

Finally, in judicial practice, the court's recognition of the act of "manuscript wash-
ing" is too vague, resulting in the lack of practical recognition of the act of infringement. 
"Generally speaking, for the copyright infringement judgment criteria of 'manuscript 
washing', the main nowadays is' contact + substantial similarity ', and the focus is on 
the identification of substantial similarity."[4] As far as access determination is con-
cerned, if the copyright owner's work has not been published, it is necessary to prove 
that the infringer does have certain opportunities and conditions to access the right 
work, which is often difficult to prove. "In terms of substantive similarity, because there 
is no specific identification standard, the concept of substantive similarity is easy to 
cause problems such as too much flexibility, poor operability, and large subjective 
risks."[5] At the same time, laws and regulations lack clear provisions on how much 
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similarity should be recognized as substantial similarity. In view of the above factors, 
the measurement of similarity and originality is often difficult to identify in judicial 
practice, which greatly reduces the probability of the victim's right to win the lawsuit. 

3.2 Whether AIGC Constitutes a "Fair Use" Exemption is Disputed 

In the metacomes mode, AIGC relies on pre-trained models and its own database for 
commercial services. In many infringement cases, "fair use" is often used as the defense 
of infringement, but whether fair use can be used as the condition of tort exemption is 
still controversial. 

"Data acquisition - model training - data generation", as a necessary step in the con-
tent generation of AIGC, has caused the blurring of the boundary of fair use. First, in 
the data acquisition stage, natural language processing technology extracts the main 
information from the user's description, and its nature is to perform commercial services 
for unspecified agents. According to the fair use principle stipulated in Article 24 of the 
Copyright Law, there are three conditions that comply with the AIGC's operation: 
"First, the use of others' works for personal study or appreciation only; The second is 
to appropriately quote others' published works in their own works; Third, it should only 
be used in the public domain such as classroom teaching or scientific research in the 
professional field, and it should be used as little as possible to copy or adapt the works 
that have been published by others, and only for the use of teaching staff or scientific 
researchers in the relevant field, and it should not be published and distributed." AIGC 
cannot determine at the beginning of the collection of information whether the user is 
motivated by personal learning needs, let alone know its later use. Second, in the pro-
cess of model training, both GPT-3 and DALL-E-2 models "cannot avoid that AI, in 
addition to mining publicly available data, uses technology to extract undisclosed and 
authorized data, according to the 'three-step test method' of fair use, such behavior dam-
ages the legitimate rights and interests of others and breaks the boundaries of fair 
use"[6] It also violates the requirements of the principle of proper reference to the works 
of others in the Copyright Law. Thus, from the perspective of China's legal provisions, 
the content generated by AIGC does not constitute a waiver of liability in the case of 
fair use. 

In the United States, although secondary creation is encouraged, the fair use of AIGC 
data training and its generated content is still questioned by many scholars. For exam-
ple, in the Stable Diffusion case, according to its prior art, the generated content is only 
a slight modification of the original work, and does not create new value. According to 
the Copyright Act of the United States, whether the use of a certain work is in line with 
fair use, the "four-element analysis method" is used to analyze AIGC. The content gen-
erated by the training of massive data has strong commercial color, and the value of the 
generated content cannot be guaranteed to increase, and it will become a "complex col-
lage tool" to a certain extent. Does not meet the application of fair use. 

Of course, some scholars have proposed that in the input stage of AIGC, "the key to 
whether it constitutes a 'transformational use' is whether the purpose of use is consistent 
with the purpose of creation of the original work: when the purposes of the two are 
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inconsistent, it can be identified as fair use" [7] If it constitutes a "conversion use", it 
shall be deemed fair use and exempted. 

In general, although it is controversial whether AIGC can constitute a "fair use" ex-
emption, it is undeniable that once the content generated by AIGC meets the applicable 
situation of fair use, on the one hand, it can effectively promote technological innova-
tion and promote the rapid development of artificial intelligence industry; On the other 
hand, the content generated by AIGC may occupy the original work market to a certain 
extent, and have a certain impact on the intellectual property governance in this field. 

3.3 Strong Professionalism Causes Difficulties in Obtaining Evidence and 
Identification 

In view of the complexity of AIGC technology, the data model, automatic learning, 
web crawler and other technologies that it relies on to generate content show strong 
professionalism. Therefore, the evidence obtained is highly professional, which makes 
it difficult for the right holder to obtain evidence and identify the authenticity of the 
evidence, which increases the difficulty in the examination of the appraisal opinion, 
and the fairness of the determination result is inevitably questioned. 

First of all, the infringement of most works requires electronic evidence to prove, 
and electronic evidence is particularly important in the field of AIGC. However, due to 
the characteristics of digital electronic evidence, its data content is stored in the carrier 
of computer equipment, which is easy to be modified, and it is difficult to consider the 
identification of legitimacy, authenticity and relevance. In addition, compared with tra-
ditional evidence, electronic evidence involves a large amount of content, and it is easy 
to cause the lack of data link in judicial practice and the miscarriage of justice when its 
evidential ability cannot be determined. At the same time, the collection of electronic 
evidence is highly professional and requires special personnel to ensure the originality 
and integrity of electronic data. 

Secondly, the process of evidence operation includes evidence collection, evidence 
presentation, cross-examination and certification, and certification, as the most critical 
link, determines the outcome of the trial. Electronic evidence is an important basis for 
case judgment, and the personal ability and experience of judges directly affect the 
result of discretionary judgment, which enhances the discretionary power of judges and 
is not conducive to judicial justice. Therefore, evidence certification in the field of 
AIGC is in urgent need of professional identification and verification of the legality of 
identification, in order to achieve double assurance and provide scientific opinions for 
judges' adjudication activities. 

Electronic evidence is indispensable in the era of Internet big data, so how to ensure 
the legitimacy of evidence and the accuracy of identification has become the focus of 
attention of AIGC to generate content infringement evidence, but also caused a gov-
ernance dilemma. 
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3.4 The information Data Barrier is a Constraint on the Governance of the 
Generated Content of AIGC 

In the digital age, digital platforms provide a basic stage for the trading of digital works, 
and artificial intelligence-generated content is gradually evolving in the digital. "As one 
of the important data sources for industrial competitive intelligence analysis, intellec-
tual property information is also an important driving force for the innovation and de-
velopment of industrial clusters driven by data elements."[8] For the infringement de-
termination in artificial intelligence, there are many difficulties: 

There is a certain difficulty in inter-departmental cooperation between judicial or-
gans. There are barriers at different levels in the current digital justice field. Judicial 
data application platforms of different regions, institutions and functions lack a data 
interoperability mechanism, and there are problems of different architectures and data 
impassability with the application platforms of financial and communication institu-
tions and departments, which leads to the failure of data circulation. For the governance 
of the content generated by AIGC, it is necessary to build data flow in different fields 
and levels according to the connectivity of big data. In order to ensure that when the 
infringement occurs, the judicial organ can obtain the source of the infringement data 
and investigate the warrant in time. At present, judicial activities that require multi-
party cooperation such as obtaining evidence and case execution have to continue to 
"go through procedures" to frequently request data support and apply for cooperation 
from relevant departments. It not only increases the judicial cost, but also makes the 
judicial process more complicated. The data capture of the content generated by AIGC 
has a wide coverage and involves many fields, and the data between various depart-
ments and governments are not open. Although the security of internal data is guaran-
teed to a certain extent, it brings many unnecessary troubles to the collection and col-
lection of evidence in the case, which may lead to the occurrence of situations where 
complete evidence cannot be formed. In addition, the government data of the upper and 
lower levels of the department is one-way flow. In the investigation, it is found that the 
main problem of government data sharing between the upper and lower levels of the 
department is that the data can only flow one-way, and the upper level can obtain the 
government data of the lower level, but the lower level cannot obtain the government 
data of the upper level, which is easy to cause the lower level organs can not timely 
understand the policy changes of the higher level organs, and the process of handling 
the process is not simplified in time. [9] With the rapid development of AIGC as an 
emerging technology, different organs make policy changes in accordance with the de-
velopment, so the non-circulation of data will lead to lower organs still maintaining the 
original process, and the cumbersome process will increase unnecessary time and 
money costs. 

Under the traditional procuratorial system, in the process of exercising the functions 
of case handling and legal supervision, the procuratorial organs have the problems of 
dispersing power, acting independently and acting independently. The barrier data of 
information data leads to the inability of effective connection between case handling 
and legal supervision, which weakens the function of case handling and legal supervi-
sion to varying degrees.[10] Moreover, in the field of judicial adjudication, the judicial 
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data of different litigation service platforms exist in a state of fragmentation, and the 
data transmission between different courts cannot be timely and effective, which will 
lead to a lag in the docking of cases. Judicial data is also difficult to be effectively used. 
In the substantive analysis of relevant evidence, due to the lag of data and the lack of 
technical personnel to analyze the data, the substantive determination of the tort cannot 
be timely and accurate, which greatly increases the time risk of the victim. 

4 AIGC Generates Measures to Improve the Governance of 
Content Infringement 

4.1 Build an "Input and Output" Stage Risk Governance Model 

4.1.1 Input Side: Strengthen Data Risk Control 
To strengthen data risk management and control, the core lies in strengthening the 

security guarantee of data "controllability", including data with large-scale flow, aggre-
gation and analysis into risk management and control, and avoiding the arbitrary copy 
and extraction of data by "manuscript washing training". Through the analysis of highly 
sensitive data, the data that is harmful to intellectual property rights is mined from the 
root, so as to achieve the following effects: first, to strengthen the effective control of 
data flow and aggregation, to avoid illegal data being included in the AIGC database, 
which will be integrated and lead to infringement; The second is to reduce the infringe-
ment possibility of AIGC input at the source and improve the market access system. 

Of course, to avoid the inclusion of illegal data in the AIGC database, it is necessary 
to realize the supervision and management of data in different fields, establish a real-
time dynamic monitoring platform to judge the network risks brought by crawling tech-
nology, and then scientifically and accurately conduct early warning and prevention 
and control. In addition, the operating company should also conduct risk prediction of 
the data, timely detection of security risks, internal governance of infringing data, and 
form a joint governance system with government agencies. 

In addition to risk warning, in view of the actual situation of the rapid development 
of new technologies such as AIGC in China's market, government agencies should 
strengthen the system optimization of data security assessment, access and compliance 
review, improve market access, and block illegal data from entering the market. Outside 
the region, the European Union's latest artificial intelligence Act stipulates that artificial 
intelligence development institutions must submit assessment reports to government 
agencies, so that relevant agencies can review and put into the market. In this regard, 
China can draw lessons from practice, clarify that AIGC development institutions in-
dependently conduct data de-labeling and cleaning, ensure the legality of data and 
model training, and regularly conduct compliance reviews of AIGC's database to avoid 
infringement risks. 
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4.1.2 Output: Optimize AIGC Generated Content Risk Management System from the 
Aspects of Technology and Standards 

Since AIGC relies on data model to train output works, risk management is carried 
out on the output end from both technical and standard aspects. 

Firstly, the generation mechanism of AIGC output is improved. AIGC's developers 
further identify the infringing content that their model may generate, using natural lan-
guage processing and machine learning to improve the model. The model is used to 
automatically filter the infringing content and establish the infringement mechanism. 
When the system detects the infringement of generated content, it will be controlled at 
the first time to prevent generated content from flowing into the market. 

Secondly, the development and application of AIGC should be regulated, the in-
fringement of the generated content of AIGC should be prevented in advance, the gen-
eration standards should be formulated, the mechanism framework and process of risk 
assessment should be provided for its possible risks, and the countermeasures should 
be formulated to achieve the purpose of early prevention. The generated standards and 
countermeasures should have strong operability and realizability, so that relevant re-
search supervisors can effectively realize risk management under the guidance of the 
program. 

Although the Interim Measures for the Management of Generative Artificial Intelli-
gence Services regulate generative artificial intelligence technology, as an emerging 
technology, AIGC is still deficient in the risk regulation of its generated content by 
legislation. Therefore, through the dual governance model of technology and standard, 
risk prevention is used to promote the governance of AIGC in order to promote the 
healthy development of emerging technologies. 

4.2 Improve the "Works Management Mechanism" Under Blockchain 
Technology 

4.2.1 Give Full Play to the Core Technical Advantages of Blockchain Technology 
In essence, "blockchain is an electronic form of distributed shared ledger and data-

base. Each page of the ledger corresponds to a node, and each node records the entire 
data information of the entire blockchain and is difficult to tamper with." [11]Therefore, 
the above technical principles ensure the security and transparency of blockchain tech-
nology, and apply to the governance requirements of the content generated by AIGC in 
the field of intellectual property. 

First of all, the openness of blockchain technology ensures that the data is open to 
all users, and anyone can query the data carried in the blockchain in any public interface 
and apply it to related fields. Its extremely open and transparent technology ensures 
that the documents in the AIGC database are fully accessible to all users. Second, the 
blockchain network has a common blockchain area and is composed of multiple nodes, 
all of which have the same status and assume the same functions, and the information 
data is stored, updated and maintained by all nodes in a peer-to-peer manner. "Practice 
shows that the damage of individual nodes will not affect the overall operation of the 
data, the number of nodes will continue to increase and change with the advance of 
time, in theory, only destroying more than 50% of the blockchain nodes will lead to the 
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destruction of data, with high security".[12] At the same time, the traceability of the 
data is guaranteed. The use of blockchain technology to conduct "works management" 
on AIGC can effectively query the use records and sources of works, so as to ensure 
that when AIGC generates content infringement, the relevant data can be timely re-
trieved and traced, and the rights of relevant right holders are protected in the first time. 

4.2.2 Build a "Works Management Mechanism" Under Blockchain Technology 
Coupling blockchain technology with AIGC intellectual property field governance 

and building a "works management mechanism" can alleviate problems such as in-
fringement of AIGC generated content on the one hand, and promote generative artifi-
cial intelligence to lead the development of technological innovation on the other hand. 

At present, AIGC lacks the function of data query and search, and uses blockchain 
technology to establish a distributed ledger as the core of intellectual property data in-
formation database, with a network structure to ensure the accuracy and speed of data 
information search. After describing and defining the capture target, users can query 
the data used by the content generated by AIGC in time, thus breaking the asymmetry 
of information. This initiative will help AIGC-generated content data be made available 
to the public, saving users search costs and helping rights holders detect the use of 
unauthorized works. 

In addition, the use of smart contracts to set up a work exit mechanism can also 
effectively protect the right to control the work. In the United States, the CCC model is 
used to grant copyright licenses to works in a simpler and standard way, forming a new 
copyright authorization model of "replication-distribution-modify - fusion - re-crea-
tion", which allows the right holder to set the applicable conditions and scope of use of 
the work according to its meaning within a reasonable range, and the user pays a certain 
fee to the right holder when using his work. In view of this, China can use the intellec-
tual property data information database generated by the blockchain to establish a man-
agement system, by the developer and the right holder to write the smart contract code 
after consultation, the required terms are included in the contract, and the user pays the 
corresponding fees after using the work of the right holder. Secondly, an opt-out mech-
anism should be established. If the right holder prohibits AIGC from using the works it 
has not authorized, after the right holder submits the opt-out statement, the developer 
of AIGC should respect the opinion of the right holder, remove the works from the 
database, stop using them, and pay compensation for the infringement. 

The "works management mechanism" under the blockchain technology builds a 
complete "entry-exit" mechanism, which avoids the infringement of the copyright of 
the right holder by AIGC from the root, and the establishment of the database is con-
ducive to the timely detection of the disclosure of trade secrets by relevant enterprises, 
so as to reduce the losses caused by the widespread dissemination of secrets. After the 
realization of the digital operation of the blockchain, in addition to improving the per-
formance effectiveness of the smart contract, it also prevents the unfair competition 
caused by the data party to replace some products or services of the data rights party. 
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4.3 Improve the Forensics System for the Content Generated by AIGC 

4.3.1 By Improving the Electronic Evidence Investigation to Assist the Trial 
In view of the difficulties in electronic evidence collection, the Supreme People's 

Procuratorate mentioned in the Attribute of electronic Evidence Determines the Method 
and approach of evidence collection that timely, professional, comprehensive and legal 
evidence collection is needed, and the process of evidence collection requires personnel 
who understand the characteristics of electronic data rules to conduct evidence collec-
tion, which should pay attention to the data in internal and peripheral equipment. On 
the basis of collecting the original data, auxiliary data such as data generation and mod-
ification time should be extracted at the same time. In order to ensure the complete 
evidence chain, it is necessary to reconstruct the data extracted from the application of 
AIGC to provide more intuitive electronic evidence to the trial personnel. So that it can 
intuitively judge the infringement according to the text, image and other information in 
the evidence, so as to reconstruct the case facts through the mutual confirmation of the 
evidence. 

AIGC has a large amount of data in its database, and if such data is extracted and the 
authenticity of each item cannot be determined, it can be confirmed by ensuring the 
"particularity" and "integrity of the custody chain" of the carrier that stores the massive 
data and has storage value. When professionals extract evidence, the entire extraction 
process should also be videotaped, and the technology used should be explained to the 
judge to facilitate the judge to authenticate the evidence. 

4.3.2 Improve the AIGC Evidence Identification by Improving the Expert Assistant 
System 

In order to solve the difficulties of evidence identification caused by AIGC's strong 
professionalism, the expert assistant system is established, that is, the parties hire ex-
perienced experts in the field of generative artificial intelligence, approved by the court, 
to appear in court to provide relevant help and explanation for the parties in the field of 
professional issues, and express expert opinions, thus opening up a new model of evi-
dence identification in the field of AIGC. This system will be responsible for the ex-
amination of expert opinions to professionals in the field, through the expert inquiry, 
with the professional knowledge they have mastered, assist judges and parties to exam-
ine the authenticity and reliability of expert opinions. Only in the Procedure law, the 
expert assistant has the right to face to face to question the expert opinions. With the 
help of expert assistants and appraisers to form confrontation and professional error 
correction mechanism in the trial, it can make up for the defect that the defense is unable 
to conduct substantive review of the appraisal opinions.[13] 

Of course, only relying on the right holder to hire professionals, can not solve the 
root cause of the blind area of special professional fields of trial. A national database 
of expert assistants should be supplemented, and a team of expert witnesses dedicated 
to the field of generative artificial intelligence should be established to address AIGC 
infringement. According to the Civil Procedure Law, the parties may apply to the peo-
ple's Court for appraisal on specialized issues, and the two parties shall consult together 
on the candidate for appraisal, or the people's court shall appoint an appraiser. In 2020, 
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the Beijing Intellectual Property Court set up a professional team to handle cases in-
volving complex technical fact finding and determination. The AIGC intellectual prop-
erty infringement field can fully learn from this move, through legislation to clarify the 
nature of the evidence provided by the expert assistant in the field of generative artifi-
cial intelligence intellectual property, what role its opinions play in judicial trial, the 
people's court can adopt the opinion of the expert assistant. Secondly, the expert witness 
team established must ensure that the expert qualification conditions are strong, the 
industry recognition is high, and the leave assistant is given the right to cross-examine 
from the legal point of view, so that it can fully cross-examine in the prescribed proce-
dure to maintain the fairness of the trial. In addition, the trial process is guaranteed to 
be dominated by judges, and based on the mode of prosecution and defense litigation, 
expert assistants only question and provide expert opinions on issues in their own fields. 

The establishment of the national expert auxiliary person database has eased the 
pressure on right holders to obtain evidence to a certain extent, and prevented right 
holders from facing the problem of infringement of the content generated by AIGC. 
Also further effectively solve the problem of difficulty in the examination of expert 
opinions in professional fields in judicial practice, so as to achieve the purpose of re-
ducing the probability of misjudgment and misjudgment. 

4.4 Build an Integrated Collaborative Governance Model 

4.4.1 We Will Improve Judicial Protection of Intellectual Property Rights in the 
AIGC Field 

As an emerging technology in the field of artificial intelligence, the relevant provi-
sions in the field of intellectual property rights are not perfect, and there is no special 
legal interpretation and regulations. Therefore, on the basis of judicial practice, while 
promoting the legislation of expert assistance witnesses, the legal interpretation of tech-
nical disputes and intellectual property rights in the field of AIGC is established, and 
the constituent elements and manifestations of intellectual property rights infringement 
by AIGC are clearly stipulated, and the flexible and open identification system is set 
up. First, improve the AIGC technology under the copyright infringement, the use of 
trade secrets generated text, pictures and other infringement of trade secrets judgment. 
Secondly, combining the "four elements standard" judgment: the purpose and nature of 
the data used by AIGC to generate content; The corresponding nature of the original 
work; The proportion of the original content of the generated works; The impact of new 
works on the market value of original works. This will expand the scope of fair use and 
promote the creation of AIGC's works. 

In addition, it is urgent to improve the anti-unfair competition and anti-monopoly 
system, "with the endless emergence of new economies, new forms of business and 
new models, the use of data, algorithms, platform rules and other implementation of 
new unfair competition behaviors need to be regulated."[14] 

China's third amendment to the "Anti-Unfair Competition Law" in 2022, although 
added the commercial data unfair competition act clause, but still lack of judicial inter-
pretation, should be combined with the relevant technical development laws in the field 
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of AIGC to improve the judicial interpretation, so as to make judicial practice more 
operable. 

In addition to improving legislation, it is also necessary to establish litigation proce-
dures for intellectual property rights in the field of AIGC, improve the standard and 
effectiveness of compensation for damages to relevant right holders, and actively use 
the diversified dispute resolution mechanism of big data under the network court to 
enhance the power and efficiency of judicial discretion. It also ensures the legal validity 
of AIGC's intellectual property rights, promotes the settlement of infringement disputes 
and maintains fair competition in the market. 

4.4.2 We Will Build a Mechanism for Coordinated Governance Across Multiple Sec-
tors of Society 

The collaborative governance of all sectors of society includes the governance co-
operation of different departments, enterprises, society and the public. The "Provisions 
on Ecological Governance of Network Information Content" mentions the idea of col-
laborative governance of internal subjects in the country, emphasizing the component 
of governance subjects. According to the current risk analysis of AIGC, it is necessary 
to work together with other departments. 

In the collaborative governance of AIGC, first, the judicial organs need to promote 
the expert auxiliary witness system through special legal interpretations and regulations 
and legislation, so as to provide favorable support for judicial practice. In addition, in 
order to solve the problem of different architectures and data impassability caused by 
the lack of data interoperability mechanism of digital justice. The Opinions of the Su-
preme People's Court on the People's Courts Implementing the Spirit of the Fourth Ple-
nary Session of the 19th Central Committee of the Party to Promote the modernization 
of the trial System and trial Capacity clearly lists "accelerating the construction of a 
unified judicial blockchain platform for the People's Courts" as an important link in the 
"deep integration of trial execution work and modern science and technology."[15] 

Blockchain technology can be used to build a data flow system of information be-
tween the public security police system, the smart court and the digital information 
management platform of the procuratorate. And it is divided into three parts: basic ser-
vice, platform management and interface service, respectively to ensure the consistency 
of judicial data, in line with the real needs of the law, and privacy, so as to realize the 
open source sharing of data, so as to facilitate multi-party cooperation in investigation 
and forensics, and improve judicial efficiency. 

Second, the compulsory law capacity of government departments needs to ensure 
the stability, reliability and compliance of data, and strengthen the supervision of algo-
rithm security. Companies work with governments to conduct risk assessments and to 
strengthen risk management by sourcing, collecting, balancing and source compliance 
of internal data. For medium-high risk AIGC applications, the government adopts the 
method of filing and publicity, strict monitoring, and whole-life cycle supervision, 
monitoring and tracking before and after the event, suspending the application opera-
tion at the first time when it infringes intellectual property rights, conducting post-event 
accountability, and disposing of infringing information in a timely manner. 
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Finally, when the public, as users of AIGC application, uses it to generate text, pic-
tures and other content, and finds that there is infringement of intellectual property 
rights such as copyright, trade secret, unfair competition and monopoly, the public 
should timely give feedback to the relevant departments and jointly maintain the AIGC 
application market. 

5 Conclusions 

Science and technology is a double-edged sword. At present, with the increasing de-
velopment of generative artificial intelligence technology, digitalization has brought 
convenient conditions and dividends to mankind, but it also poses new challenges to 
the traditional intellectual property legal system. Both the setting of preventing in-
fringement in the operation of AIGC and the coping strategies in the face of infringe-
ment problems are insufficient to a certain extent. Therefore, it is urgent to improve the 
system governance system of "data source governance - generated content management 
- perfect forensics - building an integrated governance pattern", so as to promote the 
balance between AIGC development and intellectual property protection, and promote 
social development. 

References 

1. Peng Fei Rong, "On the Copyright infringement Risk of Data Involved in Algorithm Crea-
tion and its Resolution", Application of Law, No. 4, 2023. 

2. Jie Xie, Fan Wu, and Qiao Kang: "AIGC | AI Model Input Legal Risk Analysis" Digi-tal 
Research, 2023.06.12, accessed October 25, 2023. 

3. "Artificial Intelligence Helps to" wash the manuscript "Online literature piracy Death, 
China.org.cn,https://www.360kuai.com/pc/907ed00314f7cb33e?cota=3&kuai_so=1&tj_ur
l=so_vip&sign=360_57c3bbd1&refer_scene=so_1, the last access date: October 25th, 2023. 

4. Guo Xin, Research on Copyright Infringement of "Manuscript washing", Nanjing Univer-
sity of Science and Technology, Master Thesis 2022, p. 21. 

5. Guo Xin, Research on Copyright Infringement of "Manuscript washing", Nanjing Univer-
sity of Science and Technology, Master Thesis 2022, p. 21. 

6. Chen Yu: "AIGC Infringement Risks and Digital copyright Protection Strategies in the Con-
text of the Intelligent Era", published in Communication and Copyright, No. 17, 2023. 

7. Gu Nanfei, Fang Zhouzhi. "Reasonable boundary and Infringement Regulation of Genera-
tive Artificial Intelligence Using works such as ChatGPT", Digital Library Fo-rum, No.7, 
2023. 

8. Hao Jiabao, Du Qian, Li Xijuan, Sun Yingwei, Wan Zhiqiu, "Application of Intellec-tual 
Property Big Data in the innovation and development of industrial clusters: A case study of 
patent data", Journal of Shijiazhuang University, No. 4, 2023. 

9. Wang Chen, "Collaborative Public Management: Government Data Sharing Barriers and 
Cracking in the Reform of" Running at most Once ", Journal of Chengdu Institute of Ad-
ministration, No. 4, 2023. 

10. Chen Wencong, "Research on Procuratorial Integration", Legal Science (Journal of North-
west University of Political Science and Law), No. 2, 2023. 

502             X. Xu



 

11. Ren Anqi, "The Dilemma and Breakdown of Collective Copyright Management in China 
under Blockchain Technology", Publication and Distribution Research, No. 9, 2022. 

12. Xie Wenpeng, "The Dilemma and Approach of Copyright Collective Management Organi-
zations in the Digital Era - The introduction of Blockchain", Journal of Hubei University of 
Economics (Humanities and Social Sciences Edition), No. 8, 2023.  

13. Tai Zhiqiang, Feng Lepeng. "Reconstruction of the review mode of dualistic expert opinion 
under the visual threshold of expert assistance", Journal of People's Public Security Univer-
sity of China (Social Science Edition), No.5, 2022.  

14. The anti-unfair competition law of the People's Republic of China draft (revised draft) ", the 
central people's government of the People's Republic of China website, 
https://www.gov.cn/xinwen/2022-11/27/content_5729081.htm, last access date: on October 
12, 2023. 

15. Yang Zhen, Sun Menglong, "The Direction of Judicial Reform in the Paper domain: Block-
chain Justice in the Age of Digital Intelligence - Centered on the Opinions of the Supreme 
People's Court on Strengthening the Judicial Application of Blockchain", in the Review of 
Politics and Law, No. 6, 2022. 

Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.
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Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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