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Abstract. Industrial information service platform gathers all kinds of data re-
sources that are closely related to industrial development activities, and it is es-
sential to guarantee the security of the whole life cycle of data for platform con-
struction and operation services. In the face of the platform's large data volume,
scattered storage, complex stakeholder relationships and environment, etc., the
information ecology theory is introduced to construct the data ecosystem frame-
work of the industrial information service platform based on three elements: data
subject, data ontology and data environment, and to analyze the representative
data security problems brought about by the interaction of each element with the
element. Finally, the data security governance framework of industrial infor-
mation service platform is constructed with the objectives of strengthening data
security, exploring data value and guaranteeing data service, and the theoretical
basis is proposed for enhancing the data security guarantee capability of the plat-
form.
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1 Introduction

At present, global data security incidents are frequent, and data security risks such as
data leakage and data abuse are increasing day by day, posing a serious threat to na—
tional security, social stability, the rights and interests of organizations and the security
of individual privacy. For example, the DDT company in the operation process to mas-
ter a large number of national user information and other sensitive data, road infor-
mation and other important data, and even the relationship between national security,
national economic lifelines, important livelihood, major public interests and other na-
tional core data, so its illegal and illegal to go public in the United States by the behavior
of the heavy punishment [!1. It can be seen that under the perspective of the overall
national security concept, data security, as an important part of national security, has
risen to the level of national strategy. In recent years, along with the introduction of
laws, regulations and ordinances such as the Network Security Law, the Data Security

© The Author(s) 2024

C. Bai et al. (eds.), Proceedings of 2023 China Science and Technology Information Resource
Management and Service Annual Conference (COINFO2023), Advances in Economics, Business
and Management Research 293,

https://doi.org/10.2991/978-94-6463-498-3_14


http://crossmark.crossref.org/dialog/?doi=10.2991/978-94-6463-498-3_14&domain=pdf

164 C. Yue et al.

Law, the Personal Information Protection Law, the Measures for Network Security Re-
view and the Regulations on the Security Protection of Critical Information Infrastruc-
tures, and the emergence of a series of socially hotly debated data security incidents
such as the DDT company and China Knowledge, the data security of organizations in
China with a large amount of user data, scientific and technological data, and key in-
dustry data, etc. is receiving focused attention.

Industrial information service platform mainly refers to the carrier that provides
services for industries, governments, enterprises, universities and research institutes
based on the strategic requirements of the state and government for the development of
key industries and the development plans of science and technology in each region,
etc., by gathering data resources such as papers, patents, institutions, talents and pro-
jects in key industrial fields into a single entity, and by adopting appropriate mecha-
nisms and service modes!?!. Usually, the industrial information service platform aggre-
gates data resources related to industrial development activities, and the relationship
between individuals, organizations and other stakeholders and the environment in
which they are formed is very complex. If the protection of data resources is not done
properly, security incidents such as external network attacks and internal data leakage
may not only affect the normal operation and services of the platform, causing negative
impacts such as reputation crisis, customer loss and economic loss, but also compliance
and legal risks. For example, the platform authority or construction department is pe-
nalized by the regulator due to violation; even the stable industrial environment may be
affected due to data leakage, tampering or loss, so that the national and industrial secu-
rity is adversely affected. In order to guarantee the normal and efficient operation and
service of industrial information service platform, it is crucial to guarantee data secu-
rity.

In the construction and operation of industrial information service platform, facing
the characteristics of large quantity of information, many information subjects and com-
plex information environment, it is very necessary to review and analyze the relation-
ship between data protection, right confirmation and benefit distribution from the over-
all perspective, and to carry out sustained and effective data security governance to
guarantee the security of data in its whole life cycle. Data security governance aims to
ensure the security of data throughout its life cycle through a combination of organiza-
tional structure, technical system, management system and operational system. Under
the perspective of information ecosystem theory, data security governance can be un-
derstood as safeguarding the safe use of data resources by informants, as well as the
security of user information itself, by strengthening information technology and infor-
mation environment ). This paper chooses the information ecosystem theory as the
basic framework, and combines the experience of the previous project to propose the
data security governance strategy of industrial information service platform.
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2 Related Work

2.1 Industrial Information Service Platform

Ono, a Japanese scholar, put forward the concept of information platform in 2001, ar-
guing that information platforms are responsible for creating, collecting, storing, ex-
changing, sharing and using information to support social life and research activities ),
The industrial information service platform relies on the information platform to pro-
vide industry-related information services for the government, enterprises and other
subjects. Foreign research and practice on information service was carried out earlier,
and the corresponding information service system is also more perfect, such as Europe,
America and Japan to promote the establishment of specialized government or private
information service centers and carry out related business */,

In recent years, in order to promote the circulation of industrial data elements,
China has set up a number of industry-oriented service platforms relying on the gov-
ernment, enterprises, universities, libraries, scientific research institutions and other
subjects . Distinguished from traditional platforms such as logistics platforms and
procurement platforms, industrial information service platforms integrate industry, data
and the Internet in depth, acquire raw data through collection or purchase, and then
form a variety of value-added data products and services through a series of processes
such as aggregation, processing and processing, analysis and mining, and provide in-
dustrial services for the government and enterprise users, such as standard data re-
sources, visual data products, data analysis reports and personalized consulting ser-
vices, providing industrial services for the industrial industry chain, such as data re-
sources, data analysis reports and personalized consulting services. The report and per-
sonalized consulting services empower decision-making upstream and downstream of
the industry chain and promote industrial innovation.

At the level of theoretical research, a series of discussions have been carried out
at home and abroad around the construction of information service platform, infor-
mation service mode and mechanism, and information service evaluation, etc. The main
research directions are summarized in Table 1. It also includes the technology of infor-
mation service platform construction (such as Web technology, ASP technology IPv6
network technology) and construction mode.

Table 1. Study on the Representativeness of Industrial Information Service Platforms

Field of research  Representative authors Main research content

Analyze the functional structure and operation
mechanism of Europe INNOVA industry in-
formation service platform, and study the con-

. Hu, et al.["] . o .
Construction of In- struction principles, requirements and models
dustry Information of industry innovation-oriented information
Service Platform service platform.
Put forward the construction idea of
Xiao ¥ knowledge network platform for strategic

emerging industries in Hubei Province, and
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Zhao, et al. [’

Xiong, et al.ll

James, et al.[1%]

Industrial Infor-
mation Service
Models and Mech-
anisms

Sun(!!]

Gao, et al. ['?]

. Mao, et al. [13]
Evaluation of In-

dustrial Infor-
mation Service

Miao, et al. [14]

put forward the construction strategy from the
aspects of information technology, talents,
management and financial strategy.

Build the construction plan of information
service platform for biomedical industry clus-
ter, including expert think tank, thematic data-
base, high-end information service platform
and biomedical achievement transformation
platform.

Proposed that the information service plat-
form for strategic emerging industries under
the big data environment should integrate the
public information platform, information trad-
ing platform and information forum, etc., and
put forward three information service models
of platform commonality, personalization and
specialization.

Carry out research on information integration
and service reorganization for technological
innovation, and put forward the information
guarantee framework for enterprise innova-
tion service.

Based on the information ecology theory, ana-
lyze the interactions and structural relation-
ships among multiple ecological factors in the
information service ecosystem of strategic
emerging industries, and construct a compre-
hensive ecological model framework and its
operation strategy oriented to the enhance-
ment of the effectiveness of information ser-
vices.

Constructed a hierarchical service model of
information resources for strategic emerging
industries from the three levels of industry
commonality, enterprise individuality and
product characteristics.

Take Jiangsu Province as a case study to ana-
lyze the usage rate and satisfaction of the new
agricultural information service platform, ag-
ricultural information content and its sources,
and put forward development countermeas-
ures.

Elaborate the multivariate causal path rela-
tionship of users' continuous use willingness
of financial information service platform,
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which helps the platform to subsequently pro-
vide targeted strategies more in line with us-
ers' needs.

2.2 Data Security Governance

Traditional data security management can no longer adapt to the new security needs
under the wave of digitization, and how to protect the security of core data resources
through the development of complete strategies and processes has become an important
issue for many enterprises and organizations, and data security governance has
emerged. Data Security Governance (DSG) is a set of security system construction
methodology for data security issues, which was first proposed by analyst Marc at the
Gartner 2017 Security and Risk Management Summit, covering the complete chain
from the decision-making layer to the technical layer, from the management system to
the tool support, and from the top down through the entire organizational structure!'!.

Data security governance aims to provide comprehensive and systematic data se-
curity solutions for enterprises and organizations so that they can be more secure and
reliable in the process of data use. Scholars at home and abroad have conducted exten-
sive research in this field and made a series of progress. As the foundation of data se-
curity governance, foreign data security laws and policies are relatively perfect, and
countries or regions such as the United States and the European Union have succes-
sively released a number of laws and strategic plans on data protection. For example,
the General Data Protection Regulation (GDPR) issued by the EU in 2018 is a set of
rigorous and detailed personal data protection framework developed by the EU legisla-
ture for the world, which regulates the authorization of personal data, strengthens the
ability of data subjects to control their own data, and has now become the core frame-
work of the EU data protection law. In addition, Japan, South Korea and other countries
have also issued relevant policies for strengthening the control of data security. Some
foreign scholars have analyzed the role and impact of data security laws and regulations
and the comparison of data security models in different countries!®l.

Domestic scholars mainly carry out research from different perspectives, such as
policies and regulations, system frameworks, and technical tools for data security gov-
ernance. Chen Xiaoyu ' formed a systematic research framework for the data security
risks that may exist in e-commerce platforms, and put forward governance recommen-
dations for e-commerce platforms' data security risks from the relevant legal, technical
and risk control levels. Dong Muxin et al. ['® studied the data security governance
framework of digital transformation of state-owned enterprises from the perspective of
information ecology, and established an enterprise information ecosystem model based
on four elements: data resources, data subjects, data environment and data technology,
constructed a data security governance framework and put forward the path of deepen-
ing the state-owned enterprises' data security governance from the national level, the
social level, and the enterprise level. Most of the existing domestic and international
research focuses on the system framework or technical solutions, and there is still a lack
of research on systematic thinking about the data security of information platforms from
the perspective of information ecosystem.
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2.3  Information Ecology Theory

Information ecology refers to the flow of information and information mapping in the
organization under the ecological perspective, which is used to express the correlation
between the information ecology view and the complex and changing information en-
vironment, the survival and activity state of the information people in the information
environment, and the unified whole of the information formed in the process of circu-
lating and exchanging information in the cyberspace!'”). Information ecology theory
originated from the interdisciplinary research of information science, system science
and ecology in the 1970s, and Horton!*"! proposed the concept of "information ecology"
for the first time in 1978, and suggested that we can refer to the relevant theories of
ecology, regard information as a kind of resource, and analyze the complex information
environment and relationship.

After decades of accumulation and development, the research of foreign scholars
on information ecology has been relatively complete, covering the conceptual conno-
tation of information ecology, theoretical system, practical application and information
ethics, etc., especially in the field of libraries, e-commerce and social networks and
other areas of practical application of the formation of a large number of research re-
sults, such as Garcia-Marco based on the theory of information ecology, research on
the environmental changes in the field of libraries, found the need to pay attention to
the universality of information management. It is found that it is necessary to pay at-
tention to the process of information management universality, digital convergence,
technology standardization and leveraging *!1. Domestic research on information ecol-
ogy started late, but developed rapidly, further deepening the formation of information
ecological niche, information ecological chain and other concepts, which enriched the
connotation of information ecology theory. For example, Zhang Jiankun ¢! applied the
information ecology theory to the information service platform, analyzed the infor-
mation ecological characteristics of the information service platform, put forward the
measurement and model of the information ecological niche of the information service
platform, and analyzed the state of the information ecological niche of the different
information people and its potential impact on the information service platform, and
constructed an overlapping model of the information ecological niche for the infor-
mation service platform to propose corresponding optimization strategies for perfecting
the information service platform.

With the continuous enrichment of research by scholars at home and abroad, the
discussion on the composition of information ecosystem elements has been gradually
deepened. At present, the mainstream academic views on the elements of information
ecosystem mainly include two elements (informant-information environment), three el-
ements (informant-information ontology-information environment) and four elements
(informant-information ontology-information environment). -information technology -
information environment) !, Although the academic community has not yet reached a
unified perception of the elements of the information ecosystem, they have affirmed
the wholeness of the information ecosystem and the organic connection between the
elements, and emphasized the fundamental position of information and information en-
vironment in the whole information ecosystem. In the information services provided by
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the information platform, the service provider, the served and the service environment
constitute a complete and interconnected information ecosystem. Information service
is essentially to realize the reasonable deployment of information resources through
information technology, and the information ecology theory also advocates the promo-
tion of the reasonable use of information through the regulation of the interaction be-
tween information people and the information environment, and many researches re-
gard the information service platform as an information ecosystem, and carry out the
research on information service based on the information ecology theory.

To sum up, the information ecology theory emphasizes the mutual influence and
synergistic development of the elements in the information environment, which plays
a crucial role in understanding and managing data security in industrial information
service platforms. From the perspective of information ecology, industrial information
service platform is not only the distribution center of industrial data resources, but also
the ecological environment of multiple information interaction. By constructing an in-
formation ecosystem, the data flow and security risks of industrial information service
platforms can be understood more comprehensively, so that more targeted security
strategies can be proposed. Therefore, based on the information ecology perspective,
this paper constructs the information ecosystem of industrial information service plat-
form, and explores the data security problems from the perspective of information eco-
logical elements, and formulates targeted data security governance strategies, so as to
find out an effective way to solve the data security problems.

3 Data Ecosystem of Industrial Information Service Platform

3.1 Constituent Element

The information ecosystem is a dynamic system in which internal elements are inter-
connected and interact with each other. In order to comprehensively consider the data
flow and interaction in the industrial information service platform, we take the "three
elements" information ecosystem as the theoretical basis, and construct the data eco-
system of the industrial information service platform by focusing on the three basic
elements of the information subject (data subject), the information ontology (data on-
tology), and the information environment (data environment) as shown in 5% !K#R

25 H¥E. .
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Information eco- Industry Information Service Platform Data Ecosys-
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systems tem
I Information I I Data Sub- Data managers, data builders, data I
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L  — |___________I

Fig. 1. Industry Information Service Platform Data Ecosystem Constituent Element

Data Subject.

The information subject in the information ecosystem refers to all the information
closely related and involved in information activities of a single person or a social or-
ganization composed of multiple individuals, including the information subject and the
object with which the information is transmitted and exchanged, and as the dominant
party decides the direction of the whole system. In the data ecosystem of industrial
information service platform, the data subject includes all relevant parties of data re-
sources in the process of construction and operation services, which can be specifically
divided into data managers, data builders and data consumers.

(1) Data manager. Data manager is the role of managing, maintaining, supervising
and securing the whole life cycle of data resources, covering the overall responsible
team of the platform as well as the team and individuals dedicated to data management.
Data managers play a core role in the data ecosystem of the industrial information ser-
vice platform and are responsible for formulating data management strategies, planning
data resources, and supervising and managing the entire data ecosystem.

(2) Data builder. Data builders are internal and external roles involved in the con-
struction and maintenance of platform data resources, including data suppliers, system
developers, technicians, etc. externally, and platform data collection personnel, data
processing personnel, system operation and maintenance personnel, data service per-
sonnel, etc. internally. In the data ecosystem of the industrial information service plat-
form, the data builders comply with the systems and regulations formulated by the data
managers, continuously update and optimize the data resources, and ensure the security
and integrity of the data in the construction process.

(3) Data consumers. In the industrial information service platform, data consumers
interact with data through the use of data resources, data products and data services,
and further feedback and optimization. Data consumers can include government,



Research on Data Security Governance of Industrial Information Service Platform 171

enterprises, think tanks, universities, research institutions users or individuals, as well
as industrial analysts within the platform. Data consumers' demand and feedback on
data help drive the development and optimization of the entire data ecosystem.

Data Ontology.

In information ecology theory, information ontology is a collection of useful infor-
mation that has been selected, organized and ordered, which is the key to the orderly
operation of information ecosystem and the link between informants and the infor-
mation environment. In the data ecosystem of industrial information service platform,
data ontology, i.e. data resources, is the foundation and core of industrial information
service.

From the perspective of data source, data resources can be categorized into self-
collected data, commercial procurement data and exchange data. From the perspective
of data resources, they can be divided into academic research data, including domestic
and foreign journal/conference papers, patents, technical reports, project data, etc.; in-
dustrial data, including macro industrial statistical information, institutional infor-
mation, talent information, policy and regulation information, etc., which is an im-
portant basis for the current status of the industrial development environment and the
judgment of the future trend; and information and dynamic data, including technologi-
cal breakthroughs, news and information, survey interviews, Information dynamic data,
including technological breakthroughs, news information, survey interviews, media
public opinion, enterprise annual reports/prospectuses, investment, financing and M&A
information, etc.

In the whole ecosystem, there are a large number of data resources, from different
sources, in various forms and with a wide range of contents. Data managers and data
builders gather, process, manage and serve these data resources to ensure that the raw
data are transformed into valuable information and knowledge to be provided to data
consumers.

Data Environment.

The information environment is the background and place where the information ecol-
ogy exists, taking the information medium as the structural framework and the infor-
mation model as the organizational core, and is related to various factors of information
activities. Based on the concept of information environment in the information ecology
theory, data environment refers to all the factors that have an impact on the data subject
and data ontology of the industrial information service platform, which can be divided
into internal environment and external environment. Among them, the internal envi-
ronment includes information infrastructure, information technology, management sys-
tem, organizational construction, etc., which is relatively controllable and its stability
can be strengthened through human intervention; the external environment refers to the
social environment in which the platform is located, including the political environ-
ment, economic environment, cultural environment, legal environment and technical
environment, etc., which is the legitimacy safeguard and constraints for the flow and
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application of data, and is able to penetrate into the full life cycle of data chain man-
agement, which has an indirect impact on the data security of the platform.

In the data ecosystem of industrial information service platform, the data environ-
ment can provide basic support for data subjects to safely and reliably obtain and use
data services, and conversely, data subjects influence and improve the data environment
through various ways. For example, data managers and data builders can optimize the
internal environment by enhancing information technology, improving management
system and other measures. At the same time, the data environment provides the nec-

essary support and guarantee for the collection, storage, transmission, processing and
utilization of data resources.

3.2 System framework

In the data ecosystem of the complete industrial information service platform, the ele-
ments are interconnected and interact with each other. Under the role of data environ-
ment, different data subjects such as data managers, data builders and data consumers
are closely connected through the flow relationship of data ontology. On the basis of
in-depth analysis of the specific connotation and characteristic attributes of different
elements, this paper explores the relationship, influence and role of each element in the
entire industrial information service platform data ecosystem, so as to construct the
industrial information service platform data ecosystem based on the information ecol-
ogy theory, whose framework is shown in $5iR ! ARIREI 5| FHIE. .

Data Managers

supervise and
manage

Supervision and
management/implemen
tation and feedback

Raise requirements/
feedback for optimization

\
Data Ontology
(Data Resources)

Optimization

Supporting

collection and . ae
. Service utilizatio

'
Data Builders

Requesting/Providing data services

N Data environment (internal)

N Information infrastructure, information technology, . -
N management systems, organizational development -

Data environment
(external)
Political i i

cultural envi legal
environment, technological environment

Fig. 2. Industrial Information Service Platform Data Ecosystem Framework
The industrial information service platform data ecosystem is essentially an infor-
mation ecosystem containing three elements, and the elements within the system
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interact with each other and realize dynamic stability in order to maintain the healthy
and sustainable operation of the platform information service. In each of the basic ele-
ments constituting the data ecosystem of the industrial information service platform,
whether it is the data subject, the data environment or the data resources, data security
is what needs to be focused on. Targeted analysis of the security problems faced by
each basic element is conducive to the development of corresponding data security
strategies for industrial information service platforms to ensure data integrity and avail-
ability, and prevent data leakage and data abuse.

4 Data Security Problems of Industrial Information Service
Platforms

4.1 Representative Data Security Problems of System Elements

Data Subject Perspective.

The construction and operation of the industrial information service platform lasts a
long time and involves many people, and the data manager is mainly responsible for
formulating relevant systems, decision-making and supervision. If the data manager
pays insufficient attention to data security, it may cause a series of top-level design
problems such as incomplete organizational structure, weak management system, inad-
equate protection technology, incomplete sorting of risk points, and a lack of contin-
gency plans, which makes it difficult to cope with data security risks such as external
attacks and internal data leakage, and so on. This makes it difficult to cope with data
security risks such as external attacks and internal data leakage.

In the process of platform construction and operation, data builders are responsible
for specific data provision or collection, processing and services, etc. Any intentional
or unintentional irregularities may lead to data security risks within the platform. There-
fore, whether data builders have sufficient data security awareness and whether they
can strictly implement the data security strategies formulated by data managers is cru-
cial to safeguarding the security and integrity of the full life cycle of data.

The data security problems faced by data consumers mainly lie in the interaction
with the data ontology, after commissioning and acquiring platform data, data products
or services, such as improper use may cause the leakage of the entire platform data,
industrial information analysis results, for example, some analysis results in industrial
analysis reports and briefing products may be more sensitive. At the same time, data
consumers may also cause leakage of personal privacy information due to insufficient
awareness of their own data security.

Data Ontology Perspective.

From the perspective of data ontology, the data security issues faced by the data eco-
system of industrial information service platforms involve multiple links in the life cy-
cle of data collection, data transmission, data storage, data utilization, data exchange
and data destruction.
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From the viewpoint of data types, academic research data and industrial data may
contain important enterprise, talent, project and technology information, and their char-
acteristics and attributes also make the risk of data security leakage higher; information
and dynamic data are more numerous and faster updated, so if the sources are not care-
fully screened and false data are injected into the data, it may bring about the security
problem of data forgery, and the lack of authenticity and accuracy may cause deviations
in the industrial analysis and decision-making judgment of the consumers of the subse-
quent data. The lack of authenticity and accuracy will cause bias in the analysis and
decision-making judgment of the subsequent data consumers. From the perspective of
the full data lifecycle, data collection is the initial and one of the most important aspects
of the entire lifecycle. Data security risks may be triggered by non-compliance of data
collection and imperfect commercial procurement system. For example, because data
pricing mechanisms and data ownership have not yet formed a standard, and the data
transaction system is not perfect, it is easy to have procurement risks. In particular, the
current lack of effective evaluation standards for data suppliers makes it easy for the
procured data to be ineffective and unable to satisfy industrial information services due
to the supplier's own risks, data quality deviations or updating mechanisms.

Data Environment Perspective.

In the data ecosystem of the industrial information service platform, the security of the
data environment covers multiple dimensions of the internal and external environments,
thus directly or indirectly affecting the entire ecosystem. In the internal environment,
the possible existence of information infrastructure such as low versions of data hard-
ware and software, weak firewalls, and technical protection problems make it difficult
to protect against external threats; in addition, the lack of management systems, stand-
ard systems, and organizational construction for industrial information service plat-
forms may result in internal security risks, such as abuse by insiders, illegal access to
enterprise, talent, and project data, and illegal profits.

In the external environment, the political and economic environments may indirectly
affect data security, for example, unstable social and economic environments may lead
to an increase in external attacks, internal leakage and other data security incidents; the
cultural environment may affect the data subject's understanding and cognition of the
value of the data, thus affecting the awareness of data security; the legal environment
provides regulatory constraints on data security, and the strength of penalties in laws
and regulations, and the soundness or otherwise of policies and regulations will all af-
fect the security of data. The legal environment provides regulatory constraints for data
security, and the strength of penalties in laws and regulations, and the soundness or
otherwise of policies and regulations will affect the frequency of data security incidents;
the technical environment is another key factor, and the new technologies such as arti-
ficial intelligence, big data, knowledge graph, user profiling, intelligent recommenda-
tion and data visualization used for industrial information services may bring new se-
curity threats, which also put forward higher requirements for the old security measures.



Research on Data Security Governance of Industrial Information Service Platform 175

4.2  Representative Data Security Problems of Factor Interaction

The data ecosystem of the industrial information service platform has a dynamic pro-
cess of mutual interaction among the data subject, data ontology and data environment,
and its data security problems are manifested as diversified, complex and intertwined.
In the face of the complexity and variability of the data environment, it is difficult for
data subjects to strike a balance between effective data utilization and security risks.
For example, the external environment of a variety of data protection laws and regula-
tions, policies and industry data security standards continue to be introduced, the emer-
gence of new technologies, data managers, data builders who do not timely study, up-
date the platform data security management system and technical means, may cause
serious data compliance issues, face penalties. Due to various risks in the internal en-
vironment, such as unsound organizational structure, imperfect management system,
and weak technical system, the data ontology lacks favorable support, and it may be
difficult to resist cyber-attacks, ransomware, internal leakage, and phishing email at-
tacks.

For the interaction process between data subjects and data ontology, the data in the
industrial information service platform are many and scattered, involving different in-
dustrial fields and industrial chains, and the data itself may not be sensitive, but after
processing and integration, it becomes more sensitive, for example, the data related to
industrial talents are processed to form a talent portrait. If the access rights of different
data builders are not clearly delineated, and the data classification and grading and
management strategies are not clear, it is easy to cause illegal data access, ultra vires
access, tampering and leakage. In addition, if data consumers do not set up effective
protection measures after acquiring data or data products, it may also lead to data abuse
or leakage.

To summarize, the behavior of data subjects, the nature of the data ontology and
changes in the data environment, as well as their interaction processes may generate
data security problems. In order to better solve these problems, it is necessary to grasp
the operating law of the data ecosystem as a whole, improve the adaptability and fore-
sight of laws and regulations, strengthen the awareness of data security, improve the
data management system, focus on technical protection, and build a comprehensive and
three-dimensional data security governance system.

5 Data Security Governance for Industrial Information Service
Platforms

Industrial information service platforms may involve important data in key industries
such as national defense, industry, telecommunications, transportation, natural re-
sources, health, finance, etc., as well as sensitive information on China's major projects,
important scientific and technological achievements, and the dynamics of key technol-
ogies, etc. These characteristics put forward a strong demand for data security govern-
ance and the construction of an all-round data security system, with the key to main-
taining the integrity of the data and promoting the creation of value of the data in
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balance. The key lies in maintaining data integrity and security and promoting data
value creation, i.e., balancing development and security. In order to strengthen data
security, explore data value and safeguard data services, it is necessary to synthesize
the data subject, data ontology and data environment.

Data security governance is a more general set of measures that requires comprehen-
sive consideration from the aspects of organizational structure, management system,
technical system and operation system. Combining the characteristics of the data eco-
system of the industrial information service platform to build a robust and efficient data
security governance system is very critical for realizing the effective protection and
rational use of data. Based on the above research, the data security governance frame-
work of industrial information platform constructed in this paper is shown in £&i%!HR

HENF R, .

Data Security Governance Framework for Industrial Information Service Platforms
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Fig. 3.Data security governance framework for industrial information service platforms
5.1 Data Subject: Strengthen Data Security Control and Enhance Data
Security Awareness

The data ecosystem subject of industrial information service platform is complex,
which not only needs to pay attention to internal data security management, but also
needs to guarantee external security services. "Three parts technology, seven parts man-
agement" is a famous viewpoint in the field of network security. For the data security
of industrial information service platform, from the perspective of data subjects, it is
crucial to strengthen the top-level design of data security and enhance the awareness of
data security. Data managers need to first improve their understanding of data security
governance methods and practice levels, and do a good job in organizational structure
construction, management system development, data security training, technical
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protection, risk combing, etc., in order to strengthen the data security awareness of data
builders and data consumers while at the same time constraining them.

In terms of organizational structure, a special data security team should be set up,
with data managers as the decision-making and management layer, data builders as the
execution layer, and data consumers as the participation layer, and an alliance structure
for data sharing should be established to manage the source, transmission, and use of
data, and to protect the data rights and interests of users. In terms of management sys-
tem, data managers should establish a set of standardized data security management
norms and standards applicable to the characteristics of industrial data under the broad
scope of satisfying laws and regulations, management regulations, and industry stand-
ards, specifically including the general outline of management, management system,
process operation and normative documents, form documents, etc., so as to control the
whole process of data collection, data access control, data classification and grading of
industrial information service platform. control. At the same time, the screening and
auditing of sources and the use of data also need to be regulated to prevent malicious
data acquisition and abuse. In addition, data builders and data consumers need to raise
their awareness of data security and enhance it by regularly attending data security
training to understand the importance of data security, data security governance pro-
cesses, data security management systems, and methods for handling data leakage.

5.2 Data Ontology: Standardize the Data Collection Process and Guarantee
the Safe Flow of Data

The data resources in the industrial information service platform are an important part
of the operation of the system platform, and the safe flow of data is the basis for ensur-
ing the normal operation of the business. For data resources, it is necessary to set up
data security policies based on the whole life cycle of data collection, transmission,
storage, use, exchange and destruction as well as based on business scenarios in order
to realize the safe flow of data. In particular, in the process of data collection, due to
the different situations involving data from different sources such as self-collection,
commercial procurement and exchange data, corresponding data security policies
should be set up to control them respectively.

Considering further, the industrial information service platform needs to establish
corresponding standards around data value assessment and data supplier evaluation in
commercial data procurement to ensure the reasonableness of data transactions and
avoid the problem of invalid data due to the data quality deviation or update mechanism
that makes the data unable to satisfy the industrial information service. Currently, for
the entire data factor market, data rights and pricing mechanism are research hotspots.
The value of data can be reflected in its generation, utilization and sale, etc. For differ-
ent types of data, it is necessary to ensure the rights and interests of data supply and
demand parties, as well as to promote the fair realization of data value. Standardizing
the data collection process and promoting the research of data pricing mechanism will
also help the industrial information platform party to gain in the service process.
Through well-defined rights and interests attribution, fair pricing mechanism, and com-
prehensive data security management, the value of the data ontology can be more
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effectively explored and realized, and at the same time, the responsibility and obligation

of data security can be better fulfilled.

5.3  Data Environment: Building a Secure Data Environment and Optimizing
Data Service Ecology

Building a safe data environment is crucial for the industrial information service
platform to guarantee operational services. In terms of the technical system, the indus-
trial information service platform needs to build data security measures that can support
new technologies such as artificial intelligence, big data processing, cloud computing,
blockchain, etc., and implement strict security protection in the whole life cycle of the
data, including the use of data sandboxes and other technologies to ensure that the data
resources are safe and effective in the whole environment. In addition, data security is
not a quick fix, but requires long and continuous operation and management. The in-
dustrial information service platform needs to implement regular data security checks,
regular backups and conduct security audits. For possible data leakage, tampering, etc.,
it is necessary to form a rapid response emergency mechanism to deal with possible
data security incidents in a timely manner and minimize losses.

In addition, optimizing the data service ecosystem requires the construction of an
open, collaborative, efficient and secure data-sharing environment, which promotes the
development and utilization of data while safeguarding data security. The core of in-
dustrial information service platform is to provide data-based industry-specific for-
ward-looking insights, on-demand customized industrial analysis services, etc., aiming
to comprehensively explore and enhance the value of data, and provide decision-mak-
ing support for users. For industrial development, necessary data sharing helps to form
a healthy data service ecosystem and maximize the use of data resources, and it is nec-
essary to promote data opening and sharing under the premise of ensuring data security.
In short, building a safe, efficient and orderly data environment and continuously opti-
mizing the data service ecosystem can maximize the excavation and in-depth use of
data resources on the basis of balancing the relationship between security and develop-
ment, so as to truly realize the value-added data of the industrial information service
platform and contribute to the promotion of industrial development.

6 Conclusion

Based on the information ecology theory, this paper carries out an in-depth study on
the data security of industrial information service platform. The data ecological frame-
work of industrial information service platform is constructed by the three elements of
data subject (data manager, data builder and data consumer), data ontology (data re-
sources) and data environment (external environment and internal environment), and
the representative data security problem is analyzed from the actual situation of the
constituent elements and element interactions, and the data security of industrial infor-
mation service platform is constructed with the goals of strengthening data security,
exploring the value of data and guaranteeing data services. Finally, it constructs the
data security governance framework of industrial information service platform with the
goal of strengthening data security, exploring data value and guaranteeing data service.
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From the data subject dimension, it is recommended that data managers strengthen
the top-level design of data security, enhance data security control from the perspec-
tives of organizational construction, management system, etc., and data builders and
data consumers pay attention to improving data security awareness; from the data on-
tology dimension, it is recommended to promote the research of data rights and pricing
mechanism, standardize the data collection process, and ensure the safe flow of data
throughout the life cycle; from the data environment dimension, it is recommended to
build a secure data security governance framework through the technical system and
operation system, and to build a secure data security system through the technical sys-
tem and operation system. From the dimension of data environment, it is recommended
to build a safe data environment through technical system and operation system, pro-
mote data opening and sharing, and optimize the ecology of industrial data service.
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