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ABSTRACT

The buying and selling of accounts—especially bank accounts—has grown to be a major
problem as digital transactions become more commonplace. Nonetheless, the legal structure
presents difficulties for law enforcement because it is unclear how account trading is
regulated, notably with relation to Indonesia's Information and Electronic Transactions Law
(ITE Law). The purpose of this research is to evaluate the efficacy of current legal
frameworks, explore the difficulties and consequences of account trading in the context of
the digital economy, and make suggestions for reforming governance. This study, which
takes a normative juridical approach, uses legal texts and literature reviews as secondary
data sources. Research questions are addressed through qualitative analysis, with an
emphasis on the creation and application of account trading policies. The study finds that
the ITE Law has ambiguities about account trading that could jeopardize the security of
personal data and impede law enforcement actions. To properly address these issues,
governance change is necessary, necessitating updated legal frameworks, improved
institutional capabilities, stakeholder collaboration, and public education. In order to tackle
the intricacies of account trading, it is imperative to improve rules, bolster law enforcement
capacities, foster public consciousness, and fortify stakeholder participation. Efforts should
also be directed toward strengthening law enforcement and monitoring systems and
protecting personal data.

Keywords: Account trading, digital economy, governance transformation, legal certainty,
law enforcement.
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1. INTRODUCTION

As society and technology advance, people are increasingly reliant on digital tools,
including for communication. Nearly all global economic activities, particularly in
Indonesia, utilize the internet and electronic systems. Among these activities is online
transactions, commonly referred to ase-commerce.(Ranto,2019)

Technological advancements have spurred rapid business expansion, enabling the
exchange of information across longdistances and facilitating transactions without the need
for physical meetings, relying instead on computers and telecommunications equipment.
This development in information technology is reshaping global society, transcending
territorial limitations. The internet and information technology, innovations of the past
decade, have profoundly impacted human life, revolutionizing various activities by offering
efficiency, effectiveness, and mobility. However, the misuse or improper use of these
technological advances also introduces new challenges and issues.(Hanim, 2011)

Various online scams, employing diverse tactics to trap victims, illustrate this
phenomenon. Criminals often employ specific bank accounts asa toolto persuade potential
victims, typically avoidingthe use of personalaccounts. CNBC discovered the sale of such
accounts on the Tokopedia e-commerce platform through a search for "bank account".(Yuni
Astutik & RahajengKusumo Hastuti,2020)

The buying and selling of bank accountsis openly conducted on social media platforms
such as Facebook, Tokopedia, Shopee, and others.(Tim Kompas,2023) The transactions
within this industry entail a legal association between the involved parties. Such a legal
association, stemming from an agreement, entails rights and obligations for the parties
involved.(Pridbadi, 2021)

Trading account numbers belonging to others is akin to selling personal data,carrying
inherent risks related to banking. In the hands of unscrupulous individuals, such data can
be exploited forillicit purposes like online gambling or money laundering. For instance,a
perpetratormight use someone else's ID card to create an account number, later utilizing it
to facilitate criminal activities. Ironically, the unwitting owner of the account number may
find themselves reported to the authorities for fraud. Moreover, even if the data owner is
aware of the account numbersale and receives money from it, they may be unaware of'its
criminal use, posing challenges forlaw enforcement in applyingrelevant statutes, especially
in casesinvolving technology-mediated transactions.

The prevalent occurrence of account numbersales indicates a considerable demand for
such services within the market. Several factors contribute to this phenomenon, including
the desire forprivacy, deception, the demand for disguised identities, and financial motives.
However, it's crucial to recognize thatselling account numbers without the owner's consent
is unlawful and can lead to severe repercussions. In response, governmental and law
enforcement bodies must take action to address this phenomenon and safeguard the public
from potential fraud and deceit.

In essence, law comprises norms and sanctions designed to govern human conduct.
From this perspective, the primary role of law is to oversee human behavior, delineating
permissible actions and prohibiting others. In Indonesia, the legal framework governing
advancements in information technology is delineated in Law Number 11 of 2008
concerning Information and Electronic Transactions, with its implementation specified in
Government Regulation Number 82 of 2012 regarding the Implementation of Electronic
Systems and Transactions. These legislative instruments serve askey pillars for addressing
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issues within the realm of information technology, including those arising in online
transactions forelectronic goods. Additionally, as per Article 1 Paragraph 2 of the ITE Law,
electronic transactions are defined as legal acts conducted using computers, computer
networks, and/orotherelectronic media.(Maryanto,2021)

The concept of online buying and selling refers to a transactional process where the
interaction between the seller and buyer occurs remotely, without the need for physical
meetings. Communication between the parties involved can take place through various
channels such as chat, telephone, SMS, WhatsApp, and othersimilar means. As described
by W. Purwo and Anang Arief Wahyudi, this form of commerce is commonly referred to
as e-commerce. E-commerce encompasses a dynamic array of technologies, applications,
and business procedures that facilitate connections between businesses, consumers, and
specific communities via electronic transactions, involving trade in services and
information conducted through electronic platforms. Another interpretation characterizes e-
commerce as the buying, selling, and exchange of goods and services facilitated by
electronic systems. This entails electronic funds transfers, data exchange, and automatic
inventory management,amongother functionalities.(Pratama,2020)

From this standpoint, the primary concern revolves around two key issues. Firstly, the
connection between the regulatory framework governing the buying and selling of accounts
as outlined in Law Number 1 of 2024, which amends Law Number 11 of 2008 concerning
Information and Electronic Transactions, and the establishmentoflegalcertainty. Secondly,
the linkage between the implementation policies concerning individuals involved in buying
and selling accounts, as stipulated in Law Number 1 of 2024, and the assurance of legal
certainty.

Inlight ofthe challenges and opportunities presented by technological advancements, a
governance transformation is essential. Governance transformation involves the evolution
of policies, regulations, and institutional frameworks to effectively manage and oversee the
digital landscape. This transformation is critical to address the new issues arising from the
digital age, such as online scams, privacy concerns, and cybercrime. In Indonesia, this
entails not only updating existing laws but also ensuring their implementation aligns with
the dynamic nature of technology and e-commerce.

Governance transformation aims to create a regulatory environment that fosters
innovation while protecting public interests. This involves enhancinglegal frameworks like
the Information and Electronic Transactions Law (ITE Law) to cover emerging threats and
ensure robust enforcement mechanisms. Additionally, it requires the development of
policies that promote digital literacy and cybersecurity awareness among the public to
mitigate risks associated with online activities.

Effective governance transformation also relies on collaboration between various
stakeholders, including government bodies, law enforcement agencies, private sector
entities, and civil society. This collaborative approach ensures that diverse perspectives are
considered in policy-making, leading to more comprehensive and effective regulations.
Moreover, it facilitates the establishment of mechanisms formonitoring and evaluating the
impact of these policies, allowing for continuous improvement and adaptation to new
technological trends.

Ultimately, governance transformation is about creating a resilient and adaptive legal
and regulatory system that can keep pace with the rapid evolution of technology. It aimsto
balance the need for innovation with the imperative of protecting individuals and
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maintaining social order, thereby ensuring that technological advancements contribute
positively to societal development.

2. LITERATURE REVIEW

Indonesia is a legal state asreferred to in Article 1 paragraph 3 ofthe 1945 Constitution,
which means that everything must be based on and regulated by law. (Siallagan, 2016).
Based on that,all forms of Bank products must be regulated by law, such as bank account
numbers which serve as a meansto hold fundsandalso represent personal identity within
them. Banks are institutions that gather funds from the public in the form of deposits and
channel them to the public in the form of credit or other forms in order to improve the
standard of living of the community.(Shandy Utama et al, 2021). Therefore, law
enforcement is essentially a process to realize legal objectives into reality. Based on this,
Sudikno Mertokusumo emphasizes thatlaw enforcementshould alwaysbe inseparable from
certainty, justice, and utility. In line with these three values, Satjipto Raharjo statesthatlaw
enforcement is an effort to realize ideas about justice, legal certainty,and social utility into
reality. The process of embodyingthese ideasis the essence of law enforcement. (Muhamad
Erwin, 2012)

The digital age, marked by rapid technological advancements, necessitates a
transformation in governance to address the new challenges and opportunities that arise.
Governance transformation involves updating and evolving policies, regulations, and
institutional frameworks to effectively manage and oversee the digital landscape. In
Indonesia, this transformation is crucial to address issues such as online scams, privacy
concerns, and cybercrime, which have become prevalent with the increased use of digital
tools and e-commerce.

Governance transformation aims to create a regulatory environment that balances
innovation with the protection of public interests. This involves enhancing legal
frameworks, such asthe Information and Electronic Transactions Law (ITE Law), to cover
emerging threats and ensure robust enforcement mechanisms. It also requires the
development of policies that promote digital literacy and cybersecurity awareness among
the public, thereby mitigating risks associated with online activities.

A key aspect of governance transformation is ensuring that law enforcement is equipped
to handle the complexities of the digital era. This includes training law enforcement officers
in cybercrime investigation techniques, establishing specialized cybercrime units, and
fostering international cooperation to tackle cross-border cyber threats. Effective
governance also requires collaboration between various stakeholders, including
government bodies, law enforcement agencies, private sector entities, and civil society. This
collaborative approach ensures that diverse perspectives are considered in policy-making,
leading to more comprehensive and effective regulations.

Moreover, governance transformation involves the continuous monitoring and
evaluation of policies to ensure they remain relevant and effective in the face of rapid
technological changes. This dynamic approach allows for the adaptation of legal and
regulatory frameworks to new technological trends, thereby maintaininga balance between
innovation and regulation.
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In the context of banking, governance transformation is essential to address the sale and
misuse of bank account numbers, which represent a significant threat to personal data
security and financialintegrity. By implementing robust legal frameworks and enforcement
mechanisms, Indonesia can safeguard the public from potential fraud and ensure that
bankingpractices remain secure and trustworthy.

Ultimately, governance transformation is about creating a resilient and adaptive legal
and regulatory system that can keep pace with the rapid evolution of technology. It aimsto
ensure that technological advancements contribute positively to societal development,
fostering an environment where innovation thrives while public interests are protected. This
transformation is vital for maintaininglegal certainty, justice, and utility in the digital age,
aligning with the principles emphasized by legal scholars such as Sudikno Mertokusumo
and Satjipto Raharjo.

3. METHODOLOGY

This study adopts a normative juridical approach, relying on secondary data sources
for analysis. Primary data consists of legal texts, including laws and regulations, while
secondary sources encompass books, articles from journals (both in print and online), and
other library materials. Additionally, tertiary sources such as dictionaries are consulted.
These materials are thoroughly examined and presented descriptively. Subsequently,
qualitative analysis is conducted to address the research questions, leading to conclusions
and recommendations.

4. DISCUSSION
4.1. The Policy Formulation Regarding The Sale and Purchase Of Accounts In The
Amandement To Law Number 11 0f 2008 on Information and Electronic
Transactions, as Outlined in Law Number 1 of 2024, Aims To Ensure Legal
Certainty

Each law upheld by society encompasses the principle of certainty, including the
inherent laws within society (living law). This certainty principle is a fundamental aspect
of every law's creation, ensuring a sense of justice and fostering order. These principles
suggest thata law is deemed to possess certainty when it predates or is established before
the actions it regulates occur (principle of legality). This pursuit of certainty stands asa
primary objective of law, alongside justice and societalbenefit.(Remaja,2014)

A contract is a product of mutual consent between two or more parties, detailing the
matters they wish to execute, the method and timeline of execution, and the parties
responsible for carrying out the agreement. In the context of online sales and purchases,a
contract is deemed legitimate if it satisfies subjective and objective criteria. Compliance
with these criteria confirms the validity of the contract. Contracts also establish the rights
and responsibilities of the parties involved, underscoring the significance of meeting all
prerequisites for validity. In the event of future issues or disagreements, resolution can be
sought by referring to the terms outlined in the agreed-upon contract.

Hence, the exponential expansion of electronic transactions necessitates legislative
measures. These regulations should offerprecise definitions of accountbuyingand selling
within a legal framework, encompassingcrucial elements like the account owner's consent,
permissible account types for trading, and relevant legal constraints. Moreover, the
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legislation must criminalize the sale of account numbers without the owner's authorization,
imposing stringent legal penalties. This entails explicit prohibitions, sanctions, and
enforcement protocols. Additionally, the law should encompass provisions governing the
safeguarding of account holders' personal information in the context of account
transactions. This encompasses policies on data utilization, disclosure, and response
protocols in the event of a data breach. Furthermore, it is imperative to outline the
responsibilities of online platforms facilitating account transactions, including identity
verification, transaction oversight, and reporting suspicious activities to authorities.
Moreover, the policy should delineate clear procedures for resolving disputes arising from
account transactions, which may involve mediation, arbitration, or legal proceedings.

Given this, it is essential for the law to grant adequate power and resources to the
regulatory body responsible foroverseeing and enforcingregulations regarding the sa le and
purchase of accounts. Moreover, there is a need to implement public education initiatives
concerning the hazards and repercussions associated with engaging in illicit account
transactions. This can enhance public consciousness and diminish the demand for such
services. Additionally, the formulation of policies must engage diverse stakeholders,
including governmental bodies, financial institutions, online platforms, civil society
organizations, and the broader public.

Considering these factors, the policy regarding the formulation of account sales and
purchases in Law Number 1 of 2024, amending Law Number 11 of 2008 on Electronic
Information and Transactions, will establish a robust framework forensuringlegal certainty
in therapidly expandingdigital economy.

The formulation of prohibited actsin the ITE Law does not specifically addressthe sale
of account numbers as an illicit activity. Law Number 1 of 2024, also known as the ITE
Law, was crafted in response to advancements in information technology within the legal
sphere. Its purpose is to govern all virtual activities undertaken by individuals, reflecting
the evolving landscape of virtualinteractions and transactions.

It is essential to develop policies that prioritize stringent protection of personal data for
account holders to prevent data misuse and safeguard individual privacy. Therefore,
legislation must explicitly stipulate that selling account numbers without owner consent is
unlawfuland may incursevere legal penalties. This measure will aid in mitigating instances
of fraud and deception linked to account number trading. Additionally, policies should
outline the obligations of online platforms or marketplacesthat facilitate such transactions.
They should implement rigorous verification processes and assume responsibility for
ensuring the legality and compliance of facilitated transactions with relevant laws.

Hence, legislation should foster collaboration among online platforms, financial
institutions, and law enforcement agencies to enhance the efficacy of addressing instances
of fraud and illicit account number sales. Given that the effectiveness of the law extends
beyond its content to encompass the legal structure and culture, it becomes evident that
educatingthe public abouttherisks linked toillegal trading of accountnumbersis crucial.
Such efforts can diminish the market demand for such services. Additionally, policies
should bolster enhanced monitoring and law enforcement measures to address infractions
associated with the sale and purchase of account numbers more effectively. Taking these
factors into account, the formulation and execution of policies within Law Number 1 of
2024, amending Law Number 11 of 2008 regarding Electronic Information and
Transactions, can establish a holistic framework to address the issue of illicit account
numbersales, safeguardingpublic welfare and individual privacy.
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In the context of digital transactions and the evolving landscape of online interactions,
governance transformation is critical to ensure thatregulatory frameworkskeep pace with
technological advancements. Governance transformation involves modermizing and
adapting the legal and regulatory infrastructure to address new challenges posed by the
digital economy.

One key aspect of governance transformation is the development of comprehensive laws
and regulations that address the specificities of digital transactions. This includes updating
existing laws to cover new forms of cybercrime, such as the illicit sale of bank account
numbers, and ensuring that these laws provide clear definitions, penalties, and enforcement
mechanisms. Effective governance requires that laws are not only reactive but also
proactive, anticipating future trends and threatsin the digital space.

Another important element is the enhancement of institutional capacities. Regulatory
bodies must be equipped with the necessary resources, technology, and expertise to
monitor, regulate, and enforce digital transaction laws effectively. This might involve
setting up specialized units within law enforcement agencies dedicated to tackling
cybercrime and fraud related to digitaltransactions. Training programs forlaw enforcement
officers on the latest cyber threatsand investigative techniques are essential to ensure that
they can effectively address and mitigate risks.

Governance transformation also calls for increased collaboration between various
stakeholders. This includes not only governmental and regulatory bodies but also private
sector entities such as financial institutions, online platforms, and cybersecurity firms. A
collaborative approach ensures that policies and regulations are well-informed, practical,
and have the support needed for effective implementation. For instance, online platfoms
should work closely with regulatory bodies to implement robust verification processes and
promptly report suspicious activities.

Public educationand awarenessare crucial components of governance transformation.
By educating the public about the risks and legal consequences of engaging in illicit
activities like the sale of account numbers, it is possible to reduce demand forsuch services
and promote saferonline behavior. Public awareness campaigns can also inform individuals
about howto protect their personal information and recognize potentialscams.

Moreover, governance transformation should include mechanisms for regular review
and adaptation of laws and policies. The digital landscape evolves rapidly, and legal
frameworks must be flexible enough to adapt to new developments. This might involve
establishing advisory committees or task forces that continuously assess emerging threats
and recommend updates to laws and regulations.

Finally, governance transformation must prioritize the protection of personal data and
privacy. Strong data protection laws are essential to safeguard individuals' personal
information from misuse and abuse. Legislation should mandate stringent data protec tion
measures for all entities involved in digital transactions, including requirements for secure
data storage, limited data sharing,and protocols for responding to data breaches.

In conclusion, the transformation of governance structures is essential to address the
complexities of the digital economy and ensure that legal frameworks are equipped to
handle the challenges posed by technological advancements. By developing
comprehensive, forward-looking laws, enhancing institutional capacities, fostering
collaboration, educating the public, and prioritizing data protection, governance
transformation can create a secure and trustworthy environment for digital transactions.
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This, in turn, will support the broader goals of legal certainty, justice, and societal benefit
in the digital age.

4.2. The Implementation Policy For Individuals Engaging In The Buying And Selling
Of Accounts Under Law Number 1 of 2024, Amending Law Number 11 of 2008
Regarding Information and Electronic, Is Closely Tied To Legal Certainty

An electronic contract, as defined by the ITE Law, pertains to agreements formed
between parties using electronic systems. Such contracts are established when a legal entity
conducts transactions or legal activities through computers, computer networks, or other
electronic means. These transactions may take place through electronic contracts or
alternative forms of agreements, serving as mutualagreements between involved parties.

The validity of an agreement is fundamentally independent of its physical form.
Whether in print or electronic format, verbalor written, anagreement is legally recognized
if it fulfills the criteria outlined in Article 1320 of the Civil Code. These conditions entail
mutualconsent between the parties involved, legal capacity to act, a defined subject matter
of'the agreement, and the presence of a lawful consideration.(Triantika etal., 2020)

Furthermore, Government Regulation Number 71 of 2019 delineates the specific legal
prerequisites for an electronic agreement or contract, stipulating that it must entail mutual
agreement between the parties involved. It must also be executed by a legally competent
entity or a representative with the requisite authority as per statutory regulations.
Additionally, the agreement must pertain to specified matters,and the transaction's subject
mattermust not contravene statutory regulations, ethical standards, or public order.

Electronic contracts,as sanctioned by the ITE Law, hold validity as legal evidence, as
electronic information and/ordocuments serve as an extension of legal evidence within the
framework of procedural law applicable in Indonesia.

Regarding the significance of openingbank accounts in driving economic activities, any
infractions related to this process can pose risks to customers and tarnish the image of
financial institutions. Hence, it's imperative to conduct a review of regulations to discern
any discrepancies stemming from either misinterpretations or deliberate violations.
Pinpointing issues like customer misconceptions and ambiguous regulations is crucial,
demandinga thorough examination of bankingethics.(Lubis & Machmud,2024)

In instances where bought or sold accounts, whether acknowledged or not, are utilized
forillicit activities such as fraud or money laundering, this poses a legal conundrum with
significant ramifications. Law enforcement entities, such as the police, tasked with
uncovering the truth through investigations and inquiries, encounter challenges in applying
regulations pertaining to account transactions. Instead, they resort to regulations addressing
subsequent offenses like fraud,as outlined in Article 378 of the Criminal Code. This article
stipulates that individuals who, with the intent of gaining unlawful benefit for themselves
or others, employ false identities or deceitful practices to induce another person into
relinquishing property or forgiving a debt, are subject to a maximum imprisonment of four
years for fraud.

Furthermore, those engaged in online buying and selling may also fallunderthe purview
of Article 28, paragraph 1 of the ITE Law. This provision addresses individuals who
deliberately disseminate false and misleading information leading to financial losses for
consumersin electronic transactions.
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Moreover, concerning the trade of account numbers containing personal data, the ITE
Law lacks a specific definition of personal data. Nevertheless, it stipulates that users
accessing information via electronic means pertainingto an individual's personaldata must
obtain consent from the concerned individual, unless statutory regulations state otherwise.

Additionally, if fraud is confirmed, in accordance with the initial provisions outlined in
paragraph (1) of Bank Indonesia Regulation Number 2/19/PB1/2000 regarding the criteria
and procedures for authorizing or granting written consent to disclose bank secrets, it is
stipulated that freezing and/or seizing deposits held underthe name of depositors who have
been identified as suspects or defendants by law enforcementauthorities, such as the police,
prosecutor, or judge, can be carried outin accordance with prevailing laws and regulations
without necessitating approval from the Bank Indonesia Management.

Government Regulation Number 71 of 2019 on the Implementation of Electronic
Systems and Transactions defines personal data asinformation pertainingto an individual,
whether identified or identifiable alone or when combined with other data, directly or
indirectly, through electronic or non-electronic means. Additionally, Minister of
Communication and Information Technology Regulation Number 20 of 2016 on Personal
Data Protection in Electronic Systems stipulates that personal data of certain individuals
must be accurately stored, maintained, and safeguarded for confidentiality. Furthermore,
specific individual data refers to authentic information associated with and capable of
identifying an individual, directly or indirectly, in accordance with legal provisions.

Although there are various regulations protecting personal data,thereis still ambiguity
in determining and regulating the buying and selling of account numbers in the ITE Law.
This lack of clarity hampers law enforcement, where law enforcement agencies, such asthe
police, face limitations in handling cases related to account numbertransactions due to the
absence of specific provisions or the need for expanded authority. Additionally, identifying
perpetrators of these activities is difficult, often done anonymously orusing fake identities.
The issue becomes more complex with the challenge of gathering sufficient digital
evidence, given the easily changeable and difficult-to-trace digitalnature. Furthermore, law
enforcement also faces difficulties in coordinating with online platforms facilitatingaccount
number transactions. Lack of cooperation from relevant parties hinders law enforcement
efforts and prevention. Moreover, there is still a lack of public awareness and legal
education regarding the risks and consequences of buying and selling account numbers.
Without a clear understanding of the legal implications, individuals may engage in these
activities without considering the repercussions. The complexity of protecting personaldata
in account transactions adds to law enforcement challenges. Effective protection requires
cooperation among governments, financial institutions, and online platforms to identify,
prevent, and address theseillegal practices.

Therefore, it is crucial to refine more precise regulations, enhance the capabilities of law
enforcement officers in managingdigital cases, raise legal awareness and public education,
and bolster cooperation among all pertinent stakeholders. Additionally, concerted effoits
are needed to enhance the safeguarding of personal data and fortify a more efficient
monitoring and law enforcement mechanism foraddressinginstances of buying and selling
illegal accountnumbers.

Governance transformation is essential to align legal frameworks with the rapid
advancements in technology and the evolving nature of digital transactions. This
transformation involves updating laws, enhancing institutional capacities, fostering
collaboration amongstakeholders,and promotingpublic awareness.
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To effectively govern electronic contracts and transactions, it is imperative to update
existing laws and introduce new regulations that address the specificities of the digital
environment. This includes providing clear definitions of what constitutes the illicit sale of
account numbers, establishing stringent penalties for such activities, and creating robust
enforcement mechanisms. Laws must be proactive, anticipating future challenges and
technological developments, ensuring thatthey remain relevant and effective.

Regulatory bodies must be equipped with the necessary resources, technology, and
expertise to monitor, regulate, and enforce digital transaction laws effectively. This might
involve creating specialized units within law enforcement agencies dedicated to combating
cybercrime, including fraud and the illegal sale of account numbers. Training programs for
law enforcement officers on the latest cyber threats and investigative techniques are
essential to enhance their capability to address these issues.

Effective governance in the digital age requires collaboration between various
stakeholders, including government agencies, financial institutions, online platforms, and
cybersecurity firms. This collaborative approach ensures that policies and regulations are
well-informed, practical, and supported by all relevant parties. Online platforms should
work closely with regulatory bodies to implement robust verification processes and
promptly report suspicious activities. Financial institutions and cybersecurity firms can
provide insights and technological solutions to enhance the security and monitoring of
digital transactions.

Public education and awarenessare critical components of governance transformation.
Educatingthe public about the risks and legal consequences of engaging in illicit activities,
such asthe sale of account numbers, can reduce the demand forsuch services and promote
saferonline behavior. Public awareness campaigns should inform individuals abouthowto
protect their personal information and recognize potential scams. This effort can
significantly contribute to preventing illegal activities and protecting personaldata.

The digital landscape evolves rapidly, necessitating regular review and adaptation of
laws and policies. Governance transformation should include mechanisms for continuous
assessment of emerging threats and trends, allowing fortimely updates to legal frameworks.
Establishing advisory committees or task forces that monitor technological developments
and recommend necessary legal adjustments can ensure that laws remain effective and
relevant.

Protecting personal data is a cornerstone of governance transformation. Strong data
protection laws are essential to safeguard individuals' personal information from misuse
and abuse. Legislation should mandate stringent data protection measures for all entities
involved in digital transactions, including requirements forsecure data storage, limited data
sharing, and protocols for responding to data breaches. These measures help build trust in
digital transactions and protect individuals' privacy.

Governance transformation is crucial for effectively managingthe challenges posed by
the digital economy, particularly in the realm of electronic contracts and transactions. By
updating laws, enhancing institutional capacities, fostering stakeholder collaboration,
promoting public awareness, regularly reviewing legal frameworks, and prioritizing data
protection, governance transformation can create a secure and trustworthy environment for
digital transactions. This holistic approach not only addresses the issue of illicit account
number sales but also ensures legal certainty, justice, and societal benefit in the rapidly
evolving digital age.
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5. CONCLUSION AND RECOMMENDATION

In the ever-evolving digital landscape, the phenomenon of buyingand selling accounts
has emerged, with bank accounts being traded as commodities. While Electronic
Agreements or Contractsare governed by the ITE Law asvalid a greements, the practice of
trading accounts poses complex challenges in the legal and financial realms. One crucial
aspect is the safeguarding of personal data. Despite legal frameworks in the ITE Law
addressing data protection, the absence of clear definitions and regulations regarding
account tradingimpedes law enforcement efforts. This presents new hurdles forauthorities
in identifying culprits, gathering digital evidence, and liaising with online platforms
facilitating this illicit activity. Furthermore, handling account tradingcases is compounded
by elements like fraud and money laundering, necessitating robust law enforcement to
mitigate customerlosses and uphold financialinstitution integrity.

Governance transformation is essential in addressing these challenges effectively. This
transformation involves updating and refining laws to provide precise definitions and
stringent penalties for illicit activities related to account trading. Enhancing institutional
capacities is crucial, equipping regulatory bodies and law enforcement agencies with the
necessary resources, technology, and expertise to monitor and enforce digital transaction
laws. Collaboration among stakeholders—government agencies, financial institutions,
online platforms, and cybersecurity firms—is vital to ensure comprehensive and practical
policy implementation. Public education and awareness campaigns play a critical role in
mitigating participation in unlawful practices by informing individuals about the risks and
legal repercussions of account trading. In conclusion, governance transformation through
updated laws, enhanced institutional capacities, stakeholder collaboration, and public
education is imperative to effectively manage the complexities of account trading. This
holistic approach ensures legal certainty, protects personal data, and upholds the integrity
of financialinstitutions, thereby fostering a secure and trustworthy digital environment.
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