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Abstract

Secure two-party computation is always the focus in the international crypto-
graphic community, and establishing a secure two-party computation for determin-
ing the equality of data is a fundamental and crucial task within this field. There
is still substantial room for improvement in terms of efficiency and security, so it is
worth exploring further. In this paper, two theorems are proved from camera imag-
ing of straight lines on a flat surface and the equality judgement of data between the
two-party is innovatively converted into judging whether the inner products of the
vectors owned by the two parties are zeroes. Based on the specific property of these
vectors, a security protocol is established to determine whether those inner prod-
ucts are zeroes, which realizes the protocol scheme of judging the data equality of
two-party under the semi-honest model and analyses its security theoretically. The
scheme needs key stream for dynamic data encoding, since only basic arithmetic
operations (integer addition, subtraction and multiplication) and a final modulus
operation are required after encode without high-order and decimal operations, and
the communication complexity is O(1), which greatly improves the efficiency. This
scheme may not fit for malicious model, we could use the existing agreements of
malicious model to determine whether those inner products are zeroes, by the con-
version in this paper we also could complete the equality judgement.

Key words: Secure Multi-party Computation, Data equality test, Semi-honest model, key
steam

1 Introduction

Secure two-party computation (2PC) is a field of cryptography involving two mutually
distrusting parties who wish to securely compute an arbitrary function on their private
input so that each of them can learn some private outputs. This field is proposed by
Yao [1], who proposed a protocol for the millionaires’ problem, that is, to determine
which of the two participants is richer, so that no information about a party’s amount
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of assets is leaked to the other party, specifically for the semi-honest model where both
parties are assumed to follow the prescribed protocol. It lays the groundwork for sub-
sequent research of cryptography and privacy protection. In [2], Cleve demonstrated an
impossibility by revealing that certain functions could not be computed with complete
fairness unless there was an honest majority. Subsequently, Goldreich et al. [3] presented
a solution within the malicious setting, where one of the parties might deviate arbitrarily
from the prescribed protocol, offering a general theoretical resolution to issues in secure
multi-party computation and its security. Nonetheless, the efficiency of this protocol
was hindered as it relied on public-key operations for each Boolean gate in the circuit
describing the function to compute. Subsequent extensive research in the field of 2PC
has led to the development of practically efficient protocols that are secure against both
semi-honest and malicious adversaries [4]- [9]. These studies not only propelled the the-
oretical development of 2PC but also provided practical tools for real-world applications
like e-commerce and data mining.

The private comparison of the equal information is a very important problem. The
development of 2PC protocols also includes various solutions based on comparison prob-
lems, such as Cachin’s third-party based GT protocol and the GT protocol developed by
Ioannidis and Grama using Oblivious Transfer (OT). Boudot [10] proposed a protocol
addressing the socialist millionaires’ problem, wherein two millionaires seek to determine
if they are equally rich. For active adversaries, Lo [11] shows that the equality function
cannot be securely evaluated between two (all-powerful) parties. However, if the addi-
tional assumptions are made, the goal can be obtained. Bogdanov et al. [12] present a
provably secure and efficient general-purpose computation system to address sensitive
data. Damgard [13] used the additional assumption of bounded quantum storage to
achieve the secure evaluation of the equality function. It is possible that an additional
party as considered allow for the secure computation of the equality as well. Yang et
al. [14] proposed an efficient protocol for two-party quantum private comparison with
the TP’s help and the hash function. However, the hash function cannot guarantee a
one-to-one mapping, that is, when two characters are not equal, the corresponding hash
values may be equal, which makes the protocol unable to guarantee the correctness of
the judgement theoretically. The literature [15], with the help of a third party (TP),
proposes an effective equivalent information comparison protocol. Assuming the TP is
semi-honest, that is, the TP faithfully executes the protocol, records all intermediate
calculations, and may attempt to steal the player’s private input from the record, but
he cannot be corrupted by the opponent. In [16], the problem of personalized multi-
keyword ranking search for encrypted data in cloud computing is studied and solved for
the first time under the premise of privacy protection. Furthermore, Couteau [17] intro-
duced new protocols for securely computing the greater than and the equality between
two parties, which is very suitable for large-scale secure computing protocols, including
security comparison (SC) and equality testing.

From a large number of research literatures, the transformation of the research on
secure 2PC from traditional secure two-party protocols to quantum encryption shows
that the problem still has further improvement needs and hopes to find solutions from
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new research methods. To determine whether the data of two-party are equal, the data
of two-party can be converted into the space pinhole coordinates of the third three-
dimensional integer type with non-zero component by injective method according to
the convention. Then, whether the data of the two-party are equal is converted into
whether the three-dimensional integral type space pinhole coordinates of the two-party
are the same. This paper innovatively finds a secure two-party protocol that converts the
judgement of whether the data of two-party are equal to the inner product of vectors from
the principle of pinhole imaging of plane linear. We first analyze the principle of pinhole
imaging of planar straight lines and important conclusions related to the protocol, and
then apply the relevant conclusions to determine whether the two numbers are equal,
and establish a secure two-party calculation to determine whether the two numbers are
equal to the vector inner product. Because the data does not appear separately in each
component of the vector, it can well protect the security of the data.

2 Pinhole imaging principle of straight lines in a plane

2.1 Principle of pinhole imaging

First establish a coordinate system {O; 1,7, k} in the object space, referred as the world
coordinate system. Let Py(xo,yo,20)be the world coordinate of the camera’s pinhole,
The camera axis line passing through the pinhole in the 2’ direction is k' = (I3, ms, n3),
which points from the pinhole towards the outside of the camera, perpendicular to the
receiving screen. The plane perpendicular to the camera axis line at the pinhole is called
the camera plane. Let the direction vector of ' be i’ = (I1,m1,n1) , representing the
horizontal direction of the camera plane, and consequently, the vertical direction of the
camera plane is 3 = k' x i = (I3, m2,n2). Assume the distance from the pinhole to the
plane where the receiving screen is located is d, and that the receiving screen’s plane is
perpendicular to the axis line.

Let P(z,y,z) be any point in the world coordinate system, and (z/,y’,2") be the
corresponding point in the pinhole coordinate system. Then, we have

T l1 lg 13 1'/ i)
Yy | =1 m1 m2 m3 v |+ v
z ny ng N3 2 20
Lol s
Letting & = [z,y,2]", ' = [x’,y’,z’]T, xo = 0,50, 2] , R= | m1 mg ms |,

ny ng n3
then the above equation can be written as £ = Rz’ + xg
Let P'(u/,v', —d) be the correspond point on the receiving screen after pinhole imag-

ing of P(x,y,z), then we have ”;—: = Z—: = ;—,d, denote u' = [u/, v/, 1}T,
—d 0 0
A=| 0 —d o],
0 0 1

then v/ = LAz = %A(RTZC — RTxg), simplifying it we can get u' = %Ax’ =

I8y
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%A[RT t] [m],heret——RTwo.

1
Let the pixel coordinate P’(u’,v’, —d) corresponding to the coordinate P”(u,v) on
u o & wg u’
the receiving screen as the following formula: | v | = | s S g v | here u
1 0 0 1 1
represents the row and v represents the column in the pixel coordinates.
a/ ,y/ UO
Denote K = | s (' vy | and z, = l3x +msy +n3z + 2, then by rearranging the
0 0 1

xr

above formula, we get u = iKA [ RT t ] [ 1

],Whereu:[u v 1 ]T.

By orthogonal decomposition of

—da/  —dvy' g
KA=| —ds —dB vy |,
0 0 1
a oy ug
there exist K= | 0 3 wvo | and # which satisfy
0 0 1
—do!  —dvy'  wug cosf —sinf 0
—ds' —dB' vy | =K' | sinf cosf
0 0 1 0 0 1

/ /
i my ny @
/ /
Denote | I35 m; ny yy | as
/ / /
ly my n3 2z

cosf —sinf 0 i mi n oz
sinf cosf® 0 la ma na y |,
0 0 1 l3 ms ng 26

then it is not difficult to obtain that

(1 mh nf )Tl oy )T

are the world coordinates of the vectors obtained by rotating ', 3’ counter-clockwise
0 within the horizontal plane of the pinhole coordinate system.

For the ease of subsequent discussion, the two vectors after rotation are still denoted
asi = (11 mi ni)T,5' = (1la ma n2)T. In the new pinhole coordinate system
{Py;', 3" K"}, let (2,4, 2{) be the coordinates of the world coordinate system’s origin
in this system. For convenience, we still denote (z{, v}, 2) = (2§, ¥, 20) , | RT t ] =

/ / / 1
L my ny x a vy up
/ / / /!
l5 my ny yo |and K=| 0 B v
Iy mh nf 2 0 0 1

Using the agreed notation, leading to the following vector form pinhole imaging formula:

u:zlpK[RT t][ﬂ (2.1)
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Assuming there is a receiving screen shifted outward by one unit on the horizontal
plane of the new pinhole coordinate system, then the coordinate of the pinhole imaging

point u = (u v 1)7T satisfies v’ = i [ RT t ] { :f ] After undergoing rotation,
o v wg
translation, and stretching transformations K = | 0 [ wvg |, the pixel coordinate
| 0 0 1
u a v u | [
(u,v) satisfies the formula | v | = | 0 5 wp v" | , which collectively repre-
1 0 0 1 1

sents Imaging Formula (1). This understanding is equivalent to the principle of pinhole
imaging.

2.2 Imaging lines that correspond to straight lines

Let Pi(x1,1,y1) be a fixed point , and v = (I,m,n)? be the direction vector of a line
passing through P;. For any point P(x,y, z) on this line, P(x,y, z) satisfies the equation:

T—x1 _ Y=yi _ z—21

m n -
Let P”(u,v) be the pixel coordinates obtained using the pinhole imaging formula
= . =7 > 1/ .
(1). Denote a = (v,PyP1,7), b = (v,PoP1,3'), ¢ = (v,PoP1, k'), according to the
equivalent principle of pinhole imaging, the corresponding imaging line equation for the

above spatial line is:
u

(a,b,c) K| v | =0
1

= .
Since the three components of (a, b, ¢) are the inner products of v x PyP; with ', 5/, k'

respectively, in the world coordinate system, (v x PyP;)R precisely corresponds to vector
(a,b,c). Thus, the line equation in the pixel coordinate system can be simplified to

u
(vx RRP)R)K™' | v | =0.
1

s s

Here v x PyPy = (v x PyP,)E

- (<’U7POP177:)7 ('Uv P()Plvj)a (’U, POPI') k:)) .

Assuming that the pinhole does not originate from the horizontal plane of the world
coordinate system. Therefore, the third component of its world coordinates is not zero,
and this assumption is followed throughout. Suppose there are vectors of three lines on
a plane passing through the origin of the world coordinate system and their respective

V1 X P01P1
points denoted as v;, P;,i =1,2,3 . Let My} = | vy x Py P, | be an invertible matrix,
T
V3 X P01P3
where Py is the pinhole coordinate.
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Additionally, consider the vectors of three other lines on the previously discussed
’U/l X POQP,
plane and their respective points as v}, P/,i =1,2,3 . Let My = vl X Py Py | be an
’Ug X P02P3/
invertible matrix, where Fyo is the pinhole coordinate.

Theorem 1. Assume Mi, My are invertible, the matrix ]\Jng_1 is calculated as men-
tioned above.
1) Let v;, P;,i =1,2,3 and v}, P!,i =1,2,3 be fized,
and the pinhole coordinates Py, Pyz be collinear with the world coordinate origin. If per-
turbations are applied to the two pinhole coordinates while maintaining this collinearity
and fized ratio, then the resulting matriz remains unchanged;
FEspecially, if Py = Py , then Mszl 1s independent of Py .

2) Let v;, P;,i =1,2,3 and v}, P!,i = 1,2,3 be fized, and Py, Py2 be the pinhole coordi-
nates. If Py1 is unchanged and Py is perturbed, then the resulting matriz will necessarily
change;

3) Let v;, P;,i = 1,2,3 and v}, P/,i = 1,2 be fizred,v},i = 1,2 be non-collinear, and
, Po1, Po2 be pinhole coordinates. If Py1 is unchanged and Py s perturbed, then the
resulting matriz will necessarily change. In this case, My is a two-row, three-column
matrix;

4) Let v;, Pyi = 1,2,3 and v, P/,1 = 1,2,3 be fized, and v;,i = 2,3 be non-collinear,
with and Py, Py2 as the pinhole coordinates. Then, if Py1 remains constant and Py is
perturbed, then the resulting matriz Mo M 1(:, 1 : 2) will necessarily change;

Proof: (1) Since the concepts of co-planarity, collinearity, fixed ratio, and identical
points do not change through orthogonal transformations , and since (MaR)(M;R)™! =
MM, the discussion of v, P, i = 1,2,3 and v}, P/,i = 1,2,3 from a general plane
passing through the origin can be transformed into a discussion from the horizontal plane
in the world coordinate system.

<v1,1@iz‘> (v1.PuPl.j) (1. PP )
As My = (UQaPLP%vi) (U27‘@>7j) (v27‘@>7k) ’
(v3, Po1Ps,4)  (vs, PorPs,3)  (vs, PorPs, k)

let v;,7 = 1,2, 3 be parallel to the horizontal plane of the world coordinate system, with
the world coordinates of P;,i = 1,2,3 being (z;,¥;,0) . Let the coordinates of Py; be
(w01, Y01, 201) , and let vy, = (An, 15, 0) , then

)\n Hn 0

(Vn, Po1 P, %) = |Tn — To1 Yn — Yo1  —201| = —2014n,
1 0 0
An thn 0

% .
(Vn, Po1Pn,J) = |Tn — Zo1 Yn — Y01  —201| = 201An,
0 1 0
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An thn 0
(U, Po1Ppy k) = |Tn — 201 Yn — Y01 —201| = M(Yn — Y01) — tn(Tn — To1)-
0 0 1

For similar notations regarding v}, P/,i = 1,2,3 and Py2 , we have

—zoopthy  2o2N) ANL(Y) — yo2) — ph(2) — 202) —Z201H1  202A1 Y11 — T1p
My = |—zo2pty 2020y Ay(yh — Yo2) — ph(xh — wo2)|. Since My = | —zo1pi2 zo1A2 Yoo — Tapo
—zo21t3 20273 A3(y3 — yo2) — pz(ws — wo2) —Z20113 20123 Y3A3 — T3U3
o i
201 ’
0 0 1
—Z01M1  201A1 Y1A1 — T1p
so |Mi| = |—zo1p2  2Zo1d2  Y2A2 — Tapa
—Z01M3 20123 Y3A3 — T3U3
p1 A1 YAl — wp
=28 |u2 A2 y2da — oo
p3 A3 Y33 — w343
After simplification, we get
My(1,:) M (5, 1) =
—202//1 !
202)\/1
(= (52 = 22) 2021 + (57 — %2) 202
+A1Y) — )
p1 A1 YAl — T
—z01|fl2 A2 Yoo — Tapo

p3 A3 YsA3 — T3p3
A2 Yado — Tapa| |
A3 Y3A3 — T3p3
M2 Y22 — Tapin

X
M3 Y3A3 — T343
M2 A2
—Z
Mlus A3

If ]_301 and Py are collinear with the world coordinate origin, then dJv such that
(201, Y01, 201) = V(x02, Yo2, 202) - Since the pinhole coordinates are not on the horizontal
plane here zg; # 0, thus v #£ 0 .

Therefore, —%0L 4 Z02 — _YTo2 | 02 _ () YoI _ Yoz _ Vyoz _ Y02 _
Z01 202 Vvz02 202 201 202 Vvzo2 202

Consequently,
J%ﬂﬁMf@Di

ok [ (A2 y2)o — @22

A A3 Y3A3 — X33

My1 — 1Ty M2 Y22 — Tapin

p1 A1 YA — T M3 YsA3 — T3/3
p2 A2 Yada — Tapo Cpe A2
K3 A3 YsA3 — T3 B3 A3
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Thus Ma(1,:)M; '(:,1) remains unchanged under condition (1) of Theorem 1. Simi-
larly, Mas(1, :)Mfl(:,j)7 i,7 = 1,2,3 also remains unchanged under condition (1) of The-
orem 1.

—20201  202A\]  YiA] — T

(2) Given My = | —zooph 202Ny  yhNy — abub

—Zo2Ms 2023 YAy — T3

1 0 %22
202
x| 0 1 -2z
202 )
00 1
when other conditions remain constant and only FPpys is perturbed, then at least one of
Zo2 W02 “and zge will change. Due to the invertible of Ms , if zp2 changes, then the first

zo2 ’z02 ’
two columns of My must have a changing component. Therefore, if zg2 remains constant,

then one of %22 22 must change. Consequently, changes, leading to the change of

02
or
202 202
10 -
202

0 1 —ZO% , and thus Ms changes.
0 0 1
(3) Given
B — T )
36532/,/1 - 2,402/)\11)
/ / Yo Ay — Tty ’
R0z 2020 ( +(zo2145 — Yo2 A1) )
when other conditions remain constant and only Fys is perturbed, then at least one of
o2 , Yo2 , and zpe will change. If zgo changes, the components of the first two columns
of Mo must change. Therefore, if either xgs or ygo changes, given the non-collinearity of
Ui,i = 1, 2,
[ $02M:1 —y02)\i1 ] = [ ’uil _)\il } [ 02 ] must change.
To2ky — Y029 Po  —Ay Y02
Consequently, M> changes. With everything else remaining constant, M, ! remains
unchanged, hence Mo M ! changes.
(4) Let
A2 Yoo — Tapo

—Zo2pty  202\] <+(
My =

Al YA — 2

a) = , -
YT yads — s A3 Y33 — T3p3
M oA T M2 Y22 — Tapin

a3 = ) - )
A2 Yoo — Taplo M3 Y3A3 — w33
A =T oA — T
/82 - ) - )
M3 Y3A3 — w33 M2 Y2A2 — Tofio
_p2 A2 M M
n ps sl P s As|” p2 Ao|

M1 A1 YAl — w1
Let m = |us A2 yado — xous|, it is not difficult to obtain

13 A3 Y33z — T3i3
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1 1 0 o1 a] G2 Qa3
M= — 0 1 you Br B2 B3 (2.2)
01 0 0 zo YoY2 s

Therefore, M; *(:,1: 2)
o1+ To1y1 Q2 + Toi172
= =i | Bityom Betyor

20171 20172
1 Tl oM Yor i 1
Let 2" = Y =2 = o , then

Z//al + 1_//,}/1 2”@2 + x,//'.)/2
M (1:2) =22 | 2"Bi+y'v 2B+ y' v
g 72

Because M is invertible and due to equation (2),
ap Qg
B1 P2 | has a rank of 2. v;,i = 2,3 are non-collinear and v; # 0 , it follows by
72
a1 g B B2
T2 o2
When Py changes, (2, 4", 2”) must change. Let the change vector be (Az, Ay, Az), then
(Ax, Ay, Az) is not a zero vector. Assuming Mfl(:, 1 : 2) remains unchanged when only

Azay + Axyr Azas + Axys

Py1 changes under other constant conditions, then =
o1 chans [ AzBi + Ayyr Azfo+ Ayyo

0 0

0 01|’

contradiction that either # 0 or # 0 must be true.

’71 0 aq Al’ T 0
. Y2 0 a9 . 0
ie., Ay | =
0 m B As 0
0 v B - 0
M 0
However, since a2 # 0 or b fo # 0, it follows that | 72 0 ag | #0
12 712 0w A
0 «
m 0 o ”;1 0 al
or [ v 0 ag | # 0, hence 02 52 has a rank of 3. This contradicts the
0 7 B A
7 0 o Az

Y2 0

A
0y B || A
0 v B

existence of a non-zero vector solution (Az, Ay, Az) for
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. Therefore, when Py; changes, Mfl(:, 1 : 2) must change, and thus Mngl(:

o O O O

, 1 :2) must change.

Theorem 2. Assuming My, My are invertible, the matrix ]\42]\41_1 is computed accord-
ing to Theorem 1. Let v;, P;,i = 1,2,3 and v}, P/,i = 1,2,3 satisfy the previous re-
quirements, and Py be the pinhole coordinates. Let Py1 = Pys = Py calculate the matriz
Mat; = Mngl according to Theorem 1, and then calculate the matriz Maty with the
actual Py1 and Py that need to be assessed for equality as pinhole coordinates. Then,
Mat, = Mats if and only if Poy = Poo .

Proof: According to Theorem 1, when Py; = Pyo , applying the same perturbations
to the pinhole coordinates will still result in equality, satisfying the condition of Theorem
1(1). Thus, the calculated matrix remains unchanged under the same perturbations.
Therefore, to determine whether Py; and Py are equal, one can first agree on a set of
pinhole coordinates Py and calculate a matrix Mat; = My M| 1 according to Theorem 1.
As this matrix remains unchanged under the same perturbations, it can be understood
as being calculated with the same pinhole coordinates Fy; according to Theorem 1,
then by FPy; and Py according to Theorem 1 calculate the matrix Maty . Thus, when
Py1 = Py , it follows that Mat; = Mats , and by Theorem 1(2), when Py; # Py ,we
have Mat, # Mats.

From Theorem 1(3), it is known that when v},i = 1,2 are non-collinear, one can
discuss the situation where Ms is a two-row, three-column matrix. In this case, removing
the invertibility condition of My, Theorem 2 still holds.

Theorem 1(4) shows that when v;,i = 2,3 is not collinear, only the matrix MyM; ' (:
,1:2) is discussed, and theorem 2 still holds.

2.3 Preliminary approach to applying Theorem 2 in secure two-party
computation

Suppose Alice has Py, Po1,v;, P;,i = 1,2,3 , and Bob has Py, Py , v,P/,i = 1,2,3.
Both parties first use an agreed set of identical pinhole coordinates Py as Py; and Fyo to
calculate a matrix value Mat; = My M| 1 according to Theorem 1 . Then, both parties
use their respective pinhole coordinates Fy; and Py to calculate a new matrix value
Maty according to Theorem 1. According to Theorem 2, Mat; = Mats if and only if
Py = Poo.
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3 Protocol for Determining Equality of Data Between Two
Parties Based on Vector Inner Product in Secure Two-
party Computation Under Semi-Honest Model

Suppose Alice has three-dimensional integer data Py, and Bob has three-dimensional
integer data FPpo . The objective is to design a secure bilateral protocol without third-
party involvement to determine whether Py; and Pyo are equal. Secure bilateral protocol
under the semi-honest model:

Step 1. Alice or Bob sends the other party a randomly generated pinhole coordinate
Py with integer components, here Py serves as the public key for both parties;

Step 2. Alice and Bob independently generate random vector coordinates with integer
components (the third component being zero) and spatial point coordinateswv;, P;,i =
1,2,3 and v}, P!,i = 1,2,3 as private keys. M; (:,1) =

201\2 Yoo — Tapi2 i
I -1 20123 Y3A3 — T3p3
1| 1 _i _‘ —Zo1p2  Y2A2 — Tafi2
M 0 0 f(“ —201M3 Y3A3 — T3/3
—Z201[42 2012
L —20143 20173 i
X 200 0 zo1
M1 A1 YAl — T 8 Zgl Zgi
—zo01| fl2 A2 Yado — Tafio
M3 A3 Y3A3 — w33
[ A2 y2Ao — xap2
A3 Y33 — 1343
« M2 Y22 — Tafio
M3 Y3A3 — T3U3
M2 A2
| =01 M3 A3

The calculation results here are fractions, with numerator and denominator computed
separately. Alice calculates two matrices under her selected private key for pinhole
coordinates Py and Fy; , denoted as M1, M1 . Bob calculates two matrices under his
selected private key for pinhole coordinates Py and Fys , denoted as Moy, Moo

Step 3. Alice and Bob determine whether the calculated matrix M21Mﬁ1 is equal
to M22M1_21. According to Theorem 2, if they are not equal, then Py # Pye; if they are
equal, then Py; = Pys. Here, matrix operations follow the secure two-party computation
of vector inner products.

Explanation: To determine whether MglMﬁl is equal to MQQMle, consider that

M1 A1 Y1AL — T
each component of Mﬂl has the same denominator ¢ = —zg | g2 A2 Yads — Xouo | #
p3 A3 Y33 — w3p3
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H1 A1 1AL — X
0, and each component of M. 1_21 has the same denominator go = —zg1 | 2 Az Yodo — Tous | #

H3 A3 Y3A3 — x3p3

0. Therefore, it suffices to determine whether Ma; (201 M7;)is equal to Maa (2o M7s).
Here, M{,and M, are the adjoint matrices of the corresponding matrices, with each
component corresponding to the inner product of two vectors. The equality of two inner
product operations can be assessed by rearranging and combining the vector components
to determine if the inner product is zero. Secure Two-party Computation of Vector Inner

Products: Alice has a vector (z1, 9, - ,x,), and Bob has a vector (y1,y2, -, Yn).
Consider a secure bilateral protocol between them without the involvement of a third

party.

Step 1: Alice randomly generates two integers a # 0,7 as a key and sends (ax1 + r,axe + 7, -+ ,axy, + 1)

to Bob,

Step 2: Bob randomly generates a non-zero disturbance term b and calculates ¢; =
ax1y1b+ry1b+ axoysb+rysb+ - - - + axpynb+ ry,b and co = y1b+y2b+- - -+ y,b , which
he sends to Alice.

Step 3: Alice calculates

c1 —1rcg = ax1y1b + ry1b + axoysb + rysb + - - -
+aznynb 4+ rynd — 1 (y1b + y2b + - - + ynb) =
a (:C1y1 +Toy2 + -+ + ﬂcnyn) b

Alice determines whether the inner product is zero based on whether the final result
a(x1y1 + z2y2 + - - - + pyn) b equals zero. For instance, when comparing the first row
and first column of the matrix, Alice takes out

al = Z()Mf2(:, 1)

[ (A2 Y22 — wapn
A3 YsA3 — T3

10 2o 2 Y22 — Tafi2
=2 | 0 1 you \
0 0 =z M3  Y3A3 — T3U3
o1 M2 A2
L s Xs
and

az = zo1 M7 (5, 1)
A2 Yada — Topo
A3 Y3A3 — x313

1 0 «
_ 01 yo 12 Y22 — Taflo
o1 0 13 Y3A3 — T3l3
00 = M2 Ao
s A3

After applying the two numbers a % 0,_7’ , then obtains
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[ A2 yada — xapeo
10 o A3 y3>§, —_afug
az | 0 1 you H2 Y272 2/42 b
H3  Y3A3 — T33
0 0 201
2 A2
L M3 A3 i
and )
A2 Y2 — Tapio
10 A3 y3>§s —_9?#3
azo | 0 1 o H2  Y2A2 212 b,
13 Y3A3 — T3U3
0 0 20
Cpe A2
p3 A3 A

then sends them to Bob.
Bob receives these six numbers and, by eliminating ¢ and r , can derive four numbers.

For ease of discussion, let

A2 Y22 — Tap2

_ ’ M2 Yoo — Taflo

a] = 5 5
! A3 Y3A3 — T343 M3 Y3A3 — w303
| B2 A
n p3 A3 |
Then, these six numbers are
azoaq + azoxo1y1 + b azp10 + azp1xoy1 +b
azof1 + azoyoryr +b |,| azo1B1 + azoiyoyr +0
azpzp171 + b azo1zov1 + b

By eliminating a,r, Bob can obtain
by = 2001 +207017v1—2081 —20Y0171
20112020171 —2020171 ’
by = 20112020171 —201 Q1 —201L071
201 +202017Y1 —2020171 ’
by = 2001 +20%0171 — 20181 —Z01¥0V1
2001 +202017Y1—202017Y1 ’
by = Z0Q1 T20L01Y1 ~ 2012071
2001 +2070171—2020171

Thus, Bob can obtain four equations about Alice’s information:
bizoar + b1zoTo171 — b12020171 — 201 —

20T0171 + 2061 + 20yo1y1 = 0

bazoar + bazoTo1v1 — b2zoz0171 — 201 —

2020171 + 20101 + 2012071 = 0

bzzoarr + b3zoTo1v1 — b3zozo171 — Zoa1—

2070171 + 20181 + 2019071 = 0

bazoarr + bazoTo171 — bazozo171 — ZoQ1—

2070171 + 2012071 = 0

which is simplified as follow:
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( (bl — 1) Zo01 + (bl — 1) 20T017Y1—
b1z0z0171 + 2031 + Zoyo1y1 = 0
(bg — 1) Zo01 + (b2 — 1) 20T017Y1—
ba2020171 + zo1a1 + zo1zoy1 = 0
(bg — 1) 20001 + (bg — 1) 20X017Y1—
b32020171 + 201581 + 201y0v1 = 0
(bg — 1) zoo1 + (ba — 1) 200171 —
[ b12020171 + 2012071 = 0
Here, for Bob, a1,81,71, To1, Yo1, Zo1 are unknown variables.
By eliminating 51 , Bob gets
( (b1 — 1) 2020101 + (b1 — 1) zoz0120171 — b1202y M1
+z0y0120171 — (bg — 1) 281 — (b3 — 1) 22z
+bszdzo1m1 — z0zo1yoy1 = 0
(ba — 1) zoay + (b2 — 1) zowo171 — b2z020171+
20101 + 201207y1 = 0
(bg — 1) 2oy + (ba — 1) zoxo171 — bazozo1 M1
+2012071 = 0

Thus, further eliminating «y, ;1 will yield a nonlinear equation about zg1, yo1, 201-

Recalling Theorem 1(4) and the corresponding Theorem 2, when wv;,i = 2,3 are
non-collinear, calculations My M| 1(:, 1: 2) with the agreed-upon Py and Py;,Pp2 remain
unchanged if and only if Py = Poa.

Therefore, Alice only needs to send two columns of data, which means Bob can only
obtain two equations about zg1, ¥o1,201-

Note: Each time an inner product judgement is made, the receiver of the first en-
crypted vector can obtain an equation of the other party’s data without parameters. If
the other party actively attacks, three attempts can establish three equations, thereby
using the obtained information to decrypt the other party’s data.

To further enhance security and enable theoretically rigorous judgements, we can
agree on a sufficiently large integer M .

Secure Two-party Computation of Vector Inner Product: Alice has a vector with
integer components (aj,as, -+ ,a,) , and Bob has a vector with integer components
(b1,b2,- -+ ,by) . A secure protocol is established to enable Alice to determine whether
the inner product is zero, without the involvement of a third party.

In the following discussion, Alice will generate random integers a, and Bob will
generate random integers b. Here, the integer M needs to be greater than the theoret-
ical maximum value of a (a1b; + agbs + -+ + a,by,) b in the case of the agreed range of
a,b, (ar,as, -+ ,a,) and (b1, b, -, by).

Step 1: Alice randomly generates an integer weight a # 0 and disturbance term r as
well as an integer vector (my,ma,- -+, my,)as a key, and randomly generates a sufficiently
1 large integer M that meets the previous requirements, and sends (a X a; +r +miM,a X ag +r +maM, - -+,

a X ap +r+m,M) to Bob,

Step 2: Bob randomly generates a integer interference item b # 0 and calculates
c1 = abai1by + rb1b+ m1Mbib+ abasbo 4+ rbob + moMbob+ - - - + abay, by, + rbpb + m, Mb,b
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and c2 = y1b+ y2b + - - - + y,b , which he sends to Alice,
Step 3: Alice calculates
(c1 — reg) mod M = abayby + rbib + abagba+
rbob + - - - + abanb, + rbyb—
7 (b1b 4 bab+ - - - + byb) =
a(aiby + agby + -~ + ayby) b
Here, Alice uses the two numbers obtained to perform modulo and division operations
on the large integer M , resulting in the following three equations:
ca =bib+bb+---+byb
C3 = a (albl + CLng +-+ anbn) b
c4 = m1b1b + mobob + - - - + mybyb
After eliminating,only the following two equations can be derived:
caa (a1by + agby + - - - 4+ apby) =
c3 (b1 +ba+---+by)
cqa (arby + aghby + -+ - + apby) =
c3 (m1by + maby + - -+ + my,by)
Because Bob provides the row vector data
(b1, b2, b)) = (—201405 201N, Ai (Yi — Yo1) —
pi (T — To1) 5 =204, 20Ni, Ni (Yi — Yo) — pi (T3 — o)
and since there are four parameters A;,u;,z;, y; , only four equations can be obtained
when making two determinations on whether the inner product is zero. Although Alice
knows the corresponding values of ¢, c3, ¢4 , they are not controlled or given by Alice.
Similarly, for the second inner product determination based on the same row vector data
provided by Bob, the two equations obtained also involve ¢4, ¢4, ¢} , not controlled by
Alice, making it impossible to obtain equations that only contain pinhole coordinates
(201, Y01, 201) without other parameters. Therefore, it is sufficiently secure if each row
of Bob’s data is only used for two determinations of whether the inner product is zero.
Thus, Bob’s data is secure. Under such an agreement, due to the effect of modulo
operations, Alice’s data is obviously secure. Whether MoM 1(:,1 : 2) changes only
requires two inner product determinations for each row of Bob’s data. Hence, Theorem
2 corresponding to Theorem 1(4) can determine whether the pinhole coordinate data of
both parties are equal.

4 Conclusion

By adopting certain conventions, this paper introduces two theorems derived from
the imaging of a pinhole in a planar straight line, specifically focusing on the three-
dimensional matrices related to pinhole coordinates. Then, using these theorems, it
converts the task of determining whether the pinhole coordinates of both parties are the
same into checking whether the vector inner product of the integer components they
own is zero. Further, it establishes a protocol for whether this vector inner product is
zero and analyses the potential for information leakage from a theoretical perspective.
Several improvement plans are proposed for various scenarios. Apart from the dynamic



Secure Two-party Computation for Equality of Bilateral Data 19

encryption involved in the initial data conversion to pinhole coordinates, the opera-
tions normally involve only integer addition, subtraction, and multiplication. The final
supplementary protocol for rigorously determining equality involves only large prime
numbers and modulo operations, avoiding the inaccuracies of decimal operations and
the inefficiency of high-power computations. Thus, our protocol is highly practical and
efficient.

For addition, subtraction, and multiplication of large integers that exceed the de-
fault computational capacity of computers, integers can be treated as vectors with each
digit as a component. By customizing the processing of vectors and combining parallel
algorithms, the multiplication and addition/subtraction of large-digit integers can be
calculated. This approach extends the range of operations and greatly enhances compu-
tational efficiency, allowing this paper to determine whether large-digit data are equal.

If the data to be compared involve practical tasks like text proofreading and intersec-
tion of sets, frequent comparisons of whether strings are equal are required. Determining
if strings are identical through binary conversion can be understood as determining if
data are equal. An advantage of this paper is that each time the agreed-upon text strings
to be compared are equal in length, longer than in other literature, allowing for an effi-
cient protocol without the need for modulo operations. The equality judgement of data
between the two-party is innovatively converted into judging whether the inner product
of the vectors owned by the two parties is zero. Based on the specific property of these
vectors, a security protocol is established to determine whether the inner product is
zero, which realizes the protocol scheme of judging the data equality of two-party under
the semi-honest model and analyses its security theoretically. If we allow one party can
access the other’s same data two or more times, this data may not safe, so we need the
key stream for dynamic data encoding such that the data of two parties are encoded
into different ciphertext each time they are judged to be equal. As high-power integer
operations are not needed, this results in a relatively highly efficient and secure protocol.
If the common factor is easily detected by Bob, Alice and Bob could only compute the
matrix Mo M *(:,1) two or more times. A large number of practical simulations show
that there is no such thing as the original unequal information judgement of equality.

This scheme may not fit for malicious model, we could use the existing agreements
[18]- [19] of malicious model to determine whether those inner products are zeroes, by
the conversion in this paper we also could complete the equality judgement.
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