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Abstract. The development of the digital era has had a negative impact on human
behavior. one of which is the increase in the number of cyberbullying cases in
society. There is a shift from traditional bullying towards bullying behavior car-
ried out through digital media. This study aims to examine the literature related
to the development of cyberbullying scales in the world today. The research
method used is a literature review using the PRISMA technique from 15 related
articles. The research results show that the cyberbullying measurement scales that
have been developed are the CBQ and CYB-AGS, where both scales have good
psychometric results. The difference between the CBQ scale and the CYB-AGS
scale is related to the basic concepts used in compiling measurement indicators
in the scale and the age of the user. The impact of this research can be used as a
reference for selecting cyberbullying measurement instruments.
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1 Introduction

In the digital era, bullying behavior has shifted in which bullying behavior is now not
only carried out through real world activities but also digital media or social media
activities, this behavior is often called cyberbullying. Cyberbullying is a form of violent
behavior that is carried out intentionally and repeatedly through digital media in order
to hurt someone [1-6]. In Indonesia, there were 1,895 students who were the victims of
cyberbullying, in which the victims were classified as teenagers [7]. The problem of
cyberbullying among Indonesian teenagers has become a serious issue considering the
negative impacts that can be experienced by the victims of cyberbullying. Research
shows that it can cause distress, depression, anxiety, insomnia, decreased self-esteem,
withdrawal from social environments, anger, sensitivity, substance abuse, decreased
performance at school, and even suicidal thoughts [8—11].

Looking at the negative impacts of cyberbullying and how it can arise the number of
victims, it is necessary to find out the right instrument to measure the experiences of
teenagers who are exposed to cyberbullying behavior. In the last fifteen years, several
cyberbullying instruments have been developed and are widely used to measure cyber-
bullying in several countries. The cyberbullying instruments developed include the
cyberbullying questionnaire (CBQ), cyber-aggression (CYB-AGS), and the online vic-
timization scale. The first instrument is the cyberbullying questionnaire (CBQ) which
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is a cyberbullying measurement scale that can be given to individuals from adolescent
to adult categories [12,13]. The second instrument is the CYB-AGS (cyber-aggressor)
scale, which is a cyberbullying measurement scale consisting of 18 items intended for
children aged 12 to 16 years [2,14,15]. These instruments have been developed in sev-
eral countries in America, Europe and Asia. However, there has been no analysis re-
garding the use of this instrument in Indonesia.

This research conducts a literature review by identifying and reviewing articles re-
lated to cyberbullying measurement instruments. The results of this study will be the
basis for developing cyberbullying instruments that will be well-suited to the needs of
Indonesian so that they become the right instruments to measure cyberbullying victims
and later can be developed appropriate interventions.

2 Methods

The method used in this research was the preferred reporting items for systematic re-
views and meta-analysis (PRISMA) technique. Articles were collected through three
academic databases such as science direct, Google Scholar and SAGE journal. The
keywords used to search the articles were in the form of CYB-AGS (cyber-aggressor)
scale, the online victimization scale and CBQ (Cyberbullying questionnaire). The arti-
cle criteria used are research articles published from 2008 to 2023.

Record identified through database search (N= 1.947)

Identification . )

Science direct (1573)

Google scholar (362)
Sage journal {12)

Y Records excluded
Screening Records screened N=924
N =936 Irrelevant topics ($96)
non-english published (28)

v

Eligibity ‘ (N=15) ‘

Included studies

Included N=15

Fig. 1. PRISMA diagram of retrieved article
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3 Results and Discussion
Table 1. The results of the analysis of related articles
No. Title Author(s) Year Result

1 Cyberbullying  Esther calvete, 2010 CBQ was used to measure 1431 teenag-
in adolescent: Izaskun Orue, ers aged 12 to 17 years old. CBQ was
modalities and Ana  Estevez, used to measure the reaction and pro-ac-
agreessor pro- Lourdes Villar- tion to aggression behavior, exposure to
file [12] don, Patricia Pa- violence, assessment of the use of vio-

dilla lence, and perceptions of the surround-
ing environment regarding the violence
they received.

2 Psychometric =~ Manuel gamez- 2014 CBQ was used with 1008 teenagers in
properties of guadix, Fabiola Mexico. This instrument was proven to
the cyberbul- Villa-George, be a valid measurement and had a corre-
lying  ques- Esther Calvete lation with the assessment of cyberbul-
tionnaire lying, impulsivity, and depression. The
(CBQ) among prevalence of cyberbullying behavior
mexican ado- was higher in men than in women.
lescenst [13]

3 Assessing ex- Sandra Jonsson, 2017 CBQ was used to measure 3371 adoles-
posure to bul- Tuija Muhonen, cents in Swedish. CBQ was proven to be
lying through Rebecka Cowen a valid and reliable instrument to meas-
digital devices  Forssell, Martin ure cyberbullying behavior in work life.
in working life  Backstrom
: two versions
of a cyberbul-
lying  ques-
tionnaire
(CBQ) [16]

4 Gender and Rebecka Cowen 2020 CBQ was used to measure the preva-
organizational ~ Forssell lence of cyberbullying in the work life.

position : pre-
dicting victim-
ization of
cyberbullying
behaviour in
working life
[17]

The results showed that men and women
had different experiences where women
were more likely to experience cyber-
bullying than men.
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No. Title Author(s) Year Result

5 Cyberbullying  Aitor Larzabal 2019 CBQ was given to 102 high schoolers.
and its rela- Fernandez, Ma- Results showed that 45% was proven to
tionship with ria Isabel ramos- be the cyberbullying victims and 69%
perceived Noboa,  Adan exhibited cyberbullying behavior.
stress in high Eduardo Hong
school stu-
dents — a case
of study in the
province in the
province  of
Tungurahua
(18]

6 Cyberbullying David Santos, 2021 This research involved 2,108 teenagers
in adolescents:  Estibaliz aged 12 to 17 years who received meas-
resilience as a Mateos-Perez, urements using the cyberbullying vic-
protective fac- Maria Cantero, timization instrument. The results
tor of mental Manuel Gamez- showed that victims of cyberbullying
health  out- Guandix were more susceptible to showing
comes [19] symptoms of depression and decreased

life satisfaction.

7 Effect of ethi- Worakamol 2020  This research was conducted on 2,439
cal leadership Tiamboon- academics on one campus, including
on workplace prasert, Peer- students, education staff, staff or lectur-
cyberbullying  ayuth Char- ers. The instrument used in this research
exposure and oensukmongkol is CBQ. The results show that cyberbul-
organizational lying does not only occur among teen-
commitment agers but also in educational environ-
[20] ments.

8 Cyberbullying Diana  Marin 2023 CBQ was one of the instruments that
:Educationre- Suelves,  Ana had a good psychometric and had been
search [21] Rodriguea tested in big groups.

Guimerans, M
Marcedes

Romero Ro-
drigo, Silvia

Lopez Gomez
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No. Title Author(s) Year Result

9 Internet risks :  Juan M 2018 The research involved a sample of 3212
a overview of Machimbarrena, in which 30.27% indicated that they
victimization Esther Calvete, were victims, 12.61% experienced
in cyberbully- Liria Fernandez- cyberbullying sexting grooming, and
ing, cyber da- Gonzalez, Aitor 5.79% experienced cyberbullying sex-
ting abuse, Alvarez Bardon, ting.
sexting, online Lourdes Alva-
grooming and rez-Fernandez,
problematic Joaquin Gonza-
internet use lez-Cabrera
[22]

10 Status and risk  Shuhuan Zhou 2021  The instrument was used to measure a
factors of Chi- research sample of 1583 and the results
nese teenag- showed that 54.6% had been victims of
ers’ exposure cyberbullying.
to cyberbully-
ing [23]

11 Cyberbullying Sofia  Buelga, 2020 The instrument used in this research was
among adoles- Javier Postigo, the CYB-AGS (cyber-aggressor scale).
cents: psycho- Belen Martinez- This research involved 1318 Spanish
metric proper- Ferrer, Maria- teenagers aged 12 to 16 years. The re-
ties of the Jesus Cava, Jes- search results showed that this instru-
CYB-AGS sica Ortega- ment was proven to be valid and relia-
cyber-aggres-  Baron ble.
sor scale [2]

12 Parental psy- Alifia  Yuniar 2022 This research aimed to analyze the con-
chological Rahmaputri, Se- tribution of parental behavior to cyber-
control  and tiasih Setiasih, bullying behavior in adolescents. The
cyberbullying  Ni Putu Adelia instrument used to measure cyberbully-
tendency in Kesumaningsari ing was the CYB-AGS. The total sample
adolescents for this study was 383 aged 13 to 17
from the per- years. The research results showed that
petrator  side parents had an important role in observ-
[24] ing cyberbullying behavior of their teen-

agers.
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No. Title Author(s) Year Result

13 Effect of edu- Naglaa  Fathi 2020 This study aimed to evaluate the effects
cational pro- Elattar, Soha of educational programs related to social
gram on social Kamel Mosbah media especially the cyberbullying, on
media cyber- Mahmoud, As- nursing students at Benha University.
bullying maa Mohamed The research method used was quasi-ex-
among nurs- Al Hassaan perimental involving 1029 students. The
ing  college AlAbd instrument used was CYB-AGS. The re-
students at sults of this research indicated that edu-
benha univer- cational programs had proven effective
sity [25] in increasing the capacity to understand

and behave related to cyberbullying.

14  Exploring the Magdalena 2022  This study aimed to identify the preva-
importance of lorga, Lavinia lence of cyberbullying in Romanian ad-
gender, family Maria Pop, Irina olescents and gender roles, family rela-
affluence, par- Croitoru, Elena tionship factors, self-esteem, and par-
enting style, Hangani, Dana- enting styles in victims and perpetrators
and loneliness Teodora Anton- of cyberbullying. This research was
in cyberbully- Paduraru conducted on 835 teenagers aged 10 to
ing victimiza- 19 years. The research instruments used
tion and ag- were scales of self-esteem, loneliness,
gression cyber-aggression and parenting style.
among Roma- The research results showed that the
nian adoles- presence of cyber-aggression was posi-
cents [26] tively related to aggressive parenting

style and negatively related to compli-
ance and avoidance parenting style.

15  Cybersecurity Cheong  Shun 2023  This research aimed to identify the cor-
awareness, Xiang, Muslihah relation between cybersecurity aware-
cyber human Hasbullah ness and cyber human values on cyber-
values, and bullying behavior among 162 Malaysian
cyberbullying students. Here the CYB-AGS scale was

among univer-
sity students in
Selangor, Ma-
laysia [27]

used.

The results of the analysis of 15 articles show that the CBQ scale and CYB-AGS scale
have good validity and reliability. CBQ and CYB-AGS have been proven to be able to
measure cyberbullying behavior well in several countries in Europe, America and Asia.
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The difference between CYB-AGS and CBQ are the indicators used as a basis for mak-
ing statement items. The CYB-AGS scale uses statements derived from direct cyber-
aggression and indirect cyber-aggression, while on the CBQ scale the statements in the
scale are derived based on the emergence of cyberbullying behavior without a trigger
and the emergence of cyberbullying behavior because of a trigger. Another difference
between CBQ and CYB-AGS is in terms of user age, where the CYB-AGS scale is
often intended for individuals aged 12 to 16 years, while the CBQ scale is given to
individuals aged 12 to 22 years.

Research results in several countries showed that CYB-AGS had good validity and
reliability [2,24-27]. CYB-AGS consists of 20 items, of which 10 items measure cyber-
aggression directly and 8 items measure cyber-aggression indirectly [24]. CYB-AGS is
structured based on two factors, namely direct cyber-aggression and indirect cyber-ag-
gression. A direct form of cyber-aggression is aggression that appears in the form of
verbal attacks such as mocking other people through social networks and social attacks
and removing someone from a group for example by isolating one person. Meanwhile,
indirect forms of cyberaggression appeared in the form of creating fake profiles of vic-
tims, impersonating victims or hacking victims' personal accounts [2]. Research using
the CYB-AGS scale can show the results of the level of cyberbullying in adolescents,
both those who have been exposed and unexposed to bullying behavior [25,26].

Similarly, the results were also found in research using the CBQ scale. Research
results showed that the CBQ also had good validity and reliability [12,17-23]. The
CBQ scale contains 16 statement items [18]. However, there was a revision of the CBQ
scale where there was a change from 16 items to 14 items, this reduction was due to
merging items and adjusting the content according to the current situation [13]. These
changes include merging two items from the old version (sending threatening or insult-
ing messages via email and sending threatening or insulting messages via cell phone)
into one more common item in the new version which is now the statement is: sending
threatening or insulting messages. It is because threatening or insulting messages can
be sent from various media such as social media, email, text messages or online text
messages such as WhatsApp and from any electronic devices such as telephone, tablet
and computer [13]. These two scales are cyberbullying measurement scales that are
often used and have different basis for developing indicators. Apart from that, another
differentiator is related to the age of the user that has to be considered by the users.

4 Conclusion

The cyberbullying measurement scales discussed in this study are the CBQ and CYB-
AGS, both of which have good psychometric results. The difference between the CBQ
scale and the CYB-AGS scale is related to the basic concepts used in compiling meas-
urement indicators in the scale. Another difference is related to the age range of users
who can fill out the scale, where the CYB-AGS scale is only intended for children aged
12 to 16 years while the CBQ scale is for individuals aged 12 to 22 years. It is hoped
that this research can become a basis for future researchers to analyze the cyberbullying
measurement scale that will be used. The limitation of this research is that the sources
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for literature studies are still limited so that the articles studied are still quite limited.
Suggestions for future researchers are to increase data sources and continue with quan-
titative research to see the extent of the reliability and validity of the instrument.
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Open Access This chapter is licensed under the terms of the Creative Commons Attribution-
NonCommercial 4.0 International License (http://creativecommons.org/licenses/by-nc/4.0/),
which permits any noncommercial use, sharing, adaptation, distribution and reproduction in any
medium or format, as long as you give appropriate credit to the original author(s) and the
source, provide a link to the Creative Commons license and indicate if changes were made.

The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
permitted by statutory regulation or exceeds the permitted use, you will need to obtain
permission directly from the copyright holder.
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