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Abstract. Nearly 50 billion linked devices by 2025 will make physical entry
to the target system much easier for attackers. The proliferation of embedded
devices in mission-critical infrastructure and industrial control systems, as well
as the existence of the Internet of Battlefield Things (IoBT), heighten this risk.
Existing anti-tamper designs have limited efficacy in preventing specific types
of attacks and rely on predetermined responses to detect manipulation, which
can undermine system reliability. More covert attacks are now feasible thanks to
new physical inspection technology. Therefore, there is an immediate need for
improved defences that can endure the anticipated rise in hostile capabilities for
a considerable amount of time. If we want to take physical security to the next
level, this study suggests building a smart anti-tamper with machine learning
algorithms. It employs a number of analytical frameworks, one of which can
distinguish between normal functioning, known attack vectors, and unusual
behaviour. To further aid in the reduction of false alarms and enhancement of
operating time, the system has a tiered reaction mechanism as well as a recovery
strategy.
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1.Introduction

It has These days, gadgets just can't survive being physically attacked in hazardous
environments. This is a major worry due to the increasing number of BMSs and [0BTs,
which stands for the Internet of Battlefield Things. The worldwide market for these systems
is expected to surpass US$26 billion by 2027 [1]. One example of a system of this class is a
UAYV, or unmanned autonomous vehicle. With autonomous coordination, activities in
enemy zones can be conducted safely, without putting human lives in danger, because it is
more precise, durable, and reliable than humans. For unmanned aerial vehicles (UAVs) to
be useful in military operations, they must be able to fulfil demanding standards for
reliability, safety, and longevity. One of the most important things these systems need in
terms of security is "physical end-point protection," according to a study by the Norwegian
Defence Research Establishment (FFI) [2]. Physical security is crucial for many commercial
applications, including Pay-Tv, military network encryption equipment, and payment
terminals [3].

2.Literature Survey

© The Author(s) 2024

K. R. Madhavi et al. (eds.), Proceedings of the International Conference on Computational Innovations and
Emerging Trends (ICCIET 2024), Advances in Computer Science Research 112,
https://doi.org/10.2991/978-94-6463-471-6_118


mailto:psr.subbu546@gmail.com
mailto:ramesh.kb17@gmail.com
https://doi.org/10.2991/978-94-6463-471-6_118
http://crossmark.crossref.org/dialog/?doi=10.2991/978-94-6463-471-6_118&domain=pdf

Machine Learning-Based Autonomous Physical Security Defences 1229

These shields encase the whole system, rendering it unusable for drilling, etching, or
probing. For instance, in [8], the authors propose a tamper-proof envelope that would
encase the system in a multi-layer mesh of electrical traces.. Typically, systems designed to
prevent tampering include three main components: tamper detection (such as sensors that
can detect attempts at tampering), tamper evidence (such as a log that records when a
tamper event occurs), and tamper response (the steps implemented to safeguard the system
once an attack is detected) [4]. Many different kinds of sensors can be employed to detect
tampering; they include probe sensors, light, voltage, pressure, and temperature sensors,
each of which can identify a distinct attack. If the device's enclosure has been broken or if a
specific module has been moved, the switches can detect it. It is not common practise to
employ defined procedures at the chip level due to the high cost and time required to
manufacture integrated circuits [6]. Consequently, a lockable cabinet is used to house
extremely sensitive devices that contain several chips [6, 7]. These shields encase the whole
system, rendering it unusable for drilling, etching, or probing. For instance, in [8], the
authors propose a tamper-proof envelope that would encase the system in a multi-layer
mesh of electrical traces.. To start with, the monitoring circuitry is sensitive to static signals,
thus a hacker may theoretically evade detection by artificially inducing the necessary
voltage. The deterministic tamper response can potentially hinder the device's functionality;
for example, if the tracks are accidentally damaged, it will trigger a needless reaction that
removes CSP and stops the device from working.

The proposed solution to this problem is to use attack detection algorithms based on
machine learning. These algorithms include the following: One Class Support Vector
Machine, Isolation Forest, K-Nearest Neighbour, Local Outlier Factor, Histogram-Based
Outlier, and Cluster-Based Outlier Factor. Following training on sensor data, all data will be
assigned a label of either 1 (normal behaviour) or -1 (attack behaviour) to reflect the
algorithms' performance. Without building any physical equipment, we may use machine
learning techniques to predict when any kind of data manipulation will occur in the sensors.
For example, we know that the average range of sensor temperatures is 20-31, so if a sensor
reading drops below 20 or rises above 40, it will be considered an attack.

3.System Overview

SVM: A supervised machine learning approach, Support Vector Machine (SVM) is
applicable to problems involving regression as well as classification. But categorization
difficulties are where it really shines.

K-NN:One of the most basic ML algorithms, K-Nearest Neighbour relies on the supervised
learning method.When a new data point is compared to the existing data, the K-NN
algorithm sorts it according to how similar it is. What this implies is that the K-NN
algorithm can readily sort newly-arrived data into a suitable category.

Decision Tree algorithm: Using only a few of basic decision rules deduced from the data,
the objective is to build a model that can forecast the target outcome. Readability, solve-
ability, and application to problems with several outputs are some of the advantages of this
method.

Random forest algorithm: This approach randomly splits each simple decision tree using a
subset of the available criteria for tree splits. Furthermore, the data needed to train the trees
is selected randomly. In a random forest, when training, each tree uses a distinct subset of
the whole data set.
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Bagging classifier: To train several models, an ensemble method called "bagging" uses
bootstrap resampling to generate numerous subsets of the training data. Overfitting can be
mitigated and model performance improved by using the Bagging Classifier on a high-
variance base classifier.
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Fig 1. architecture of the proposed defense system.
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Fig 2: Principles of the proposed anomaly detection/classification scheme.
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Fig 3 Performance comparison of outlier algorithms or normal behaviour indoor using a test
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Fig 4: Performance comparison of outlier algorithms for normal behaviour indoors using a
test set containing a mixture of normal and tamper data
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Fig 5: Performance comparison of outlier algorithms for the heating attack using a test set
containing a mixture of normal and tamper data

4. Conclusion

The need for anti-tamper design techniques, which safeguard electronics
systems deployed in dangerous or physically exposed environments, has
grown substantially due to the expansion of the Internet of Battlefield Things
(IoBT) and the growing dependence on embedded devices in critical
infrastructure and industrial control systems.An autonomous anti-tamper
design utilising machine learning methods was proposed in this paper. Using
an analytical system that can detect and classify numerous types of
behaviours is the essence of this technique.
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