
Enhancing Real-Time User IP Tracking and Country 

Identification with APIs 

G V S Abhishek Varma1, P Srinivasa Rao2, B Aruna Kumari 3, G V N Akshay 

Varma4  

1,2,3 MVGR College of Engineering, AP, India 
4 SSN College of Engineering, TN, India 

abhishekvarma.gvs@gmail.com 

 

Abstract. In the dynamic landscape of modern business, efficiently delivering 

data across diverse regions with varying demands presents a formidable chal-

lenge. Current methodologies, leveraging APIs and machine learning algorithms 

for real-time user country identification, struggle to adequately optimize resource 

allocation and data delivery efficiency and calculate it. While IP-based geoloca-

tion methods and advanced programming language modules endeavor to track 

users' IP addresses and identify their countries in real-time, they frequently fail 

to accurately predict future demand trends and integration with application. De-

spite efforts to analyze historical data request patterns, existing approaches lack 

the resilience required to scale resources effectively in specific regions, leading 

to suboptimal resource utilization and heightened costs for dynamic enterprises 

such as Over-the-Top (OTT) platforms and payment sites and cloud clients. Prev-

alent techniques face hurdles in data collection, cleaning, and feature engineer-

ing, resulting in inaccuracies and inconsistencies in forecasting future demand 

trends. As cloud providers track data but won’t share to clients in detail which 

affects clients to build large scale applications commonly employed machine 

learning algorithms have demonstrate limitations in accurately predicting de-

mand patterns across diverse industries, including e-commerce, healthcare, and 

finance. The shortcomings of existing technologies in optimizing data delivery 

efficiency through real-time user IP tracking and country identification highlight 

the urgent need for an innovative system to effectively address modern data de-

livery challenges. Therefore, there is a pressing demand for novel approaches that 

can overcome these limitations and provide more robust solutions for optimizing 

data delivery and service efficiency in today's dynamic business environment. 

Such advancements have the potential to significantly enhance resource utiliza-

tion, reduce costs, and improve the overall user experience, thereby driving in-

novation and competitiveness across various industries. 
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1 Introduction 

The effective delivery of data has become essential for businesses and organizations 

to thrive. With diverse data requests originating from different regions [1][2], there is  
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a pressing need to optimize data delivery in terms of speed, efficiency, and cost-effec-

tiveness. To address this challenge and predict the optimal scaling up of cloud resources 

in specific regions where requests originate. This endeavor utilizes IP-based geoloca-

tion, which enables the identification of the geographical location of internet-connected 

devices that initiate data requests from a central source. By harnessing the power of IP-

based geolocation, determination of the region from which a data request originates, 

thus facilitating effective resource allocation and finding end clients [3][4][5]. Geolo-

cation accomplishes this by analyzing the unique IP address associated with each device 

for that individual request, providing valuable insight into the device's location and de-

vice type. Leveraging historical data patterns, this way in future we can forecast ma-

chine learning algorithms to predict future demand accurately and reliably [6][7]. Ma-

chine learning algorithms are particularly advantageous in this context as they can pro-

cess extensive datasets, uncover hidden patterns, and derive valuable insights and may 

include traditional methods. The ultimate objective is to enhance data delivery perfor-

mance and efficiency [8][9]. By accurately predicting future demand, resources can be 

allocated optimally, enabling the prompt and cost-effective delivery of data while en-

suring its quality remains uncompromised. One exemplary use case lies within the 

realm of cloud-based storage providers operating across various global regions. Typi-

cally, these providers store data in a central location and distribute it to users based on 

their geographical location. However, as demand for data fluctuates dynamically across 

regions, the provider may need to adjust the scaling of their VMs to accommodate 

changing demands effectively. By leveraging machine learning algorithms to predict 

future demand, cloud-based storage providers can optimize resource allocation, guaran-

guarantee swift and efficient data delivery [10][11]. For instance, if it predicts a sub-

stantial increase in data requests from a particular region, the provider can proactively 

scale up their VMs in that region, ensuring prompt and uninterrupted data delivery and 

doesn’t depend on cloud provider. This intelligent approach pro-motes efficient utili-

zation of resources, preventing unnecessary expenditures [12][13]. The applicability of 

this method extends beyond cloud-based storage providers, finding utility in various 

industries and use cases [14][15]. Online retailers can leverage this approach to predict 

product demand in different regions, enabling optimal resource allocation. Similarly, 

news websites can anticipate the demand for news articles across diverse geographic 

areas and add languages to that article, fine-tuning their servers to deliver content with 

exceptional speed and efficiency. By revolutionizing the way data is delivered and man-

aged across different regions and industries, the approach holds significant potential for 

the advancement of prediction and artificial intelligence applications [16][17][18]. 

2 Related Work 

The use of machine learning (ML) algorithms for predicting future demand and opti-

mizing resource allocation is a popular research topic in the field of cloud computing. 

Several studies have explored the use of ML algorithms for cloud resource manage-

ment, including VM scaling, load balancing, and resource provisioning and even in the 

field of data science they are ways that use this to track users location and improve the 
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user experience and prices in that locality based on the count of views[19][20][21] and 

the recent trend of calculating royalty for movies. Study by Thangavel et al. (2020) 

proposed a resource management framework for cloud-based applications using ML 

algorithms [22]. The study used historical data to train an ml model that predicted future 

demand and optimized resource allocation. The results showed that the proposed frame-

work improved resource utilization and reduced operational costs [23]. Another study 

by Mirakhorli et al. (2018) explored the use of ML algorithms for load balancing in 

cloud computing. The study proposed a hybrid algorithm that combined clustering and 

classification techniques to predict future workload and allocate re-sources accordingly 

[24]. The results showed that the algorithm outperformed traditional load balancing 

algorithms in terms of resource utilization and response time. The use of geolocation 

for optimizing resource allocation is also a popular research topic. Several studies have 

explored the use of geolocation data to identify the location of users and optimize re-

source allocation accordingly. One study by Wang et al. (2018) proposed a geolocation-

based VM scaling approach for cloud-based applications [25][26]. The study used ge-

olocation data to identify the location of users and predict future demand. The proposed 

approach improved resource utilization and reduced operational costs [27][28]. An-

other study by Chen et al. (2019) explored the use of geolocation data for dynamic VM 

provisioning in cloud computing [29][30]. The results showed that the proposed frame-

work improved resource utilization and reduced operational costs and the increase of 

applications based on location and restrictions this type of Application can be helpful 

[31][32]. The application of ML algorithms for optimizing re-source allocation in cloud 

computing has several benefits, including reducing operational costs, improving re-

source utilization, and enhancing the overall performance of the system. However, there 

are also some challenges associated with the use of ML algorithms, such as the need 

for large amounts of historical data, selecting the appropriate algorithm, and ensuring 

the reliability and accuracy of the predictions. To address these challenges, several stud-

ies have proposed novel approaches, such as using hybrid algorithms, combining dif-

ferent techniques, and improving the accuracy of geolocation data. For example, a re-

cent study by Kumar et al. (2021) proposed a hybrid algorithm that combined deep 

learning and reinforcement learning for resource allocation in cloud computing. The 

study used historical data to train the algorithm and demonstrated that the proposed 

approach outperformed traditional methods in terms of resource utilization and re-

sponse time [33]. The article predicts the optimal scaling up of a virtual machine (VM) 

in a particular region based on the previous data requests from different regions is a 

valuable contribution to the field of cloud computing. By using IP-based geolocation 

and machine learning, the project can optimize resource allocation, improve the perfor-

mance of the system, and reduce operational costs. The example use case for a cloud-

based storage provider is just one of many potential applications for this approach [34]. 

As research in this field continues to evolve, we can see advancements of ML algo-

rithms and geolocation data for cloud resource management. 
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3 Methodology 

It begins with user interactions on the client’s website/application, triggering an API 

call to Azure services to retrieve their IP addresses with time stamp. Azure's robust 

infrastructure processes these requests efficiently. Subsequently, retrieved IP addresses 

are stored in Azure Storage within a CSV file. If the CSV file is non-existent, it is 

dynamically created with an IP address header. The data is then accessed and analyzed 

in an Azure ML Notebook, where comprehensive data operations take place. This in-

cludes data cleaning and preprocessing to ensure high data quality and consistency. 

Statistical analysis techniques are employed to discern user behavior patterns, session 

durations, and other pertinent metrics. Additionally, geolocation data is leveraged to 

map IP addresses, providing in-sights into geographical distribution patterns. Finally, 

data visualization techniques are implemented to effectively communicate research 

findings, enabling stakeholders to make informed decisions. This methodology ensures 

a systematic and data-driven approach to understanding user behavior and enhancing 

the applications performance. 

 

           

Fig. 1. API’S Working 

 

Algorithm: 

 

Step 1: User Accesses Website: 

• When a user accesses the website, the algorithm initiates. 

Step 2: API Call to Azure Services: 

• The website sends an API call to Azure services to retrieve the user's IP 

address and API process and returns IP address. 
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Step 3: Store IP Address in Azure Storage: 

• The algorithm stores the user's IP address in Azure Storage. If the CSV 

file doesn't exist, it creates a new one and adds the IP address as a new 

record. 

Step 4: Azure ML Notebook: 

• Load the CSV file with user IP addresses from Azure Storage to Azure 

Notebook. Perform data cleaning and preprocessing. 

• Conduct statistical analysis to identify patterns, trends, and geolocation in-

formation. 

4 Environmental Setup 

The proposed methodology employs a synergistic blend of tools and technologies 

to establish an efficient data delivery system centered around IP-based geolocation 

and machine learning capabilities. This robust setup is instrumental in extracting 

valuable insights from user interactions. Azure Function App serves as the founda-

tional building block, providing a serverless computing service that simplifies appli-

cation development and deployment. This approach allows developers to allocate 

their focus towards application logic rather than grappling with infrastructure man-

agement. It enables rapid responsiveness to various events, including HTTP requests 

like Get and post and messages from Azure Event Grid or Azure Service Bus. To 

orchestrate data processing and IP-based geolocation, Python, a versatile and 

widely-used programming language, is harnessed in conjunction with Azure Func-

tion App. Python's flexibility empowers developers to seamlessly integrate essential 

modules such as logging, azure.functions, csv handling, and datetime management 

into the Azure Function. Azure Machine Learning Studio plays a pivotal role in han-

dling extensive datasets and facilitating machine learning tasks. This cloud-based 

service empowers developers to create, deploy, and manage machine learning mod-

els with ease. Its scalability, adaptable computing resources, and support for various 

file formats, including Py, ipynb, and csv, enhance the project's analytical capabili-

ties and directly synchronize with the main live dataset. In the realm of IP-based 

geo-location, MaxMind GeoIP2 Database (MMDB), a publicly accessible repository 

developed by MaxMind. This database contains comprehensive data for both IPv4 

and IPv6 addresses. Leveraging the geoip2 module in Python, the project seamlessly 

interfaces with the MMDB, enabling precise IP-based geolocation queries. This da-

tabase serves as an invaluable resource for developers seeking to incorporate geolo-

cation functionalities into their applications. Collectively, this environmental setup 

forms a robust foundation for efficient data delivery, advanced geolocation analysis, 

and machine learning insights, all while ensuring a seamless and responsive user 

experience. These tools and technologies are combined to implement the proposed 

method effectively. Azure Function App provides the event-driven infrastructure, 

Python handles data processing and geolocation, Azure Machine Learning Studio 

supports machine learning tasks, and the MMDB database enables accurate IP-based 

geolocation. The integration of these components enables efficient resource 
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allocation and data delivery. By leveraging these tools and technologies, the method 

optimizes data delivery by accurately identifying the geographical location of users 

through IP-based geolocation. The combination of Azure Function App, Python, Az-

ure Machine Learning Studio, and the MMDB database forms a powerful framework 

for achieving efficient data delivery while minimizing infrastructure management 

concerns. User’s Ip address and there visiting timestamp in GMT. 

Results and Discussions 

Used azure functions apps, and a specific function was created within the app, opting 

for the "HTTP trigger" template. To handle incoming HTTP requests and store the rel-

evant data, a Python script was implemented. The script enabled the saving of data in a 

CSV file format. Once the function, named "HTTPtrigger1," was deployed to the Azure 

Functions app, it underwent rigorous testing using various test inputs, including "get" 

and "post" requests. This comprehensive approach facilitated the generation of a robust 

dataset by utilizing an HTTP trigger mechanism and leveraging the capabilities of Py-

thon programming and then calculations based on it showing the top languages user 

played based on their location and best place to host a CDN and storage options. 

 

 
 

Fig. 2. Live Dataset 

The data analysis process to ensure that the data is accurate and reliable. used 

panda’s module to read the CSV file containing IP address data and extract the first 

column containing the country names. We then use the mmdb module to obtain the 

country details for each IP address and save it to a CSV file. To ensure that the data is 

organized and structured properly, we give column names to each column. The first 

column is named "Country" and contains the country names, while the remaining col-

umns are named after the IP addresses. We can easily ex-tract the user count for each 

country by looping through the remaining columns and updating the count of users for 

each country. The use of appropriate column names and modules like pandas and mmdb 
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can help to ensure that the data is accurate and reliable and calculating country wise 

users and predict their language using seaborn (See fig.3, fig.4) 

 

 
 

Fig. 3. Top Country Wise Users 

 

Fig. 4. Language by Country 
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5 Conclusion 

To predict the optimal scaling up of a cloud resource using IP-based geolocation and 

machine learning algorithms has the potential to improve the performance and effi-

ciency of data delivery in cloud computing. By analyzing historical patterns of data 

requests, the project can predict future demand and allocate resources efficiently to en-

sure that data is delivered quickly and at a reasonable cost. The use of geolocation data 

to identify the location of users is a powerful tool for optimizing resource allocation 

and ensuring that data is delivered to users in a timely manner. The project's use of 

Azure Functions to record users' IP addresses and train machine learning models for 

predicting future demand is a practical and effective approach to optimizing resource 

allocation in cloud computing. By leveraging Azure Functions, the project can easily 

scale up or down its resources as needed to handle varying demand. Overall, the project 

has the potential to benefit cloud-based storage providers and other organizations that 

need to deliver data quickly and efficiently to users in different regions and keep it 

secure. By improving resource allocation and ensuring that data is delivered in a timely 

manner. The project can help organizations to provide better service to their customers 

while reducing operational costs and can be helping security experts to log data and for 

applications that can track user IP address to allow them to access the application and 

predict them. It helps OTT platforms to build this type of model to predict users and 

save costs. 
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