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Abstract. Cloud Computing provides towering benefits like huge scalability,
low cost, accessible promptly still simultaneously it recommends distinct
risks, burdens and vulnerabilities also [1]. Even though different cloud
structure and services are emerging with vast expansion, some specific
concerns stopped the organizations from completely joining the cloud due to
various problem like security attacks, unavailability of data whenhe
severs is attacked, more responding time, etc. In this, the work relates to a
method or system that provides a parity distribution in a cloud storage
system. This allows the identification of storage locations and retrieval of
related chunks in distributed cloud storage by using variable chunk size, ad-
dress of distributed chunk’s locations and deciphering local & remote keys for
the reconstruction of therequired file separately which is under the attacked
server.

Keywords: Cloud Storage System; Chunks; Address of Chunk; deciphering
keys.

1 Introduction

It is a protocol developed as a modification on GFS/HDFS. It addresses there as-
pects of security [5] (confidentiality, Integrity, and Authentication) in data storage file
distribution. Generally, a file stored in the cloud will be fragmented into to n chunks
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(see Figure 1) with addition data added by PDFSP protocol [2] and header and footer
to each chunk of the file.
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Figure-1: File Division into ‘n’ chunks

The Header of each fragment of the file (Chunk-N) accommodated with the following
information as shown in Figure-2

e Local Key of 128 bit

® Remote Key of 128 bit

e Next Chunk Server Address

o Status Code of 128 bit.

¢ Audit Data of 1024 bits.

Local Remote Nxt Chunk | Status
Key Key Addr. Code

Audit Data

Figure-2: Fragment Header Structure

The Use Management Server (UMS) and Cloud Management Server (CMS) uses the
header field of chunk to find its position and decrypt every file fragment (i.e. chunk) to
integrate the chunks for the reconstruction to integrate the chunks for the reconstruction
of original file by RFS [3]. Normally all the chunks are encrypted as well as decrypted
with the private key. The private key is produced from a combination of three distinct
keys retrieved from main server.

The first key is extracted with the help of previous chunk, the second key is the part of
the remote key of the server (n) which holding (n-1) chunks, and the third key is ob-
tained from Customer Client Machine (CCM), now all the three keys in addition to the
local key of current server(n) are combined together to generate a deciphering key
which is used for the decryption as displayed in Figure 3.
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Figure-3: Deciphering Key Generation Process

In security the data integrity and availability will have utmost priority. The “Partially
Distributed File System with Parity” implements the parity chunk in which the user can
access the data under any condition of attack to the data in the cloud storage. Generally,
in the cloud the data is fragmented into chunks, during the fragmentation the chunk
may create a copy. in the original order of the normal chunks. So, if any action (power
problems or security violation attack or denial of service) makes the server of the file
unavailable. Now us system (parity) will come into the roll to recover the parity chunk
which is equal to the chunk of the original file and rebuild the required data as original
file [8]. So even if the file server is under attack the required data is made available to
the request, which increases the characteristic of confidentiality and availability of data
stored in the cloud.

The Components of “Partially Distributed File System with Parity” are the following
three: -

1. The MainServer i.e. Cloud Management Server (CMS)

2. The Computer for Customer i.e. Client Access Machine (CAM)

3. The Server for Keys, i.e. File Retrieval Server (FRS)

The Cloud Management Server is the main server retained and managed by the provider
of the cloud storage; this regulates the operations. [4] The Client Access Machine is a
personal computer which is enrolled by the provider of the cloud service as an admin-
istration machine for the use of user, this is done by hardware dangle supplied by the
service provider to the user of the computer. It has complete control on the data where
other machines and there will be limited access on the data by the public user, in some
cases they no access right also. FRS is a server which uses the keys from local file
server, CMS and CAM to reconstruct the original file from the chunks.

2 Methodology

The process of the “Partially Distributed File System with Parity” is show in the fol-
lowing Figure (4)
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Fgure-4: Partial Distribution and Parity Process Flowchart

The customer utilizes the Client Access Machine to initiate an authentication and veri-
fication request/message, which is transmitted to the Cloud Management Server. Sub-
sequently, the Cloud Management Server meticulously examines the request and grants
approval. It then generates a session ID and furnishes a comprehensive list of available
services associated with the server to the Client Access Machine [6]. Upon receiving
this information, the user proceeds to forward a request for file access to the Cloud
Management Server, triggering the commencement of the file access process. The pri-
mary objective at this stage is to retrieve all pertinent chunks of the requested file and
meticulously reconstruct an exact replica of the intended file for the customer's use.

Throughout the process, the utmost care is taken to ensure the integrity and complete-
ness of the file reconstruction. This involves meticulous retrieval and assembly of file
components, ensuring that the resultant file is an accurate representation of the original.
Once the customer has interacted with the requested file, performing actions such as
reading, updating, or deleting, the individual file chunks are seamlessly reassembled
into a new file within the cloud environment. This ensures that any modifications made
by the customer are reflected in the stored version of the file, maintaining data con-
sistency and integrity.

The complete File Access Process is as follows:

Step 1: The Client Access Machine (CAM) initiates an authentication request to iden-
tify the customer's computer, which is then forwarded to the primary server, the Cloud
Management Server (CMS).

Step2: The Cloud Management Server (CMS) verifies the hardware details pro-
vided by the cloud service provider and authorizes access for the Client Access Ma-
chine (CAM). Additionally, the CMS sends the Session ID (SID) along with a compre-
hensive list of available services to the CAM for utilization.
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Step3: The Client Access Machine (CAM) initiates a request to access specific data
stored in cloud storage, communicating through the Cloud Management Server (CMS),
even amidst an ongoing attack on the CMS.

Step4: The Cloud Management Server (CMS) provides the Client Access Machine
(CAM) with the server address containing the initial chunk of the requested file.

StepS: The Client Access Machine (CAM) forwards a file retrieval request to the File
Retrieval Server, including the 128-bit deciphering key, the (n-1) code part, and the
address of the first data chunk.

Step6: The File Retrieval Server retrieves the first chunk of the specified file from
both the Client Access Machine (CAM) and the Cloud Management Server (CMS),
along with the necessary decryption keys.

Step7: The File Retrieval Server proceeds to access the next server in the sequence by
utilizing the IP address obtained from the current processing server. This action enables
the retrieval of the subsequent fragment or chunk of the required file.

Step8: The File Retrieval Server (FRS) continues its process by repeatedly retrieving
the next file fragment, utilizing the decryption keys from the previous fragment, as well
as support from the Client Access Machine (CAM) and Cloud Management Server
(CMYS), until the entirety of the file has been obtained.

Step9: FRS provides access to the rebuild file like the original file for CAM.

Step10: Client Access Machine now does all the required operations on the rebuild file
and updates the file and submit the updated file to the FRS.

Stepl1: Now at FRS, the new version of updated file data is divided into modern-orig-
inal chunks and stores the fragmented chunks with header and footer in various servers'
randomly and finally it modifies the list available in the main server of cloud called
Cloud Management Server [7] for the access by the customers latter.

3 Experimental Results

Experimental results demonstrate the effectiveness of the Partially Distributed File Sys-
tem with Parity Chunks (PDFSPC) in ensuring the availability, security, confidentiality,
and integrity of data stored in cloud computing environments. By distributing file frag-
ments across multiple servers and incorporating parity chunks, PDFSPC mitigates the
risk of data unavailability caused by attacks or failures on individual servers. Through
simulated attacks and failure scenarios, PDFSPC showecases its resilience in recovering
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and reconstructing the required data even when a server or node is compromised. The
experimental findings highlight PDFSPC's ability to dynamically rebuild primary files
by utilizing parity chunks and distributing modified chunks across the cloud storage
infrastructure. This ensures that authorized customers can access their data seamlessly,
irrespective of potential disruptions or security breaches.

Certainly, presenting the experimental results in a tabular format can help in comparing
them with related previous experimental results. Here's how we can structure the table:

Experimental Existed System Results PDFSPC Results

Aspect

Data Availability Moderate resilience against server Enhanced availability through dis-
failures tributed parity chunks

Security Vulnerable to attacks on Master Robust against various attack vec-
Server tors on Master Server

Confidentiality =~ Limited measures for safeguarding Ensures confidentiality through dy-
sensitive information namic file rebuilding

Integrity Basic data integrity mechanisms Maintains integrity via distributed

storage and parity
Scalability Limited scalability in large-scale en- ~ Suitable for large-scale cloud stor-

Real-world De-

vironments
Limited practical insights

age systems
Provides practical insights into real-

ployment world deployment

Table 1: Improvement of PDFSPC over Previous Results

This table provides a clear comparison between the experimental results of the Partially
Distributed File System with Parity Chunks (PDFSPC) and related previous experi-
mental results across various aspects such as data availability, security, confidentiality,
integrity, scalability, and real-world deployment.

4 Conclusion

Furthermore, PDFSPC's robustness against various attack vectors on the Master
Server, which traditionally represents a single point of failure, underscores its suitabil-
ity for large-scale cloud storage systems. The experimental evaluation confirms PDF-
SPC's capability to maintain data availability while upholding stringent security
measures, safeguarding the confidentiality and integrity of sensitive information stored
in the cloud. Overall, the experimental results affirm PDFSPC as a viable solution for
addressing the challenges associated with data availability, security, confidentiality,
and integrity in cloud storage architectures, offering practical insights into its efficacy
and resilience in real-world deployment scenarios.
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