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Abstract. TETRAD’S represents an exceptional cryptographic algorithm inno-

vated by the authors, with the objective of enhancing the security of data. This 

algorithm employs matrix representations, XOR operations on binary strings, and 

customized functions to generate an S-box for encryption. In addition, the algo-

rithm generates a key to heighten security and provides the capability to recover 

messages and decrypt encrypted data. Along with security, this paper contributes 

to retrieval of lost data. Techniques for data recovery, such as the utilization of 

specialized forensic instruments and tools such as a hex editor and Foremost 

Tool, are employed to restore data that has been lost or corrupted. The proposed 

security algorithm and data retrieval system in this article exemplifies efficient 

resource utilization, consistent performance, expedient data retrieval, elevated 

encryption and decryption throughput, and rapid encryption and decryption du-

rations. The study also underscores the significance of equipping digital forensic 

analysts with tools that facilitate data recovery. 
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1 Introduction 

The paper focuses on addressing critical concerns in cybersecurity and computer 

forensics, emphasizing data security and recovery in the digital landscape. It introduces 

a novel system utilizing the TETRAD cryptographic method, renowned for robust en-

cryption, as the cornerstone for safeguarding data. Enhancements to the TETRAD 

method include the incorporation of features like S-box formation, binary conversion, 

and XOR operations, enhancing the encryption process and key generation mechanism. 

The paper not only excels in encrypting data effectively but also provides a reliable 

data recovery solution. For data recovery, the paper employs the proven effectiveness 

of a hex editor and Foremost Tool, renowned forensic tools. These tools operate within 

the LINUX Command Line Interface, ensuring thorough and trustworthy data recovery.  
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The overarching goal is to present a holistic approach to protect and restore digital in-

formation amidst the complexities of cybersecurity and computer forensics. 

2 Background study 

Akanksha Mathur introduced a novel encryption and decryption method that hinges 

on the ASCII values of characters within the plaintext [1]. Classified under symmetric 

key encryption, this algorithm employs the same key for both encryption and decryp-

tion, functioning optimally when the input data's length aligns with that of the key [1]. 

The RSA algorithm, pioneered by Ron Rivest, Adi Shamir, and Leonard Adleman, 

stands out as a widely adopted and well-established technique in asymmetric key cryp-

tography [2]. In this cryptographic paradigm, distinct public and private keys play piv-
otal roles in encryption and decryption processes, respectively [3]. Digital signatures, a 

method where the sender electronically signs data, signify ownership of a private key 

corresponding to a publicly announced public key [4]. The associated security princi-

ple, nonrepudiation, prevents either the sender or receiver from denying involvement 

in a data transaction [5, 6]. Anjula Gupta's research delves into the historical roots and 

significance of cryptography, introducing a spectrum of asymmetric algorithms con-

tributing to security and privacy realms [7].In the contemporary landscape, data secu-

rity has become paramount across all sectors [8]. Various deployed techniques and al-

gorithms aim to safeguard data accessibility, privacy, and integrity from threats and 

breaches [8]. Security, as a concept, spans dimensions such as confidentiality, integrity, 

and availability [9]. Data recovery entails retrieving data from both allocated and unal-

located spaces [10]. Allocated space contains currently accessible files that can be log-

ically read, while unallocated space includes files no longer accessible, even if deleted 

from storage, and cannot be read in a logical manner [11,12].Data loss, the corruption, 

or inadvertent deletion of previously owned data, underscores the critical need to equip 

digital forensic analysts with tools for recovery [13, 14].The study's focus on the archi-

tecture of the NTFS file system stems from its widespread global utilization, meeting 
the needs and preferences of countless users [15]. 

3 Proposed Methodology 

The TETRAD’S Cryptographic Algorithm enhances data security through a se-

quence of stages, encompassing key generation, encryption, and decryption. It inte-

grates unique components like the creation of S-boxes, binary transformations, matrix 

operations, and XOR manipulations, offering robust protection. 

3.1 TETRAD’S Cryptographic Algorithm 

In this section, the three fundamental components of the newly proposed crypto-

graphic algorithm: Key Generation, Encryption, and Decryption were briefly explored.   

Key Generation. The process involves several significant steps:   

Tetrad’s Cryptography Algorithm for Enhancing Data Security Along             1403



 

 

 

Padding. To ensure the binary data is a multiple of a specific number (N), additional 

bits are introduced. The padding calculation, expressed as, 

P = L + (N − (LmodN)) (1) 

Here, (P) is the padded length, (L) is the original length, and (N = 4) is the designated 

number. 

Dividing. The padded binary data is partitioned into uniform chunks of (N) bits each, 

treating them as base 2 integers. The dividing formula defines the number of chunks. 

(𝐷 =  𝑃/𝑁) (2) 

Here, D is the chunk count, P is the padded length, and N is the predefined number. 

Matrix Conversion. Each binary chunk transforms into an NxN matrix, with elements 

as 0 or 1. 

𝑀𝑛 =  𝑃𝑛 𝑥 𝑁 (3) 

where Pn represents individual chunks, n denotes the sequence, and N is the prede-

fined number. 

Row and Column Interchange. Rows and columns within each matrix undergo swap-

ping based on a predetermined pattern, determined by a permutation function or en-

cryption algorithm. The interchange operation is denoted as R ↔ C. 

where R represents rows, and C represents columns in each matrix. 

Swapping and Conversion. Positions of adjacent matrices are swapped, followed by 

converting matrices back to binary format before combining them. 

Circular Right Shift. Each matrix element experiences a circular right shift by one po-

sition, wrapping the last element to the first position. 

Loop. The above operations, commencing from the dividing step, are iterated L/4 times. 

S-Box. Bit substitution occurs using a pre-defined S-Box after completing the loop pro-

cess. 

Division and XOR Operation. The bits are divided into two parts, and an XOR operation 

is applied to yield the final key. 

The final key input is obtained by concatenating all the shifted matrices in order. 
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Fig. 1. Block Diagram of Proposed Algorithm Key Generation 
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The figure 1 shows a key generation process that involves several steps of binary con-

version, matrix manipulation, circular shift, S-box substitution, and XOR operation. 

The process aims to enhance the security of the key by introducing non-linearity and 

diffusion. 

Encryption. The Tetrad Cryptographic Algorithm is a fast and secure algorithm that 

encrypts binary data using a 9-round encryption algorithm: 

The Tetrad Cryptographic Algorithm is a symmetric block cipher that encrypts and de-

crypts data using a binary key and a 9-round encryption algorithm. The algorithm in-

volves several steps of binary conversion, XOR operation, block division, initialization 

vector, substitution, shift rows, mix columns, and concatenation. 

The key in the Tetrad Cryptographic Algorithm is represented as a binary string of 

length N, where N is a predefined number. The key is formulated as 

𝐾 = 𝑆1 ∣∣ 𝑆2 ∣∣. . . ∣∣ 𝑆𝑛 (4) 

where K denotes the key, Si represents the i-th shifted matrix, and ∣∣ signifies concate-

nation. 

For binary conversion and XOR Key, the data undergoes conversion into binary format 

through an encoding scheme like ASCII, UTF-8, Base64, etc. The key is then XORed 

with the binary data, expressed as 

𝐵 = 𝐸(𝐷) ⊕ 𝐾 (5) 

Here, B stands for binary data, D denotes the original data, K is the Key, ⊕ indicates 

bitwise XOR, and E represents the encoding function. 

Data is further divided into blocks, with each block being (N) bits in size. These blocks 

are treated as integers in base 2, following the formula 

(𝐵𝑖 =  𝐵/𝑁) (6) 

where (Bi) represents the i-th block, (B) is the binary data, and (N) is the predefined 

number. 

Incorporating a random initialization vector (IV) of N bits, generated using a random 

function R(N), the first block undergoes a bitwise XOR operation with the IV. This 

substitution operation replaces each bit of the block with the opposite bit of the IV, 

represented as 

𝐼𝑉 = 𝑅(𝑁) (7) 

& 

𝐵1′ = 𝐵1 ⊕ 𝐼𝑉 (8) 

where IV is the initialization vector, R is the random function, 1B1 is the first block, 

1′B1′ is the substituted block, and ⊕ signifies bitwise XOR. 
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The encryption process involves 9 rounds, each encrypting a block using a 9-round 

encryption algorithm. Each round comprises three operations: substitution, shift rows, 

and mix columns. These operations share similarities with the AES round functions but 

employ different constants and operate on N bits instead of 128 bits. The formula for 

the 9-round encryption algorithm is 

𝐶𝑖 = 𝐸(𝐵𝑖) ⊕ 𝐵𝑖 (9) 

where Ci represents the i-th ciphertext block, Bi is the i-th plaintext block, and E is 

the encryption function applying nine rounds of substitution, shift rows, and mix col-

umns to the block. 

The Tetrad Cryptographic Algorithm’s output is the concatenation of the ciphertext 

blocks, denoted as  

Output = (𝐶1 || 𝐶2 || … || 𝐶 𝑛) (10) 

 

Fig. 2. Block Diagram of Proposed Encryption Algorithm  

The Fig 2 shows Tetrad Cryptographic Algorithm encrypts data by converting plaintext 

to binary, dividing it into blocks, and applying a 9-round process of substitution, 
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shifting, and mixing. The output is a secure ciphertext generated from concatenated 

encrypted blocks. 

Decryption. In Tetrad’s Cryptographic Algorithm, the Decryption process is similar to 

the Encryption that is reverse process of Encryption. The process is as follows: 

The ciphertext is converted into binary format using some decoding scheme. Then 

the initialization vector (IV) is detached from the first block of binary data using bitwise 

XOR operation. Later the binary data is divided into blocks of N bits each, where N is 

a predefined number. Then each block is decrypted using a 9-round decryption algo-

rithm that consists of three operations: substitution, shift rows, and mix columns. Fi-

nally, the Key is appended to get the plaintext from the ciphertext. 

 

Fig. 3. Block Diagram of Proposed Decryption Algorithm 

The fig 3 shows depict the decryption process of cipher text into plain text, involving 

detachment into blocks, 9 rounds of mix-columns, shift rows, and substitution opera-

tions, followed by appending a random IV and key conversion. 

 

1408             P. Sriram Chandra et al.



 

 

 

3.2 Data Recovery 

Foremost, a command-line tool recognized for its file carving capabilities, is frequently 

employed to extract files from block devices or damaged storage media without relying 

on filesystem metadata. Particularly valuable for recovering files from disk images, 

Foremost offers an effective solution in situations where conventional file recovery 

methods may prove inadequate. 

 

Fig. 4. Foremost Tool Interface 

To initiate Foremost, users can utilize the following command: 

foremost -i /path/to/image.dd -t jpg,png,pdf 

In this command, the '-i' flag specifies the input file or disk image for file recovery, with 

'/path/to/image.dd' indicating the path to the disk image being analyzed. The '-t' flag is 

utilized to designate the types of files targeted for recovery, with this instance config-

ured to retrieve JPEG, PNG, and PDF files. 

Verbose Mode, indicated by the '-v' flag, provides more intricate details during the file 

recovery process. Enabling Verbose Mode results in supplementary information about 

the progress of recovery, encompassing the types of files undergoing processing, their 

sizes, and any encountered issues. 

Foremost also supports the utilization of configuration files, empowering users to cus-

tomize various settings for the file recovery process. This encompasses specifying file 

types, adjusting block sizes, and configuring output directories. 

The subsequent command illustrates the utilization of a configuration file: 
foremost -i /path/to/image.dd -c foremost.conf 

Utilizing a configuration file augments flexibility, allowing users to tailor Foremost to 

meet their specific recovery requirements. 

4 Testing and Results 

During the testing and results phase, the TETRAD’S Cryptographic Algorithm under-

goes thorough examination. Key parameters, encompassing key generation, encryption, 
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and decryption times, shed light on its efficiency. Simultaneously, the data recovery 

methodology, employing Foremost, is evaluated for file carving efficiency and recov-

ery time. The comprehensive analysis of TETRAD’S includes crucial factors like time 

consumption, throughput, and memory usage, offering a succinct overview of its per-

formance and resilience in securing data and facilitating efficient recovery. 

4.1 TETRAD’S Algorithm 

In the comprehensive testing and subsequent analysis conducted for the proposed Tet-

rad Cryptographic Algorithm, the results depicted in table 1 revealed a notable superi-

ority over established algorithms such as AES and DES across key parameters. The 

encryption and decryption speeds of Tetrad were particularly remarkable, demonstrat-

ing milliseconds far lower than those of AES and DES. The throughput analysis further 

underscored Tetrad's efficiency, consistently outperforming both algorithms in terms 

of data transfer rates. One of the most striking findings pertained to memory usage, 

where Tetrad showcased a significantly smaller footprint, ranging from 145 to 177 

bytes, in contrast to the kilobytes required by AES and DES. This observation positions 

Tetrad as not only a faster and more throughput-efficient alternative but also as a 

memory-efficient solution for cryptographic operations. These collective results sub-

stantiate Tetrad's potential as a superior choice for a range of cryptographic applica-

tions, balancing the critical aspects of speed, efficiency, and security. In practical terms, 

Tetrad emerges as a promising solution for scenarios demanding rapid and resource-

efficient cryptographic processes without compromising on robust security measures. 

Table 1. A Comparison of Encryption Algorithms: AES, DES, and TETRAD 

Parameters AES DES TETRAD 

Encryption (MS) 0.715575 0.815545 0.001002 

Decryption (MS) 0.00015 0.00018 0.000132 

Encryption 

Throughput  

0.74 Mbps to 1.19 

Mbps. 

0.73 Mbps to 

1.18Mbps. 

0.76Mbps to 1.20 

Mbps. 

Decryption 

Throughput 

5.809 Mbps to 

23.273 

5.205 Mbps to 

23.273 

5.809 Mbps to 

23.273 

Memory Usage  1 to 10 kilobytes 1 to 5 kilobytes 145 to 177 bytes 

4.2 Data Recovery 

 

The table 2 data present a comprehensive overview of the recuperation status for JPG, 

PNG, and MP4 files in unallocated spaces employing four distinct recovery 
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instruments. Tsk Recover demonstrates a reasonable degree of success, attaining a 50% 

recovery rate for JPG and PNG files and a superior success rate of 75% for MP4 files. 

Ftk Imager exhibits marginally improved outcomes, with a 60% recovery rate for PNG 

files and a 65% success rate for MP4 files. Foremost emerges as the most potent tool, 

boasting an impeccable recovery rate  for all file formats. Similarly, Hex Editor proves 

highly triumphant, accomplishing an unblemished 100% recovery rate across JPG, 

PNG, and MP4 files. These findings underscore the varying effectiveness of recovery 

tools, with Foremost and Hex Editor exemplifying outstanding performance in the re-

trieval of data from unallocated spaces. 

Table 2. A Comparison of Recovery Tools 

 

No  

 

Tools 

Status of Recovery  

JPG  PNG MP4 

Unallocated Space 

1 Tsk Recover 50% 50% 75% 

2 Ftk Imager 50% 60% 65% 

3 Foremost & Hex editor 65% 70% 80% 

While the foremost tool, hex editor can recover better than other tools . However, tools 

that can't recover completely don't mean they're not good. These tools are still recom-

mended and can be used to assist investigators in the investigation process. Investiga-

tors can have several options for forensic tools to carry out the investigative process. 

This study aims to determine the forensic tools that are useful today and in the future. 

5 Conclusions and Future Scope 

TETRAD's cryptographic algorithm demonstrates strong performance in terms of en-

cryption, decryption, and resource efficiency, making it a robust choice for enhancing 

data security. The algorithm offers fast encryption and decryption times, high through-

put, and efficient memory usage, ensuring secure protection of sensitive information. 

TETRAD's low decryption times and high decryption throughput enable quick access 

to secured data, making it suitable for applications where swift data retrieval is crucial. 

The algorithm operates efficiently with limited system resources, making it advanta-

geous for devices or systems with constrained memory. TETRAD's consistent perfor-

mance across multiple test scenarios suggests its reliability in providing strong data 

security, making it a dependable choice for various applications. The combination of 

Foremost Tool and a hex editor offers a comprehensive solution for retrieving lost data, 
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allowing for automated recovery of known file types and salvage of data from damaged 

or fragmented files. 

 

In future, authors envision the continuous evolution and enhancement of TETRAD'S to 

meet the evolving challenges of data security in the dynamic cybersecurity landscape. 

• Compatibility and Integration: Future works can focus on ensuring compatibility 

across platforms and integrating TETRAD'S with cloud security systems. 

• Machine Learning Improvements: Exploring machine learning techniques can fur-

ther enhance the performance and effectiveness of TETRAD'S cryptographic algo-

rithm. 

• Collaboration and Optimization: Collaborating with industry specialists can help op-

timize the efficiency of TETRAD'S and obtain certifications for widespread adop-

tion. 

• Awareness and Adoption: Efforts can be made to foster awareness about TETRAD'S 

and promote its widespread adoption in various applications where data security, 

speed, and resource efficiency are essential considerations. 
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