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Abstract. Cyber Physical Systems are the talk of the trending globe today, also
the security of CPSs in equally important. While CPS has become a part of our
life; in form of a health monitoring implant, home automation or a self-driving
car, and the advancing adversary attacks that could affect lives by attacking CPSs
bother the user of CPSs. There are numerous different stealthy attacks that have
been undertaken against CPSs, and there are also many different security
measures available. Future research has a lot of potential in creating security
systems that can fend off sneaky attacks using tools like block chains and deep
learning.
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1. INTRODUCTION

Internet today has led to many achievements and developments; due to this
advancement we have witnessed a tremendous growth in the field of technology as
well. According to ITU, web penetration is directly corelated to the employment of a
common man and economic growth rates of a nation [2]. The extension of the Internet
of Things has been a recent development in today's world, leading to systems such as
the Internet of Vehicles, Industrial Internet of Things, and Consumer Internet of
Things, among others. These systems are commonly referred to as CPSs (Cyber
Physical Systems), and they are used in a variety of industrial forms and fields, just
as manufacturing, power systems, military warfare, health care, education, home
automation, and agriculture. In other words, CPS integrates, monitors, and manages
a system's activities while reducing the need for human interaction through
automation of the processes [16]. NASA made the proposal for CPS in 1992. The
CPS can be separated into three strata; the execution layer, the data transmission
layer, and the application control layer [3] [4], as shown in figure-1 and 2.
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Figure-2 Elaboration of Layers in CPS

All physical parts, including sensors that recognize environmental changes or events,
gather the relevant data, and then translate that data into the necessary action that will
be carried out using mechanical force by actuators, are found in the perception
execution layer, which is the lowest layer. The intermediate layer, or the layer of data
transfer, is in charge of the system's data flow. Managing user-system interactions is
within the purview of the top layer, control layer. The user is provided with the
necessary services [17]. CPSs have a wide range of applications and advantages, but
they are also open to security threats. Though there are protective measures with
respect to the use of anti-viruses, IDS, firewalls, etc. The continuous data flow
between the sensors, actuators and controllers makes it vulnerable to adversarial
attacks. To improve the efficiency of such systems and making these systems secure
Al and ML algorithms have been used widely [9],[11]. Each and every-day the kinds
of attacks on CPSs are improving, which could cause a heavy damage to the
infrastructure, human life, financial aspect etc. To have a defense strategy against
these attacks that are rapidly improving, we need to know the kind of advancements
in attacks; dark-web: one such platform which can give us an insight of current trends
in adversarial attacks [10]. As mentioned in Figure 1. We see the different layers in
CPS, adversaries can occur on any of the layers [17]. In section-II will describe
regarding the different categories and different patterns of attacks on each of these
layers.

2. TAXONOMY

In addition to evaluating past research on Cyber Physical System security, this paper
aims to categorise attacks and their impact on system behaviour. The paper is
organized across the remainder sections as: Section-III describes the various security
attacks that can occur on Cyber Physical Systems, Section IV tells about various
defense strategies against these attacks. Section V lists a few existing methodologies
to secure CPSs from stealthy attacks. Subsequent sections like section VI and VII and
gives a brief of review work done for the analysis of the work done by researchers
and future scope of research. Table -2 gives a summary of the research review.
Figure-4 gives a diagrammatic view of the structure of the paper.
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3. SECURITY ATTACKS

Liwei Cao etal. [17] described attacks can be categorized layer wise for a better
understanding of how attacks could hamper the system. At the Perception Execution
strata, the kinds of attacks that could occur are that could alter the sensor data, delete
the sensor data, and insert counterfeited data to the sensor data. Similarly with respect
to actuators, attacks could be like enabling and disabling actuators. These attacks are
namely Sensor Insertion attacks, Sensor Erasure attacks, Actuation device
Enablement attack, Actuator Disablement attack etc [17]. Attacks on Data
Transmission layer could be the general kind of attacks that happen to any network
layer in any networking. MIM and DoS assaults are the most frequent attacks seen in
this layer, according to [17] for CPSs. An example of a MIM attack on CPS is shown
in Figure 3. Figure 5 illustrates a DoS attack on the CPS. Such assaults affect the
system in various ways leading system to be out of control, not providing any service
or destruction of the system.
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Figure-4: MIM attack in CPS
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The DoS attack in Figure-5 describes how a controller is being made unavailable to
the physical component of the system, ultimately the system would not respond as
required [17].The DoS attack could lead to three different situations overloading the
controller or the sensors, sending invalid data to the controller or traffic could be
blocked. DoS attack can be avoided to some extent by injecting PS-Poll frame.
Figure-7 describes how a PS-Poll frame could work. At Application control strata the
kind of attacks that are possible are stealing application related data from databases;
by attacking the databases or attacking on users private information [17].K. Aarika et
al [18] defined various attacks on CPS as Jamming, Tampering, Exhaustion, Collision
and unfairness; these attacks most commonly occur in wireless sensor networks.

Figure-5: Denial of Service attack in CPS

Figure-5 shows the general attacks on CPSs.
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4. DEFENSE STRATEGIES

Section II describes the assualts layer wise, the defense strategies in this section
would be discussed layer wise. At the bottom most layer of CPS, i.e., Perception
Execution layer attacks are generally on the sensors and actuators. Table-1 shows the
consolidation of all the layers with respect to their attacks and defense mechanisms.

4.1. Attacks and Defense mechanisms on Perception Execution Layer

The sensor data can be altered and hence the system could be misled by the attacker.
Goes et al. [5] proposed the idea of Insertion Deletion Structure, which captures the
interactions between the system and the attacker. The Insertion Deletion Structure
can predict all the actions of an adversary and to what state the system might lead to.

H. Jeon et al. [13] described a very stealthy attack on the sensors called as the Pole
Dynamics Attack. Even the attacker hardly has any knowledge regarding the system
still with the help of Pole-Dynamics Attack the attacker can creep into the system and
stays sneaky till the attack has affected. In Pole Dynamics Attack fake data is injected
into the sensor data ultimately causing the controller to take a wrong decision, leading
to system failure or corruption. As per Liwei Cao [17], there can be ways which is
similar to Disturbance Observer, where the technique makes an observation between
the actual and expected dynamics of the system. The problem with this technique is
that, the attacker also could make use of the same technique (DOB) and could
understand the deviations between the actual and the expected system dynamics,
using which the attacker can make sure the attack remains stealthy until the attack is
successful.

Another way to defend is by developing a model-based approach to predict the
system’s behavior. According to W. L. Duo [25] a finite automaton can be used as a
model to identify or predict the system state. [25] Describes the model as the states
of the model to be X; wherein the states are {Initial state, S1, S2,..,Sn, Denial of
service, illegal access}; inputs to the system are {E1,E2,E3,...En, Grant access, De-
authorize}; where E1,E2,...,En, exploits made by the attacker [25]. The initial state
of the model is a clean state wherein the attacker has not performed any action, but
in the subsequent phase the action of the attacker could lead to a damaging state.
Figure-7 shows the finite automaton of an attack on a CPS. Figure-8 demonstrates
how the system could reach to out of control state ultimately causing Denial of service
attack or providing illegal access to the attacker. Therefore, safe and unsafe states of
a CPS can be predicted using finite automata when the system is under assault. Petri
nets are a different method to evaluate the dangers that could harm CPSs, according
to Y. Fu [8].Identification of various threats on CPS gets difficult as increase in the
assaults.

De-authorize

Access

Denial of
Service

Figure-8: Automaton of an attack on CPS
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4.2 Attacks and Defense mechanisms on Data Transmission Layer

In CPS, the most common attacks in this layer are MIM and DoS. According to
Yassine [14], to prevent MIM attack, we could use the most common security that is
cryptographic measures like Message Digest, Digital Signature, and MAC
Biometrics. Lima [6], presented a module called NA safe Controllability; which
would mean Network Attack Safe Controllability mainly used to prevent the system
damage caused by Man in the Middle attack. When the system is under an attack in
a closed loop, then a supervisory control that identifies that the system could reach
an unsafe state takes an immediate action to block the system state [6]. S. Liu et al.
[7] has designed a mixed strategy to defend the DoS attack. The mix strategy includes
the combination of zero-sum game and investigation of the feedback controller using
LMI tool box.

4.3 Attacks and Defense mechanisms on Application Control Layer

In contrast to other CPS layers, this layer is less vulnerable to attacks. The concern
here is data loss, which may be avoided with the aid of cryptographic techniques like
public key encryption and error correction codes, among others.

Table-1 Attacks and Defense strategies on CPSs

Layer Attack Defense

Perception SI, SE, AE, AD, IDA, Model based

Execution Layer Pole-Dynamics Approach, DOB

attack

Data Transmission ~ MIM, DOS NA Safe

Layer Controllability,
Stochastic Game
theory

Application Data loss Public Key

Control Layer Cryptography

5. EXISTING METHODS/TECHNIQUES

As per Sravanthi et al. [15] Cyber Physical Systems generate a huge amount of data
on a daily basis, due to the sensors that generate data and hence only data analysis
tools can help understand this vast data. When it comes to securing CPSs, instead of
making use of mathematical models, Machine learning algorithms can be used for
quick decision making. Z. N. Zarandi et al. [19] discussed in his paper about the 2
major kinds of attacks happening on CPSs, i.e. DoS, Deception attacks and in both
the category of attacks, Machine learning methods are the best way to analyze and
detect these attacks. [19] Mentions in his paper regarding the simulating tools for CPS
security. [19] Makes use of a Neural Network Library called Keras, MATLAB
software for generating datasets and evaluation of the detection of attacks. We could
also make use of SVM to evaluate the system performance [19]. John S. Baras [22],
has mentioned about Model Based Systems Engineering for CPS, this model is a
combination of SysML, Modelica, and MATLAB tools.

6. REVIEW WORK

Sangjun Kim et al. [26] mentioned a few recent assaults on CPS as re-play attack,
few sneaky ways to manipulate information from sensors and control input data: zero
dynamics attack, pole dynamics attack, and covert attack. Focus should be on
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detection of such stealthy attacks unlike in the conventional information security

where the focus is on eavesdropping and encryption. Due to the presence of physical
dynamics in CPSs eavesdropping would not affect the behavior of the physical

component [1], [26]. Table 2 gives a brief of my Research. The present focus should
be on detection of stealthy attacks that attack the behaviour of the components of CPS
[11,[26]. Table-2 gives a brief of my research review.

Table 2: Review of Research

Title of the paper

A survey of cyber attacks
on Cyber Physical Systems:
Recent Advances and
Challenges [25]

Design Analysis and
Implementation of a
security
Assessment/Enhancement
platform for Cyber Physical
Systems [24]

Can Block chain be Trusted
in Industry 4.0? Study of a
Novel Misleading Attack
on Bit coin [28]

Active Security Control
Approach Against DoS
Attacks in Cyber-Physical
Systems [23]

A Literature Review on
Block chain-enabled
Security and Operation of

Journal/Publisher Year

IEEE/ CAA
Journal of
Automatica Sinica

2022

IEEE / IEEE
Transactions On
Industrial
Informatics

2022

IEEE/ IEEE 2022
Transactions on
Industrial

Informatics

IEEE/ IEEE
Transactions on

2021

Automatic Control

IEEE/ IEEE 46th
Annual
Computers,

2022

Advantages/
Disadvantages

The study
explores model-
based security
and lists various
attacks against
CPSs. They
also
emphasized the
need for DoS
attack defense
systems.

The authors
proposed and
experimented
on security
enhancement
modules with
respect to an
architecture for
CPS

The author
proposed
misleading
attacks on
blocks and its
future scope,
which can
hamper the
security in
Industry-4.0

The author
simulated a
network and
created DoS
attack and
designed an
active security
control against
DoS.

This paper
describes about
the use of

Algorithm/Technology
used

Model based security

Layer based security

Block-chain, Mis-leading
attack

Stable controller design
based on Predictive
control theory
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[27]

Design and Analysis of
Cyber Physical Systems
[20]

Recent Developments on
CPSs [21]

A survey of Network
Attacks on Cyber Physical
Systems [17]

Perception layer security in
internet of things [18]

CPS Information Security
Risk Evaluation system
based on Petri nets [8]

Applications
Conference

IEEE / IEEE
Conference of
Russian Young

2021

Researchers in
Electrical and
Electronic
Engineering

IEEE/
International
Conference on
Communication,
Control and
Information

2021

Sciences

IEEE/ Special 2020
Section on

Intelligent

Information

Services

Procedia Computer 2020

Science

IEEE / IEEE
Second

2017

International
Conference on
Data Science in
Cyberspace

securing CPSs
in different
sectors like
Health care,
Transportation,
smart-grids etc.

The paper
proposes Bl
system design
and data
security using
transformations
on data.The
author stressed
on analysis of
data

The paper
presented

various kinds of

CPSs with
popular real
time examples.
The authors
introduced the
concept of
hybrid
automata or
verification in
CPSs.

The paper is a
research on
various types of
attacks on CPSs
and defense
mechanisms.

Research was
based on the
perception layer
attacks and
defense
strategies

This paper gave
an insight on
securing CPSs
using Petri nets.

Design of Business
Intelligence System

Automata for verification

of CPS

Layer based defense
mechanisms

Petri nets
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Today's globe has many different types of CPSs since technological breakthroughs
occur frequently. Households have received CPSs as well. Since there are security
dangers to the Cyber Physical Systems that cannot be disregarded, the security of
CPSs has become increasingly obvious. There are several strategies created for this
goal, but we must all agree that since the enemies are getting better every day, our
security measures also need to get better. Different systems' security procedures are
designed using a variety of machine learning and deep learning methods. Creating
machine learning modules for CPS security has a lot of potential in the future. Graph
1 displays the increase in research and development on Cyber Physical Systems since
2006.

2022

Self Driving
cars
2011

Industry4.0

2007

Smart Grids

2006

Inception of

Graph-1: Development in CPS

Future Work: Several researchers have published papers on Cyber Physical Systems
and related security based on Block chain Technology [29]. Few essential factors in
CPS are control, storage and trust; all the mentioned factors can be secured with
various implementations of Block chain Technology [29]. Blockchain provides the
necessary security in various ways, there is a huge gap to be filled in this context,
research in this direction could benefit CPS.
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