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Abstract. This article aims to analyze the phenomenon of cyber violence in 

China using Routine Activity Theory (RAT). The article first introduces the con-

notation of RAT and its strengths and weaknesses. RAT posits that three elements 

are necessary for a crime to occur: a motivated offender, a suitable target, and a 

lack of guardianship. This theory highlights the role of victims in crime and pro-

vides a new perspective for crime prevention, but it falls short in explaining the 

motives of crime. Regarding the motivations for cyber violence, some netizens, 

due to lower levels of education and income, poor self-control, and the weaken-

ing of moral constraints due to online anonymity, are prone to become bullies. In 

terms of suitable targets, frequent internet use, excessive exposure of personal 

information, high social engagement, and the concept of "tolerance" in traditional 

culture all increase the risk of victimization. Regarding guardianship, lapses in 

network platform management, inadequate operability of laws and regulations, 

and difficulties in law enforcement and rights protection lead to a lack of effective 

supervision in cyberspace. 

Keywords: Routine Activity Theory, Cyber Violence, Motivated Offender, Suit-

able Targets, Absence of Regulation 

1 Introduction 

Routine Activity Theory (RAT) is an important theory in criminology proposed by Co-

hen and Felson in 1979. They attempted to understand the post-World War II rise in 

crime rates in the U.S., by examining patterns in people's routine activities. They as-

sumed that changes in routine activities since World War II have resulted in more peo-

ple appearing at specific times and places, increasing the possibility of their victimiza-

tion. This hypothesis is confirmed in the study of crime hotspots by Sherman and oth-

ers1 (1989). Cohen and Felson2 (1979) assumed three primary variables for criminal 

victimization: motivated offenders, suitable targets, and the lack of capable guardians. 

However, they did not explicitly define what constitutes a capable guardian. Sun and 

his colleagues3 (2022) suggest that capable guardianship can be measured by whether 

neighbors watch over the property and the intensity of street lighting etc. Cohen and 

Felson2 (1979) propose that direct-contact predatory offenses are more likely to occur  
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when these three essential elements come together in both time and space. These ele-
ments are present to varying degrees in different environments, thus leading to varia-
tions in the risk of criminal victimization. In China, early one-third of people claim to 
have been victims of cyber violence, while nearly one-fifth admit to committing cyber 
violence4 (Jing & Hu, 2021). This essay aims to analyze the advantages and disad-
vantages of RAT, and apply it to explain the phenomenon of cyber violence in China. 

2 Advantages 

Firstly, one of the advantages of RAT is its simplicity and ease of understanding. The 
theory constructs a basic framework for explaining crime using just three core elements, 
and it integrates experiences and common sense from people's daily lives, making it 
widely accepted and applicable.  

Secondly, RAT emphasizes the role of the victim in crime. Many traditional crimi-
nology theories prefer to analyze from the perspective of the offenders, such as their 
biological, psychological, and social factors, while relatively neglecting the victim. In 
contrast, RAT takes into account how the lifestyle of victims increases their vulnera-
bility to victimization. For example, frequently walking alone at night can increase a 
person's risk of being robbed5,6 (Kennedy & Forde, 1990;  AlKheder et al., 2022).  

Thirdly, RAT provides useful perspectives for government policy-making. For ex-
ample, in urban planning and architectural design, it is important to consider adding 
street lights, installing cameras, and creating defensible spaces in public buildings to 
enhance formal social control7 (Newman, 1973). Meanwhile, strengthening community 
building and encouraging residents to participate in community affairs can help in-
crease the level of informal surveillance8 (Perkins et al., 1990). Unemployment and 
poverty can increase some people's motivation to commit crimes, so improving the so-
cial security system can reduce the number of potential offenders9,10 (Griffiths et al., 
2004; Webster, 2023). These encourage more focus on crime prevention to reduce the 
occurrence of crime, rather than solely relying on the criminal justice system's punish-
ment and deterrence.  

Fourthly, RAT effectively explains how changes in social structure can affect direct-
contact predatory crimes. For instance, economic development and urbanization lead 
to more people working outside the home, increasing the amount of time rural houses 
are left unoccupied and unguarded during the day, which raises the risk of burglaries11 
(Moriarty & Williams, 1996).  

Finally, as research continues to deepen, RAT can be widely applied and fully de-
veloped in the study of various crimes, such as drug crime, teenage crime, white-collar 
crime, and even cybercrime12,13,14,15 (Marcum, 2011; Gottschalk, 2019; Akdemir & 
Lawless, 2020; de Jong et al., 2020). 

3 Limitation 

Firstly, although RAT is widely applied, it cannot explain negligence crime. For exam-
ple, cases of death due to negligence, such as traffic accidents and medical mishaps. 
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Their occurrence is often due to negligence rather than an offender's premeditated 
choice of target and assessment of risks, and there is no offender motive involved.  

Secondly, the variable of "motivated offender" has often been overlooked in the re-
search, and its concept is not clearly defined. The vast majority of studies have focused 
on the "suitable targets" and the "absence of guardians"16 (Bernburg & Thorlindsson, 
2001) and assumed that criminal motivation is universal. Furthermore, there is a com-
mon belief that "motivated offenders" refer to individuals who already possess pre-
existing criminal motivations. However, it is not clearly stated whether those who orig-
inally have no criminal intentions, but may be motivated to commit crimes due to spe-
cific inducements, also fall under what Cohen and Felson consider the category of mo-
tivated offenders. If they do, this indicates that in certain situations, everyone has the 
possibility of becoming a motivated offender. Therefore, this factor loses its classified 
function. Besides, RAT would struggle to independently explain such cases17 (Tillyer 
& Eck, 2011). It must be combined with other theories (eg. Social Control Theory, Ra-
tional Choice Theory, etc.) for analysis in order to adequately obtain valid conclusions 
in empirical research.  

Thirdly, there is a lack of direct methods to measure the three factors of RAT. Re-
searchers often infer these factors through indirect measurements or assumptions. 
Miethe et al.18 (1987) also observed that independent tests of lifestyle are absent from 
the majority of RAT studies, instead using assumed demographic correlates as substi-
tutes. For instance, few studies measuring criminal motivation have substituted neigh-
borhood crime rates for motivated offenders19 (Massey et al., 1989). In the study by 
Smith et al.20(2000), they inferred motivated offenders by indirectly measuring racial 
structure and distance to central cities, inferred suitable targets by the number of stores, 
and inferred guardians by the number of houses. 

Finally, with the development of the theory, the scope of routine activities becomes 
difficult to define. Research on RAT seldom considers whether activities that make one 
more susceptible to victimization are deviant behaviors21(Jensen & Brownfield, 1986). 
Even the act of engaging in illegal behavior itself can be categorized as a routine activ-
ity22 (Mustaine & Tewksbury, 1998). Cohen and Felson2 (1979) define routine activi-
ties as any recurrent and prevalent activities that fulfill basic population and individual 
needs. Jensen and Brownfield21 (1986) pointed that the activities which are most 
strongly linked to teenagers being victims of crime are not typical routine activities. 
such as shopping or dating, but criminal behaviors themselves. Offenders because of 
their lifestyle and social circles, are more frequently exposed to high-risk situations, 
thus increasing their likelihood of becoming targets of other criminal acts. Therefore, 
individuals who engage in criminal activities have a higher likelihood of being victim-
ized by crime. Criminal behavior clearly doesn't satisfy Cohen and Felson's definition 
of routine activities. 

4 Cyber Violence in China 

In July 2022, Zheng Linghua was admitted to a famous university. She took a photo 
with her grandfather holding the admission notice, and shared it on social media to 

Analyzing Cyber Violence in China from the Perspective of Routine Activity Theory            371



commemorate the occasion. The next day, she found that her photo was being mali-
ciously spread, and due to her pink hair, the comments insulted her as an escort girl, a 
nightclub dancer, etc. As a result of cyber violence, she fell into depression and passed 
away in 202323 (Zhang, 2023). 

4.1 Motivated Offenders 

In 2022, the internet popularizing rate among minors in China reached 97.2%. The pro-
portion of internet users with a bachelor's degree or higher was 9.3%, and those with a 
monthly income of more than 5000 yuan accounted for 29.3% 24(CNNIC, 2023). Sun 
and Hao25 (2023) analyzed cyber violence under the framework of RAT. Firstly, they 
found that these groups of netizens with low education, low income, and underage have 
relatively weak self-control abilities. They are more likely to be emotionally affected 
by internet public opinion, and when facing online hot topics or sensitive issues, they 
are prone to spread information without thinking, or even vent their inner dissatisfaction 
and anger. The existence of such a large group increases the risk of forming motivations 
for cyber violence. Secondly, online anonymity is one of the significant reasons behind 
the motivation for cyber violence26,27 (Farrall, & Herold, 2011; Wagner, 2019). Alt-
hough China has implemented a real-name system on the internet, online identities still 
retain a feature of front-stage anonymity. When anonymous, netizens' sense of shame 
and moral views are hidden, making it easier to vent emotions that are constrained in 
real life through means such as insults, defamation, spreading rumors, and doxxing as 
forms of cyber violence. Anonymity weakens the participants' sense of guilt, as they do 
not have to worry about legal or moral repercussions. Therefore, they commit cyber 
violence against Zheng without any hesitation. 

Although their explanations are reasonable, RAT does not play a role in explanation. 
The former is explained according to Self Control Theory. The less self-control a per-
son has, the more likely he is to commit crimes. The latter reflects the perspective of 
Rational Choice Theory. Offenders weigh the benefits of their actions against the po-
tential punishments before committing illegal acts. Anonymity reduces the possibility 
of punishment, making the "benefits" of cyber violence outweigh the "costs". There-
fore, RAT cannot explain why people develop criminal motivations, it only states that 
motivated offenders are generally present. The focus of this theory is on the victim 
rather than the offender. 

4.2 Suitable Targets 

Lee28(2022) suggests that the more frequently a person uses the internet, the more likely 
they are to become victims of cybercrime because they are more exposed to motivated 
offenders. Firstly, Zheng's inadvertent display of her information might inadvertently 
provide opportunities for others to commit cyber violence. Many social media plat-
forms and apps allow users to fill out personal profiles, where they can showcase photos 
of their daily lives and work. Just by piecing together this publicly available infor-
mation, one can easily gather personal data about individuals without resorting to illegal 
means or purchasing it.  
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Secondly, a high degree of online socialization also makes some people primary tar-
gets for cyber violence. Zheng is accustomed to sharing her daily life and expressing 
all kinds of opinions on platforms. She as a blogger has attracted a certain number of 
fans. The various information and opinions she posts online can often spread and be 
discussed widely in a short period of time. In China, incidents of internet violence are 
frequent. A comment made by a netizen may be taken out of context and misinterpreted, 
which can cause the victim continuous annoyance and irritation29,30 (MacFarlane & 
Bocij, 2003; Lo Moro et al., 2023) such as insults, personal attacks and even cyber 
manhunt. There have been multiple incidents in China where cyber violence has led to 
suicide, Zheng is a typical example31 (Xu, 2023).  

Finally, people who are unwilling to resist are more likely to become the biggest 
victims. The traditional Chinese culture has always emphasized "harmony is priceless" 
and "endurance and tolerance". As a well-educated student, Zheng was also influenced 
by this mindset. She may believe that confronting cyber violence directly is unwise, so 
she chooses to suffer in silence, such as not responding to the bully's messages and 
quietly enduring the harm. When some offenders see that the victims do not fight back, 
they intensify their actions. Some people seeing this situation, will also imitate them32 
(Wortley, 2016). This has also led to the phenomenon of "broken windows", with more 
people engaging in cyber violence, and more people becoming victims. 

4.3 Absence of Regulation 

Firstly, in China, online platforms often struggle to take effective measures in a timely 
and active manner, leading to lax supervision. For example, they are slow to respond 
to victims' complaints, and measures such as deleting illegal posts or banning accounts 
fail to have a deterrent effect. Additionally, the inaction of some platforms has objec-
tively allowed cyber violence to increase. Zheng's news was very popular at that time. 
In the intense competition for online traffic, some platforms frequently relax monitor-
ing of the truthfulness and legality of information, allowing illegal and false infor-
mation to spread unchecked25 (Sun & Hao, 2023). This is because such information can 
often attract a great deal of attention in a short period, bringing considerable benefits to 
the platforms. 

Secondly, China's current laws on regulating cyber violence are not yet comprehen-
sive enough. Although existing laws have principled provisions against defamation and 
insult, they do not adequately consider the unique aspects of cyberspace, and their op-
erability and specificity need to be strengthened33,34 (Rusakova et al., 2021; Guo, 2024). 
Besides, from the perspective of the law enforcement, they often face challenges such 
as insufficient evidence and difficulty in classification when dealing with cases of cyber 
violence. The legal gaps and delays have resulted in a lack of strong institutional guar-
antees for combating cyber violence. From the perspective of the victims such as 
Zheng, they face high costs in defending their rights, and the litigation process is 
lengthy and complex. They need to invest a great deal of time and money to collect 
evidence and hire lawyers, while also facing issues such as insufficient evidence and 
difficulties in evidence collection. As a student, it's hard for Zheng to bear these bur-
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dens. Meanwhile, the mental injury caused by cyber violence to victims is often diffi-
cult to quantify, and the compensation obtained is rarely commensurate with the cost 
of defending their rights. In reality, cases that can be resolved through litigation are 
rare35 (Lin, 2023). 

5 Conclusion 

RAT can relatively well explain the phenomenon of cyber violence in China. Firstly, 
netizens excessively expose personal information, making their personal details, life 
statuses, and preferences easily accessible to others, turning them into targets of cyber 
violence. For instance, Zheng Linghua shared a photo of her admission to a prestigious 
school on social media, only to face personal attacks and abuse. Secondly, some 
netizens are deeply involved in an intense online social life, posting their feelings and 
views, making their actions easily spark discussions and criticism, and thus becoming 
targets of cyber violence. Moreover, traditional Chinese culture values make many vic-
tims prefer to suffer in silence rather than confront cyber violence directly, which only 
emboldens bullies and attracts more people to join the abuse, creating a "broken win-
dows" phenomenon. However, RAT does not explain why offenders are motivated to 
engage in cyber violence. It needs to be combined with other theories, such as the self-
control theory, which explains that some people are easily angered by online content 
due to poor self-control, and rational choice theory, which explains that offenders en-
gage in cyber violence because online anonymity reduces the risk of punishment. Ad-
ditionally, the lack of governance over illegal content by online platforms and the in-
adequate operability and specificity of laws and regulations in cyberspace objectively 
exacerbate the spread of cyber violence. For example, some platforms allow the un-
checked spread of false and illegal information to generate web traffic. Moreover, cur-
rent laws are vague regarding the penalties for online personal harm, and law enforce-
ment faces many difficulties in evidence collection and case qualification, while the 
legal process for claiming rights is complicated and lengthy, failing to effectively pro-
tect the legitimate rights of victims. Therefore, strengthening network supervision is 
key to curbing cyber violence. 
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