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Abstract. The implementation of blockchain technology in the tax system has
significant potential to enhance efficiency, transparency, and security. In this re-
gard, the Directorate General of Taxes (DJP) can utilize a licensed private block-
chain, which allows full control over the network and trusted participation. By
harnessing blockchain, the DJP can ensure data confidentiality, security, and pre-
vent unauthorized access. The implementation of blockchain technology in the
tax system has garnered significant attention in relevant literature. The research
methodology employed in this study is a literature review analysis. In the process
of literature analysis, we systematically explored and evaluated various sources,
including scholarly articles, research reports, and official publications from tax
authorities and related organizations. The primary objective of this literature
analysis was to identify and summarize key findings that support the claims out-
lined in the previous statement. This literature review research has revealed that
blockchain technology holds substantial potential for improving efficiency, trans-
parency, and security within tax systems. Several sources in the literature high-
light the benefits of utilizing blockchain in the context of taxation, such as cost
reduction in tax administration, enhanced accuracy, and prevention of tax fraud.
Moreover, we found that blockchain technology has been successfully employed
in various tax initiatives across different countries. In conclusion, based on this
literature review research, we can infer that the use of blockchain in taxation has
the potential to significantly enhance the overall tax system, assuming that exist-
ing challenges can be overcome through collaborative efforts and appropriate
regulations.
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1 Introduction

Since the emergence of the Bitcoin whitepaper in 2008, blockchain technology and
Distributed Ledger Technology (DLT) have gained widespread recognition. The public
sector has been at the forefront of exploring and actively experimenting with blockchain
technology [1]. Several countries, such as Georgia and Ghana, have tested the use of
blockchain for land registration [2]. The United Arab Emirates (UAE) has also success-
fully leveraged blockchain to transform 50% of government transactions into a block-
chain platform since 2018, with the goal of saving 77 million work hours annually. One
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example is the UAE Roads and Transportation Authority's initiative that uses block-
chain to track vehicle ownership, sales, and accident history [3]. Additionally, Germany
recently launched the Digital Health Passport, which utilises blockchain to record
COVID-19 vaccination certificates and tests [4]. The development of blockchain tech-
nology has had a significant impact across various sectors, including taxation. Block-
chain is a system that utilises a distributed network to record transactions transparently,
securely, and immutably.

Once information is recorded in the blockchain database, it becomes extremely diffi-
cult to delete or alter the data [5], thus mitigating tax evasion fraud. The taxation sector
needs to adapt to the era of the fourth industrial revolution to drive economic growth
and societal well-being. According to the Organisation for Economic Cooperation and
Development (OECD), rapid technological advancements, digitalization, and changes
in business patterns have resulted in continuous transformation in taxation systems [6].
One tax that is relevant in the era of the fourth industrial revolution is the Goods and
Services Tax (GST) or Value-Added Tax (VAT). These taxes make a significant con-
tribution to national revenue as they are derived from the consumption activities of
individuals and businesses. Data from the Indonesian Statistical Centre shows that the
collection of Value-Added Tax (VAT) in Indonesia is relatively low compared to the
country's Gross Domestic Product (GDP) during the period of 2014-2017. The highest
VAT ratio in Indonesia during that period occurred in 2014, with a percentage of 3.87%,
while the lowest ratio was recorded in 2016 with a percentage of 3.32%. This indicates
that the potential revenue from VAT can still be increased to enhance its contribution
to the national economy. One of the reasons for the low VAT collection rate is the
absence of an efficient VAT administration system [7]. To address these challenges,
the taxation sector must continue to innovate and adapt tax policies and procedures to
the development of information technology. This will enable the government to opti-
mise the efficient collection and management of tax data, enhance tax compliance, and
drive overall growth in the digital and economic sectors. By harnessing the potential
and opportunities offered by the era of the fourth industrial revolution, the taxation
sector can play a pivotal role in advancing the economy and improving the welfare of
the people.

In the context of taxation, the use of blockchain can enhance efficiency in reporting and
collecting data within the VAT system. With a distributed system, tax data can be rec-
orded in real-time and verified, reducing the risks of human error and data manipula-
tion. Once transactions are completed, no party can alter the transaction records [8].
Transactions on the blockchain refer to direct and decentralised processes between two
parties without the involvement of a third party. Its characteristics, such as autonomy,
equality, and transparency, have the potential to detect both corruption and fraud [9].
The government can leverage blockchain technology to monitor tax transactions di-
rectly, thereby expediting the verification and processing processes. Furthermore,
blockchain can enhance transparency in the tax system. The blockchain technology also
provides benefits in terms of data accuracy, data security, and data interoperability [10].
Every transaction recorded on the blockchain can be viewed by all relevant parties,
including the government and taxpayers. This can reduce the potential for corruption
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and data manipulation while strengthening public trust in the taxation system. Another
impact of using blockchain in taxation is the reduction in administrative costs. Auto-
mated and decentralised data processing reduces the need for labour-intensive resources
and avoids significant infrastructure costs. Additionally, blockchain can facilitate direct
tax payment processing, reducing costs and time required in the transaction process.
The use of blockchain in taxation also provides benefits in terms of data security. Block-
chain utilises strong cryptography and secure encryption systems to protect the integrity
and confidentiality of tax data. Sensitive information such as taxpayer identities and
transaction details can be securely stored in the distributed network, reducing the risks
of data leakage and identity theft. Overall, the use of blockchain in taxation can enhance
efficiency, transparency, security, and trust in a country's taxation system. With this
technology, the process of tax reporting and data collection can become faster and more
accurate, while the risks of fraud and data manipulation can be reduced. Additionally,
the use of blockchain can reduce administrative costs and strengthen public trust in the
government and existing taxation systems.

Blockchain has become a crucial topic in the context of taxation in many countries.
Previous research has revealed that the use of blockchain technology can address sev-
eral taxation-related challenges, such as transparency, accountability, and data security.
Previous studies have shown that blockchain technology has been widely applied in
various sectors, including government [11] and business [12]. The fields of accounting,
finance, and auditing greatly benefit from blockchain technology [13]. The implemen-
tation of blockchain can enhance tax compliance through the use of smart contracts that
can automatically verify and execute tax payments. Blockchain technology can also be
applied to effective and efficient tax administration, such as in the context of VAT. The
use of this technology provides a much more efficient mechanism for message transfer
among various parties [14]. Blockchain can help prevent tax evasion practises by
providing immutable and distributed transaction records. In this study, we utilise Indo-
nesian data as the basis for analysis. However, this research focuses on the development
of blockchain applications in the administration of Value-Added Tax (VAT) systems
with the aim of preventing detrimental tax evasion practises. The findings of this re-
search have the potential to be widely applied in other countries. The use of blockchain
in taxation can facilitate easier cross-border information exchange between countries,
strengthen international tax cooperation, and reduce administrative burdens. Overall,
previous research has shown the significant potential of blockchain in addressing taxa-
tion issues in a country. These are two reasons why this technology holds promise for
implementation in the VAT system in Saudi Arabia [15]. In achieving efficient and
transparent taxation, blockchain can provide significant benefits, including increased
compliance, administrative efficiency, and data reliability. However, the implementa-
tion of blockchain in the context of taxation also requires appropriate legal regulations
and collaboration between the government, private sector, and other relevant stakehold-
ers to achieve optimal results.
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2 Methods

The research methodology used in this study is a literature review. This re-
search will be conducted by searchingand analysing relevant scientific literature
from reputable international journals, articles, books, and related theoreticalsources.
The data obtained from this literature review will be systematically and critically
analysed to explore information related to the use of Blockchain in accounting in-
formation systems. The literature review approach will be used to gain a deep un-
derstanding of emerging issues, evaluate previous research, identify knowledge
gaps, and formulate new ideas that can contribute to the relevant research field.
Through this method, the research will producea comprehensive review of the prob-
lems and challenges faced in integrating Blockchain technology into accounting
information systems, as well as a better understanding of developing effective so-
lutions to address these issues.

3 Results and Discussion

The results of this analysis are presented in Figure 1. In the implementation of
National Information and SystemsTechnology (TISN) using blockchain technol-
ogy, a permitted private blockchain can be utilised. This type of blockchain allows
the Directorate General of Taxes (DGT) to operate a private blockchain system,
meaning only parties authorised by the DGT can be part of the network. The ad-
vantage of using a private blockchain is that the DGTcan control access and partic-
ipation within the network. The DGT can determine and authorise the parties that
act as nodes in the blockchain network, such as government agencies, companies,
or other entities involved in Value-AddedTax (VAT) administration. Additionally,
the DGT can also regulate the extent of authority held by each party in the network.

By utilising a permitted private blockchain, the DGT can maintain data confi-
dentiality and security, as well as prevent unauthorised access to sensitive infor-
mation. This helps to enhance trust and reliability in the VATadministration system.
Overall, the use of a permitted private blockchain in the TISN allows the DGT to
have full control over the blockchain network, ensure trusted participation, and im-
prove efficiency and security in VAT administration.
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Fig. 1. Research Analysis Phases

Before implementing blockchain technology in the Value-Added Tax
(VAT) system in Indonesia, the first step that needs to be taken is designing an
implementation model in accordance with the standards of the Directorate General
of Taxes (DGT). The DGT must have a deep understanding of how blockchain
technology can be optimizedin the context of the VAT system in Indonesia. Con-
sidering that blockchain technology has various types and implementation models,
it is important for the DGT to adapt the use of this technology to prevent tax evasion
practices. The design of the implementation model should consider the specific
needs and challenges in VAT administration. The DGT needs to consider aspects
such as data security, scalability, interoperability with existing systems, and the
need to comply with applicable tax regulations and policies.
Additionally, the DGT also needs to conduct an in-depth study of the potential benefits
that can be obtainedfrom implementing blockchain technology in the VAT system. By
comprehensively understanding how blockchain technology can help prevent tax eva-
sion, the DGT can design an appropriate and effective implementation model. Inthe
context of tax evasion, blockchain technology can provide advantages by recording
transactions transparently andimmutably. This can help prevent harmful tax evasion
practices, as transaction records recorded in the blockchain cannot be easily manipu-
lated or altered. By designing the right implementation model and deepening knowledge
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aboutthe potential of blockchain technology, the DGT can utilize it optimally to prevent
tax evasion and improve efficiencyin VAT administration in Indonesia. Figure 2 shows
the steps taken by the researchers to conduct the analysis. As aninitial step, an overview
of how the conventional electronic VAT system is currently implemented is presented.

v

Seller as Taxable
Enyterprise

Buyer as Taxable
Enterprise

DGT’s Online
System

Fig. 2. Buyer and seller position scheme in the Indonesian VAT system.

In the sales and purchase scheme with VAT, the seller is obligated to collect VAT from
the buyer. A tax invoice is issued as proof of the transaction, and the seller must remit
the collected VAT amount to the Directorate General of Taxes (DGT). On the buyer's
side, they must verify the tax invoices received from the seller and can use Input Tax
as a tax credit. The DGT's online electronic system monitors transactions and validates
the received tax invoices. This process is done to ensure the validity and accuracy of
the transactions. Additionally, the DGT is responsible for issuing official invoices.
However, to improve efficiency and enhance the existing electronic VAT system, it is
necessary to identify potential issues that may arise. By identifying these issues, cor-
rective measures can be taken to ensure the VAT system operates better and more ef-
fectively. In the conventional electronic VAT system, there are several problems that
can contribute to tax evasion practises that harm the country. The following are details
of these problems:

1. Suboptimal performance of the e-Nofa application: The e-Nofa application used for
TISN applications often experiences performance degradation, and the system can be-
come unresponsive when many taxpayers access it simultaneously. This hinders tax-
payers from fulfilling their tax obligations.

2. Excessive stages to be completed: The conventional VAT administration process
involves many complex stages, such as input and output tax validation and TISN appli-
cations. These stages take time and can slow down the tax administration process.

3. Fictitious tax invoices: Inefficiencies in the VAT system can lead to issues with fake
or fictitious tax invoices. Unregistered taxpayers or non-existent transactions may issue
fake tax invoices to reduce the amount of VAT that should be remitted to the govern-
ment. This causes losses for the country.
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To address the above-mentioned problems, blockchain technology can provide poten-
tial solutions. By utilising blockchain, the application's performance can be improved
through a distributed network that efficiently manages TISN requests. The VAT ad-
ministration process can be simplified using automated and distributed verification per-
formed by the blockchain network nodes. Furthermore, the use of blockchain can ad-
dress the issue of fictitious tax invoices by creating a secure and transparent system
where each transaction is permanently recorded and difficult to manipulate. By har-
nessing blockchain technology, the electronic VAT system can overcome existing
problems and prevent tax evasion practises that harm the country.

In the current system, as shown in Figure 3, all Place of Business (PoB) parties access
the online server of the Directorate General of Taxes (DGT) simultaneously and at the
same time. However, there is a discrepancy in roles between the DGT server and the
PoB in this system, where the DGT acts as the client and the PoB as the user. This
misalignment results in misalignment between the DGT server and the PoB. In situa-
tions where many PoB parties access the DGT server simultaneously, it often causes
constraints for the DGT server. The server's performance may decrease or even expe-
rience errors in carrying out its tasks due to its inability to handle simultaneous access
by multiple parties. In other words, when the DGT server is under pressure from mul-
tiple simultaneous requests, it can disrupt the server's function. This issue can affect the
quality of service provided and impact the overall system performance

Coyentional System ) Blockchain-Based System
TR — i h/i\
s~ : 7 / \\.. ; . \,
. o 4 '\I V4
i N
DGT's Online Server £ \i / =
i x / % Vs
S : \\\ / N e
| ] g N
e & —) B -

Fig. 3. Comparison of conventional and blockchain-based value-added tax (VAT) systems

However, when compared in the context of a blockchain-based system, each party con-
nected to the network has an active role in the transaction and validation processes. This
creates positional equality between the Directorate General of Taxes (DGT) and Place
of Business (PoB), where both participate in the transaction process and data integrity
maintenance through consensus and collective validation. Thus, blockchain technology
introduces a new paradigm where the DGT and PoB have equal positions and work
together in the network without any party acting as a dominant server or client.

The use of blockchain in the context of taxation in a country demonstrates significant
potential for improving efficiency, transparency, and security in the tax system. The
implementation of blockchain technology can provide various benefits, including
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reducing processing errors, preventing fraud, and enhancing tax reporting monitoring.
First, the use of blockchain can improve tax administration efficiency. Through block-
chain, the tax filing and processing processes can be automated, reducing reliance on
time-consuming manual processes and enabling faster processing. Additionally, block-
chain can provide immutable and distributed transaction records, enabling automatic
verification and higher transparency in tax reporting. Blockchain can also expedite
transaction settlement, reduce fraud risk, enhance transaction auditability, and improve
oversight effectiveness. Furthermore, blockchain can enhance

accountability in taxation. In traditional systems, data manipulation or fraud can occur.
However, with blockchain, the recorded data cannot be altered, providing certainty and
reliability in the reporting and payment of taxes.

Moreover, blockchain can help address tax avoidance and evasion issues. With distrib-
uted transaction records, blockchain can ensure that cross-border transactions comply
with applicable tax regulations. Implementing blockchain in the tax system can facili-
tate transaction tracking and verification, reducing opportunities for harmful tax avoid-
ance practises. However, in implementing blockchain in taxation, there are still several
challenges to overcome. One of them is the need for appropriate regulations. Clear and
detailed legal regulations are necessary to govern the use of blockchain in taxation,
including data protection, privacy, and compliance with legal matters.

Fundamentally, blockchain technology can be applied to the delivery of Transaction
and Implementation Systems (TISN) and tracking systems from the DGT to the PoB.
Although taxpayer-related data is confidential and non-transparent, blockchain technol-
ogy can be used in the delivery of TISN. In the conventional scheme, accessing the
DGT server by PoB often encounters issues due to the misalignment of positions be-
tween the DGT and PoB. However, in a blockchain-based system, there is no positional
difference between the DGT and PoB due to the decentralisation inherent in blockchain
technology. Each party in the blockchain network has an equal position, and there is no
central authority. Therefore, blockchain technology has the potential to be implemented
in the delivery of TISN from the DGT to the PoB. This system would enable more
efficient and transparent delivery where all involved parties could accurately monitor
and track TISN. By utilising blockchain technology, the DGT can enhance security,
integrity, and efficiency in delivering TISN to PoB, thereby reducing levels of harmful
tax evasion practises that may negatively impact the country. In conclusion, the use of
blockchain in taxation in a country offers significant potential to improve efficiency,
transparency, and security in the tax system. By automating processes, reducing errors,
and providing immutable transaction records, blockchain can help enhance accounta-
bility and prevent tax avoidance practises. However, clear regulatory frameworks and
collaboration among the government, private sector, and other relevant stakeholders are
needed to optimise the implementation of blockchain technology in the country's tax
system.
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4 Conclusion

The use of blockchain technology in taxation systems has significant potential to im-
prove efficiency, transparency, and security. By implementing blockchain, the Direc-
torate General of Taxes (DGT) can operate a private blockchain system that allows full
control over the network and trusted participation. Authorised private blockchains en-
able the DGT to control access and participation in the network. The DGT can deter-
mine and authorise entities to act as nodes in the network, such as government agencies,
companies, or other entities involved in value-added tax (VAT) administration. The use
of authorised private blockchains allows the DGT to maintain data confidentiality and
security while preventing unauthorised access to sensitive information. This helps en-
hance trust and reliability in the VAT administration system. Blockchain technology
can help address issues in conventional tax systems, such as tax avoidance, fake in-
voices, and processing errors. With immutable and distributed transaction records,
blockchain facilitates the detection and prevention of tax avoidance practises.

The use of blockchain in taxation can bring benefits such as improved administrative
efficiency, accountability, and international cooperation in taxation matters. This can
result in increased tax revenue and strengthen public finances. Although there are chal-
lenges to implementing blockchain in taxation, such as the need for appropriate regu-
lations, government and private sector collaboration, and legal compliance, the poten-
tial of this technology remains significant in enhancing the tax system. Overall, the use
of blockchain technology in taxation offers a solution to improve efficiency, transpar-
ency, and security. By leveraging blockchain, the DGT can enhance the VAT admin-
istration system, reduce tax avoidance, and strengthen public finances. Despite the need
to overcome challenges, the use of blockchain in taxation can have a positive impact
on building a more effective and equitable tax system.
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