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Abstract. There are a large number of safety hazards in the construction process 

of subway projects, which are difficult to eliminate from the source. Currently, 

security risks identified based on rules often require assistance in addressing 

challenges such as time consumption, poor authority, poor traceability, or lack of 

real-time information. To address these issues, this study developed a new 

blockchain based subway construction safety hazard regulation storage system 

(SHRSS) and constructed a safety hazard regulation database, standardized 

regulations, and stored them on a block basis. 
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Safety Hazard Regulation Storage System. 

1 Introduction 

The subway provides various benefits, including large transportation capacity, fast 

transportation, minimal energy use, and convenience [1,2]. The Statistical Analysis 

Report on Urban Rail Transit in 2021 pointed out that by the end of 2021, there were 

50 cities in Chinese Mainland operating urban rail transit, with 283 lines and 9206.8 

kilometers in length. However, risks based on personnel, machinery, environment, and 

management greatly increase the likelihood of risk occurrence[3]. 

During the subway construction phase, safety hazards can lead to accidents. It is 

necessary to exchange and transmit information on hazards (such as project type and 

scale, construction technology, safety management processes, weather, and site 

conditions) among all parties involved in monitoring[4]. However, without formal 

understanding of the danger, information sharing and communication among all parties 

may pose significant obstacles. 

A blockchain storage system is information about subway construction and 

regulations, including improper operations by builders, interactions between structures 

and their surrounding environment, as well as construction equipment and management 

controls. Most safety hazards in subway construction are related to these engineering 

data, and skilled engineers can identify problems and risk factors by reading blockchain 

models. Therefore, this article will combine blockchain technology to establish a formal 

and comprehensive knowledge base of subway construction safety hazards. The focus  
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of research on building storage systems based on blockchain technology is to extract 

standard regulations with security regulations and store these regulations in the 

blockchain. 

2 The SHRSS construction 

2.1 The classification of the safety hazard regulations 

The quality specification "Urban metro Transit Engineering Quality and Safety Inspec-

tion Guide" is an example in this document and is divided according to the types of 

safety hazards involved in the metro construction process[5]. According to this Guide, 

we divided the metro construction process safety risks into 21 categories. In order, se-

curity introductory management class, civilized construction class, fastener steel scaf-

folding, bowl buckle steel scaffolding, plate steel scaffold, complete scaffolding, form-

work engineering, construction safety, safety protection, tower crane safety, gantry 

safety, material elevator management, lifting, construction machinery management, 

foundation pit support, shield tunnel construction, mining tunnel construction, metro 

construction management, unique climate construction, artificial digging, and bridge 

machine safety inspection. 

After the first-level hazard classification, determine the second-level hazard standard 

according to the category’s standard content. The third-level classification catalog of 

metro construction hazards mainly refers to the specific inspection catalog of each sec-

ond-level catalog[6]. Take the security introductory management class as an example, 

as shown in Tables 1. 

Currently, the potential safety risks of metro transit have been relatively mature in 

the industry. Nevertheless, no relevant literature makes statistics on the causes of these 

dangers. Therefore, it is necessary to establish a more practical type database of metro 

construction hazards and form a governance basis for investigating them. According to 

the characteristics of each type of safety hazard, this paper divides it into four following 

specific categories[7]: 

1)personnel(P) refers to the mistakes of personnel, which may lead to the destruction 

of other control measures, resulting in the unintentional release of energy or hazardous 

materials and initiating accidents. 

2)Machine(M) refers to the failure of the object, which the phenomenon function 

can not realize because of the low performance. The inability of things or direct cause 

measures to restrain, limit the quantity, or harmful substances failure, resulting in acci-

dents. 

3)Environment(E) refers to the physical environment of the system operation, the 

peaceful environment of enterprises and society, and the poor system construction en-

vironment. 

4)Administration(A) refers to the organizational factors that are not safe, including 

the managerial procedures, corporate culture, rules, systems, and the unsafe behaviors 

of the managers. 
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Table 1. Example of three-level hazards of metro construction 

2.2 How to standardize the safety regulations? 

The correctness of risk knowledge description and the simplicity of knowledge acqui-

sition influences the accuracy and efficiency of SHRSS. 

The standardization and formalization of safety risk knowledge in metro construc-

tion are implemented in this study using the Miyoung Uhm technology, which is based 

on the specifics of the risk identification of metro construction and its practical appli-

cation significance[8]. This will enable sharing and reusing risk knowledge from this 

particular domain to assist in identifying risks in metro construction projects[9]. 

To translate natural language into a machine-readable and executable format, that is, 

to extract the rules of metro safety hazard regulations syntax. Firstly, the python Jieba 

function is needed to mark the segmentation and annotation of security hazard regula-

tions and utilize General Architecture for Text Engineering (GATE）for knowledge 

extraction. 

Secondly, this study used context-free grammar (CFG) in natural language pro-

cessing. It classified morphemes into four categories: object(noun), method(verb), and 

strictness(modal), allowing us to translate them into things later, methods, degrees of 

strictness, and properties. Adjectives and adjective phrases were also examined and 

later translated into properties or qualities of an object. 

Thirdly, the morphemes generated by CFG decomposition are detailed and used to 

build object (morpheme) libraries and method libraries. Standardized specified the final 

rules in SWRL(Semantic Web Rule Language)[10]. About half of the methods are 

Boolean type. Returns True if the condition is met and False if not met. Thus, the 

Second-level hazard Third-level hazard 
Classifi-

cation 

Unit Qualification and 

Personnel Qualification 

The project manager has not obtained the safety 

license 
P 

No security management organization on the pro-

ject 
A 

No clear quality and safety management stand-

ardization self-assessment department 
A 

The monitors’ equipment was not meet the stand-

ard 
M 

The driver of the shield machine failed the opera-

tion assessment(construction unit) before working 
P 

No safety inspection system A 

No accident hidden investigation management 

system 
A 

No regular safety checking A 

No security inspection file A 
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specification regulations can be expressed in syntax and identified in the blockchain 

hash algorithm. 

2.3 The storage mechanism of the safety hazard regulations  

Blockchain, as a kind of decentralized, non-tamable, traceable, and distributed data 

jointly maintained by various parties, can establish trustworthiness among multiple par-

ties without mutual understanding. Without the coordination of third-party intermedi-

aries, dependable data sharing and transmission of point-to-point value are realized in 

an epoch-making way. 

To achieve the immutability of data, Blockchain introduces a chain structure in 

blocks. The block structure comprises a header and body, similar to the blockchain’s 

generally used block structure. The block body has data from volume transactions saved 

in it. The following details are in the block header:(1) Hash of the block for verification. 

(2) Merkle root tracks a group of transactions for each block. (3) Nonce value is a num-

ber generated by the consensus process to produce a hash value below the specified 

difficulty level. (4) Timestamp is when the block was created. The data structure of the 

Blockchain is shown in Fig. 1. 

Typically, blockchain does not save the original data or transaction records directly. 

The data gets encoded into the blockchain as a precise string of numbers and letters, 

but it still contains the hash function result. The NSA developed the SHA-256 algo-

rithm, which is used in this work. The SHA-256 generates a 256 bit or 64 character 

long hash from input data and outputs a fixed-length output of 265 bits. 

A Blockchain is created by connecting isolated blocks using a forward hash based 

on the previous block's content. Volume transactions for the current block and transac-

tions produced during the confirmed block formation process are included. 

TX1 TX2 TX3 TX4

Hash2 Hash3 Hash4

Hash34

Merkle Root

PrevblockHash Nonce

Hash1

Hash12

 

Fig. 1. The Data Structure of the Blockchain 
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The storage system based on blockchain technology changes the traditional regula-

tion identification mode and improves the efficiency of risk identification. The block 

construction method of the metro hazard regulations stores the number, content, and 

classification of the third-level hazard in the nodes corresponding to the second-level 

hazard, and the information of the second-level hazard is stored in the block where the 

first-level hazard is located. The information embodied by each node is a data block, 

which identifies the block and its contents as a unique code using an SHA-256 code. 

The hashing process linked to the Merkle roots is kept in the block, ensuring it can trace 

every piece of data. Meanwhile, due to the unidirectional and conflict resistance of the 

hash algorithm. This provides that the data cannot be tampered with, and the reliability 

of the safety hazard regulations is improved. Specific stored procedures are in Fig. 2. 

The address of the 

previous block
Timestamp

Version 

number

Primary 

taxonomic
Merkle 

root

The secondary hazards N-01

 

Block NBlock N-1 Block N+1

The secondary hazards N-02

The secondary hazards N-n

Third-level hazards Number

The content of hazards 

The category of hazards 

 

  

 

Fig. 2. The Block construction process of metro safety hazard regulations 

3 Conclusions 

For metro construction management, it is crucial to store safety hazard regulations. The 

advantages of SHRSS over conventional methods are as follows: (1) The blockchain-

based storage of security hazard laws assures immutability while saving time and labor 

costs. (2) The construction of a security hazard regulations database. This paper selects 

the "Urban Metro Traffic Engineering Quality and Safety Inspection Guide" quality 

standard. The four categories of personnel, machinery, environment and administration 

are used to categorize and significantly standardize the safety hazard rules database. (3) 

Standardization of safety hazard laws. Make security hazard regulations rules that com-

puters can recognize, reducing reliance on regulations with different ways of expres-

sion. Past safety hazard regulations are randomly stored on third-party tools. The use 

of blockchain technology can reduce dependence on third-party tools and facilitate the 

sharing of hazards among participants and field experts. 
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source, provide a link to the Creative Commons license and indicate if changes were made.
        The images or other third party material in this chapter are included in the chapter's
Creative Commons license, unless indicated otherwise in a credit line to the material. If material
is not included in the chapter's Creative Commons license and your intended use is not
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