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Abstract. The emergence of blockchain technology provides a more secure,
transparent and efficient way for data transaction. In this paper, based on the
analysis of the basic principles and application scenarios of blockchain technol-
ogy, the design scheme of blockchain-based data transaction method and plat-
form is proposed. The scheme adopts smart contract to achieve automation of
data transaction, adopts the storage form combining ethereum and ipfs to ensure
the security and reliability of data storage, handles high-frequency and small
amount transactions in the side chain and important high-value transactions in
the main chain in order to improve the efficiency, and in order to protect the
privacy of the data, homomorphic encryption can be introduced to ensure the
privacy and security of the data in the process of transaction. Finally, the feasi-
bility and effectiveness of the scheme are verified by implementing a prototype
system of an Ethernet-based data transaction platform.
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1 Introduction

With the rapid development of the internet, data has become one of the most im-
portant resources in modern society. Typical applications of data trading include ob-
taining user data from internet companies, collecting environmental data from sensors
and IoT devices, and acquiring transaction data from financial markets ['"?. However,
traditional methods of data trading face many problems such as difficulty in ensuring
data security, high transaction costs, and complex transaction processes. The emer-
gence of blockchain technology provides a more secure, transparent, and efficient
way of data trading.

Blockchain-based data trading methods mainly rely on the decentralized, tamper-
proof, and traceable characteristics of blockchain technology to enhance data security
and credibility *. Moreover, blockchain-based data trading platforms possess fea-
tures such as decentralization, autonomy, and openness that can improve data trading
efficiency.

Homomorphic encryption techniques are classified into additive homomorphic en-
cryption, multiplicative homomorphic encryption and full homomorphic encryption.
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In this paper, full homomorphic encryption technique is used. Additive Homomor-
phism: If there exists an efficient algorithm @, E(x+y)=E(x) ® E(y) or x+y=D(E(x) ®
E(y)) holds and does not leak x and y, then the encryption is said to be additive ho-
momorphic encryption. Multiplicative homomorphism: an encryption is said to be
multiplicative homomorphic if there exists an efficient algorithm for which E(x x y) =
E(x)E(y) or xy = D(E(x)E(y)) holds and does not leak x and y. A fully homomorphic
encryption is an encryption function that satisfies both the additive homomorphic and
multiplicative homomorphic properties and can perform any number of addition and
multiplication operations. Its formula is: Dec(f(En(m1), En(m2), ..., En(mk)))=f(ml,
m2, ..., mk), or written as: f(En(ml), En(m2), ..., En(mk))=En(f(ml, m2, ...))
=En(f(ml, ...)) ..., mk)), and if f is an arbitrary function, it is called a fully homomor-
phic encryption.

This article proposes a design scheme for blockchain-based data trading methods
and platforms based on an analysis of the basic principles and application scenarios of
blockchain technology. The scheme uses smart contracts to achieve automation of
data trading and combines Ethereum and IPFS -1 to ensure data storage security and
reliability. Finally, the feasibility and effectiveness of the scheme are verified through
the implementation of a prototype system of an Ethereum-based data trading plat-
form.

2 Fundamentals of Blockchain Technology

2.1 Basic Principles of Blockchain Technology

The core of blockchain technology is distributed ledger technology. Blockchain or-
ganizes transaction records in chronological order into a chain structure, with each
block containing multiple transaction records and the hash value of the previous
block. Each node can participate in the creation and verification process of the block-
chain, ensuring data consistency and security through consensus algorithms [,

2.2 Blockchain sidechain technology

High-frequency small transactions are processed on the sidechain in order to improve
efficiency™. Blockchain sidechain technology is a technology that interconnects dif-
ferent blockchains to enable asset transfer and value exchange!®. Sidechain technolo-
gy was first proposed by Bitcoin for securely transferring money between the Bitcoin
chain and other chains. Broadly speaking, sidechain technology applies to any block-
chain system that meets the definition of a sidechain and has a main chain. Among the
implementations of sidechain technology, there are two main ways: bi-directional
wedging and joint wedging. Among them, bi-directional wedging refers to the mech-
anism of transferring assets on the main chain into or out of the side chains at a fixed
or determined exchange rate, and its core mechanism is to lock a part of the assets on
one chain and generate or unlock a part of the equivalent assets on the side chains.
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3 Based on blockchain data trading method and platform

3.1  Design scheme

There are currently many data trading solutions, such as protecting data resources
only through smart contracts, and decentralized data trading solutions that combine
smart contracts with digital watermarks , but there are obvious problems in storage
when the data exceeds 100MB. Therefore, I have designed a blockchain-based data
trading method and platform using the storage format of Ethereum and IPFS, as
shown in Figure 1:

10. Sdler Collection

11. Update the authorization list and return the data body ID

Fig. 1. Data transaction flowchart

(1) Data trading process.

The blockchain data trading process usually includes the following steps:

S1 Smart Contract Deployment: deploy smart contract into the public chain.

S2. data upload, rights confirmation, encryption: data owner prepares the data, data
owner uploads the data to the chain, completing the transfer of data ownership. Data
encryption adopts full homomorphic encryption technology: data includes sensitive
data including transaction amount, identity information of both parties in the transac-
tion, and so on. By encrypting the data with a public key, it can be ensured that only
people holding the corresponding private key can decrypt and view the data.

S3. Invoke smart contract to upload the interstellar file system IPFS.

S4. Data storage: store the data to the interstellar file system IPFS.

S5. Return CID: data storage in the interstellar file system IPFS is completed to re-
turn the content identifier CID

S6. Return corroboration: when the content identifier CID is returned, the data is
corroborated and the user ID in the transaction body TB is increased by the first user.

S7.The seller initiates a request to sell the resource. The data will be displayed in
the data trading platform.

S8, S9.The buyer sends a transaction request to the seller, and after the seller
agrees, the transaction is completed. The transaction confirmation session is done
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automatically by the smart contract, which checks whether the subscriber has enough
funds, and if the conditions are met, the funds are automatically transferred to the
publisher's account

S10. the seller S account collects the money.

S11. update the authorisation list and return the data body ID: the buyer makes the
payment and the seller's account receives the money both through the smart contract
to complete the transfer. The transfer is completed updating the authorisation list with
the user ID of the user who purchased the data.

S12. Download data request: the buyer payment is completed, you can data down-
load, through the data trading platform, fill in the ID of the data you want to down-
load, click on the download, the data trading platform will call the smart contract to
obtain the interstellar file system IPFS data method, first of all, it will carry out the
authorisation list user validation, check whether the user purchased the data or not, if
user ID exists, then carry out the data download and return the private key.

S13. return data and verify: the buyer can use the purchased data. And verify the
transaction result: homomorphic encryption allows computation in an encrypted state,
so both parties in the transaction can verify that the transaction result is as expected
without decrypting the data. This is achieved by using zero-knowledge proof tech-
niques.

(2)Sidechain design

First design the sidechain. The design of the sidechain should take into account the
compatibility with the Ethernet main chain, as well as the security and liquidity of the
assets on the sidechain. At the same time, the design of the sidechain also needs to
take into account factors such as development cost and maintenance cost.

Sidechain development: the development of the sidechain adopts the Ethernet
smart contract language Solidity programming language. During the development
process, attention is paid to the interaction logic between the sidechain and the main
chain, as well as the security and privacy protection of the assets on the sidechain.

Sidechain Deployment: After the development of the sidechain is completed, it
needs to be deployed into the Ethernet network. Register the sidechain on the Ethernet
main chain, set up the governance mechanism of the sidechain, configure the asset
transfer rules of the sidechain, and so on. At the same time, it is also necessary to
conduct security tests and performance tests on the sidechain to ensure the stability
and security of the sidechain.

Sidechain and mainchain interconnection and intercommunication : Adopt two-
way wedge mechanism to transfer assets on the mainchain to or from the sidechain at
a fixed or determined exchange rate. In the bi-directional wedging mechanism, the
transfer of assets between the main chain and the side chains needs to be realised
through the process of locking and unlocking. Specifically, when a user wants to
transfer an asset from the main chain to a side chain, he needs to lock the asset on the
main chain and generate an equivalent asset on the side chain. Conversely, when a
user wants to transfer an asset from a sidechain back to the main chain, he needs to
lock the asset on the sidechain and unlock the equivalent asset on the main chain.
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3.2 Implementation plan

The implementation plan of the blockchain-based data trading platform is as follows:

(1)Select blockchain platform.

Choosing a suitable blockchain platform is the first step in implementing a block-
chain-based data trading platform. This article uses the popular blockchain platforms
Ethereum and IPFS. Ethereum experimental environment: This article simulates
Ethereum accounts using Ganache on Windows 10. As shown in Figure 2.

AccounTs

MNEMONIC o pATH

Clinb scheme album honey filter giggle kitchen hope soda grocery skull spot /44" /60" /6" /6/account _index

0x74C945CIEIOF708EA9IB4TBET37AS564b4702f676  77.23 ETH 104 0 &
AovESS aaavce ToowT o
oxcf. i 16 122.50 ETH ) 1
0xbOCOeB559574AA9b22AD1821876acakb7A984041  100.00 ETH 3 2 &
0xF1C91330279537360F5478Bf131F410A47f13879  100.00 ETH 3 3 &
AoveSs sawance TeowT  woec &
0x56170FDBC6BaF6DOCFCA596DFA7e420f2552b064  100.00 ETH 3 4
oogess. saunce TcomT  moec

&

0x9361E4fd88ff17562bc2819249D300A163bB258B  100.00 ETH

Fig. 2. screenshot of Ethereum account

(2) Design smart contract.

SOLIDITY COMPILER

& Compile DataTransactionPr...
Compileand Runscript i ©

INTRAC

DataTransactionProtecte (DataTransac:

Publish on Ipfs s

Publish on Swarm D A b DataProduct, DataNotes);

Compilation Details

ABI ( Bytecode

Fig. 3. Remix IDE screenshot

Designing a smart contract is a key step in implementing a blockchain-based data
trading platform. Smart contracts need to include functions such as data publishing,
data subscription, and transaction confirmation, and introduce a trust evaluation
mechanism. Build an Ethereum private chain in Remix IDE to test and verify the
proposed smart contract. As shown in Figure 3.
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4 Experimental results

To verify the effectiveness of the blockchain-based data trading method and platform,
we have implemented a prototype system of an Ethereum-based data trading platform.
The system uses smart contracts to automate data trading and introduces a trust evalu-
ation mechanism to ensure the security and reliability of data trading. Through testing
and deployment, we found that the system can operate stably and achieve automated
data trading and trust evaluation.

5 Conclusion

This article proposes a design scheme for a blockchain-based data trading method and
platform. The scheme uses smart contracts to automate data trading and introduces a
trust evaluation mechanism to ensure the security and reliability of data trading. By
implementing a prototype system of an Ethereum-based data trading platform, the
feasibility and effectiveness of the scheme have been verified. In the future, we will
further improve the system and apply it to actual data trading scenarios.
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