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ABSTRACT 

Recent growth of the information and communication technologies (ICT) created enormous opportunities for the eco-

nomic and technical growth. However, they also opened the Pandora’s box of cybercrime, stealing personal information 

and identity, spying on people’s working and private lives as well as other related issues. Internet of Things (IoT) that 

combines a myriad of devices connected together for a two-way flow of information represents another important chal-

lenge, since it collects and stores zillions of personal data that can be abused by the third parties. Our paper analyses the 

recent developments of IoT in the light of data protection and tackling cybercrime. We show that since the concept is 

relatively young, very few legislative norms exist for its regulation and persecution of violators. It is also clear that new 

laws and rules should be introduced but the fragile balance between personal data protection and total “Big Brother-like” 

control from the law enforcement agencies and the governments should be carefully maintained and secured. 
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1. INTRODUCTION 

Nowadays, there is enormous data available to com-

municate with consumers, collect data, transmit data to 

businesses and collect large amounts of data for third 

parties [1], [2]. Examples include smartphones that inter-

act with other smartphones, connected medical devices, 

social networks, smart home devices, and much more. 

Connected devices undermine our ability to separate 

these connections from those we choose. The growing 

number of initiatives, devices and solutions related to the 

Internet of Things (IoT) is having a significant impact on 

the privacy and security of our personal data and those 

of the people we know and love [2], [3]. 

Internet of Things (IoT) and cloud computing, a topic 

that has been taken up by various authorities worldwide. 

This has led to a plethora of guidelines, rules and non-

binding recommendations, but little concrete action on 

the part of the central and federal governments. Simply 

put, IoT is the process of creating physical things that are 

embedded with sensors, software, and electronic connec-

tivity to create a global network of physical objects that 

exchange data and exchange information with each other 

and with the world around them [4], [5]. IoT imagines a 

world of connected devices and services, not only in the 

physical world, but also in the cloud. This means that it 

is subject to the same security measures as IPv4 (the 4th 

version of the Internet Protocol, one of the core protocols 

of standards-based internetworking methods in the Inter-

net and other packet-switched networks), while the fact 

that all physical worlds will be connected to IPv4 has led 

to a host of security concerns [6]. 

Once a physical object connects to the Internet and 

can be controlled accordingly, it can be transformed into 

an IoT device in various ways. As more and more phys-

ical objects such as cars, houses and buildings become 

part of the IP-based systems, we can expect a significant 

increase in attacks. These threats include not only phys-

ical attacks, but also cyberattacks on the Internet of 

Things itself. 

Our paper focuses on the issues of personal data pro-

tection in the Internet of Things using the legislative and 

the data protection framework. We analyze the recent de-

velopments of IoT in the light of data protection and the 

fight against cybercrime. 

2. LITERATURE REVIEW 

In general terms, as heterogeneous devices become 

part of the IoT network, new security threats will emerge. 

IoT device manufacturers should take these protective 

measures into account and extend them to the entire net-

work of devices, not just their individual devices [7], [8]. 

Some recent examples come from the United States 

which is not a leading country in developing the digital 

economy and investing into the smart home hardware. In 

September 2018, the California legislature in the United 

States passed a law that imposes new restrictions on the 

number of IoT devices sold in the country. Unite Stats 

Congress also introduced a bill (H.R. 2222) and an 

amendment to the National Defense Authorization Act 

(NDAA), which proposes that the Commerce Depart-

ment conduct a study of the IoT industry and make rec-

ommendations for the secure growth of IoT devices [9]. 

IoT security hacks happen but the extensive work was 

built in this industry and it helps to draft a code of con-

duct for consumer IoT security. 
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When billions of things become connected devices, 

they can be exposed to intruders and interference that 

could dramatically compromise privacy and threaten 

public safety but can also help to fight corruption that is 

notorious in some parts of the world [10]. Private prop-

erty can be damaged and lots of harm can be done. One 

thing is the digital data that includes photos, videos or 

documents. However, another thing is physical security 

when smart houses can be broken into and the smart ap-

pliances can be hacked and made to violate or kill their 

owners.  

 

Figure 1 Spending on the smart home devices in the 

world (in billions of U.S. dollars) 

Nevertheless, the IoT presents some very important 

security and data protection challenges that need to be 

addressed in order to reach its full potential. Therefore, 

one of the main problems associated with the Internet of 

Things that needs to be addressed is the problem of pri-

vacy, a problem that is closely linked to the physical 

world [11, [12]. There are some security vulnerability 

guidelines and general recommendations summarizing 

the state of the art in security and data protection for IoT 

devices. This sets out minimum requirements that IoT 

device manufacturers should consider when developing 

applications, services, firmware updates and to reduce 

the risk of a security incident due to a compromised IoT 

device. The protection of an IoT deployment depends on 

the system involved, the application, the service or the 

firmware, and the degree of integration with other sys-

tems and services. The IoT Trust Framework of the In-

ternet Society has identified core requirements that need 

to be understood, evaluated and implemented as part of 

the Internet of Things for effective security and privacy 

[13]. 

The widespread adoption of IoT devices which is ap-

parent from the spending on smart home appliances (see 

Figure 1 above) has highlighted the need for a more spe-

cific regulatory framework to address the concerns and 

apply regulation. Although it becomes apparent that In-

ternet security is required, the fact is that many IoT de-

vice systems are very limited in security due to a lack of 

regulation and widespread use of third-party software. 

Security requirements also vary considerably; for exam-

ple, there is a significant difference in the level of secu-

rity and data protection requirements for different types 

of devices. This raises the question of whether the ser-

vices concerned can becalled telecommunications ser-

vices and whether they should be regulated within a reg-

ulatory framework for telecommunications [14]. 

IoT presents some very important security and secu-

rity challenges that need to be addressed in order to reach 

its full potential. Therefore, one of the most important 

problems in connection with the Internet of Things that 

needs to be addressed is the issue of data protection, an 

issue that is closely linked to the physical world [15].  

The security gaps and problems associated with IoT 

can be drastically reduced by implementing security 

analyses. IoT security is defined in the IoT agenda as a 

technology area that addresses the protection of the se-

curity and privacy of data and information in the physical 

world as well as in the digital world. The protection of 

an IoT deployment depends on the system involved and 

the level of security of the systems involved, such as net-

work connection, data storage and data encryption. This 

includes collecting and analyzing data from multiple 

sources that can help IoT security providers identify po-

tential threats and nip them in the bud. 

IoT gateways alone are too small to monitor, and 

there is a lack of infrastructure to monitor them. IoT is 

designed as the next generation of the Internet of Things 

(IoT), not just as an IPv4 version. This means that it is 

subject to the same security measures as required for IPv 

4, but also to the fact that the physical world is connected 

to IPv 4, which leads to a variety of security concerns 

[16]. 

Since these are integrated into IP-based systems, a 

significant increase in attacks is expected. These attack 

threats include not only physical attacks, but also cyber-

attacks such as ransomware, phishing and other forms of 

malware. 

As these heterogeneous devices become part of the 

IoT network, new security threats will emerge. IoT de-

velopers and customers, these devices are becoming 

more common. Concerns are growing about the growing 

number of devices that are becoming increasingly im-

portant to customers of IoT developers [17]. 

Some benevolent hackers can demonstrate how easy 

it was to gain access to a connected car - something that 

was a minor concern in the technology era several years 

ago, but is now a key area of interest for IoT creators. 

Unfortunately, new security threats seem inevitable [18]. 

The Internet of Things will make it possible to con-

nect physical objects of daily life to the Internet. These 

objects will have the ability to identify and identify 

cloud-based applications, devices and other objects that 
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are connected and cooperating globally, in a world where 

big data analytics enable smart decisions. Some draft 

laws, such as the IoT Improvement Act, propose security 

standards to help close the gaps in the security and pri-

vacy of IoT devices and applications. The potential for 

meaningful innovation is enormous for the IoT, but the 

potential risks and challenges in the area of security and 

data protection also present challenges. 

Not only the Internet of Things but also novel devel-

opment in the areas of security and data protection are 

important. IoT devices can be harmful to consumers and 

networks because they contain security vulnerabilities. 

This lack of security increases the risk of personal infor-

mation leaking when data is collected and transferred to 

and from IoT devices. Sometimes unauthorized persons 

can exploit security vulnerabilities to create a risk to 

physical security [19]. 

These devices are connected to various hardware and 

software, so there is a risk that sensitive information may 

leak through unauthorized manipulation. This can have 

particularly serious consequences if personal infor-

mation such as credit card numbers, bank account infor-

mation and other personal information is hacked. IoT se-

curity should be a serious concern to protect IoT devices 

that are at risk with the potential consequences of hack-

ing and lives. Meanwhile, many manufacturers are in-

creasingly incorporating smart devices such as smart 

thermostats, smart lighting and smart home systems into 

their facilities. These may not be adequately protected 

and cause serious problems for consumers. As the intel-

ligent and autonomous future dawns, the security risks 

inherent in the rapidly growing inner web of things will 

become complex. Security has immediate and future 

consequences, and we have no idea how vulnerable the 

Internet of Things can be and what we should do about 

it. There are a number of options to solve the security 

problem of the Internet of Things or not, but they are not 

all solved. 

The number of "things" and devices added to the In-

ternet of Things (IoT) every day also increases the po-

tential for security threats. The reality today is that the 

Internet of Things is connected to everyone and every-

thing, and there is no longer a single point at which eve-

ryone fails, not even the most powerful devices [20]. 

All of the above calls for the new legislative norms 

that would understand the novel technological concepts 

and embrace them into their processing and implementa-

tion. 

 

 

3. LEGAL AND FORENSIC PROVISIONS 

OF THE INTERNET OF THINGS 

Speaking about the legal and forensic provisions of 

the IoT, it seems crucial to identify the impact of the data 

collected and submit it to law enforcement authorities. 

There are a number of applications and challenges that 

professionals in the emerging field of IoT forensics face. 

In fact, Internet of Things has many impacts on the legal 

and forensic field. Because the data is provided by smart 

devices, investigators can gather more information about 

a crime, such as its location, time of day, and the location 

of the victim. Collecting this data can be a challenge, 

however, as the data is stored on the device in the form 

of photos, videos, audio, text messages or other data. IoT 

devices to construct a timeline during an investigation, 

for example, with the help of a smartphone or tablets. 

One can identify key areas that should address solu-

tions and the importance of data models for both IoT mo-

bility and forensics, and the need for a better understand-

ing of them. Understanding the data model for IoT and 

mobility forensics suggests other important questions. 

This paper presents examples of IoT scenarios and at-

tempts to identify the sources of the evidence it contains. 

It will also discuss how digital forensics of the IoT differ 

from classical digital forensics, and emphasize the im-

portance of data models for both IoT and mobility foren-

sics, as well as the need for a better understanding of the 

data model. The Internet of Things (IoT) has a number 

of legal challenges to overcome, both in terms of privacy 

and security and the use of data models. It also suggests 

that we can distinguish between the digital forensics of 

the IoT and traditional legal and legal enforcement of 

mobility. 

There is not a secret that various devices connected 

to the Internet, including mobile phones, tablets, laptops 

and other mobile devices such as smartphones, are al-

ready being researched to monitor people. Connected de-

vices with the Internet of Things (IoT), so-called every-

day objects and devices that can be connected to the In-

ternet, are the target of law enforcement and play an in-

creasing role at crime scenes. The UK Home Office has 

informed Privacy International that it is developing a 

strategy to use the Internet of Things as part of a criminal 

investigation. In January 2017, it was stated that internet 

devices were “likely to revolutionize crime scene inves-

tigations” by the National Crime Agency (NCA) and the 

Police and Crime Commissioner's Office [21]. The use 

of new technologies in our homes and bodies as part of 

criminal investigations and the use of evidence raises 

new challenges and risks that have not been sufficiently 

researched. A key element in tackling this crisis in the 

UK will be to stabilize the market by addressing the core 

issues of forensic technology worldwide. We believe that 

the discussion on the use of the IoT by law enforcement 
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authorities would benefit from discussions on its possi-

ble use in criminal investigations and on the use of these 

technologies in forensic investigations. To address this 

problem, the scientific evidence used and the excellent 

research that underpins it will also be crucial for the de-

velopment of a robust legal framework. Forensic re-

search must harness new skills such as machine learning, 

artificial intelligence, and machine vision to develop new 

technological tools to meet the challenges of detecting 

and identifying traces of people. We also need to develop 

the basic foundations needed to identify these materials, 

such as the ability to search the digital environment for 

traces of human activity and use data analysis. 

4. DATA PROTECTION IN THE INTER-

NET OF THINGS 

For government agencies such as the Federal Trade 

Commission, the European Union's General Data Protec-

tion Regulation (GDPR) protects privacy and data secu-

rity [22]. This includes, inter alia, adopting best practices 

in the areas of data protection and security, collecting 

consumer information only with the explicit consent of 

consumers and providing access to their data only after 

their consent. 

There are various cloud-based mobility platforms 

that make it easy for companies to securely manage and 

optimize IoT deployment. IoT needs security, which is 

why we have developed tools and expertise to reduce 

risks through responsible development of IoT applica-

tions. In addition, it is committed to collecting personal 

information that is consistent with the privacy and secu-

rity of its customers’ personal information. IoT devices 

and the data processing activities associated with the op-

eration of IoT are the responsibility of the United States 

Department of Homeland Security (DHS), as they tend 

to process personal data. It is clear that solutions and pri-

vacy are built into the design of their products, and the 

ability to incorporate data subject to these rights into 

their design. IoT solutions and incorporate data protec-

tion measures into them, as well as into data processing. 

This should be documented and documented in practice 

as part of the principles of GDPR accountability and in 

the implementation of data protection measures 

The Asian region is also characterized by high pene-

tration of ICTs and data localization, which drives fur-

ther data protection considerations. Asian lawmakers are 

considering strengthening their own privacy laws, such 

as the Data Protection Act (DPA) in Japan and the Pri-

vacy Act (DPA) in South Korea [23]. Existing examples 

of IoT in public spaces underline the need to update data 

protection rules to take into account the complexity and 

impact of IoT data collection. Restrictions on data col-

lection and free use pose challenges to the IoT model, 

such as the need to store data on land. 

There are also facts that it can be difficult to get the 

consent of individuals because IoT technologies such as 

sensors and cameras are embedded in the infrastructure 

and sometimes discreetly placed. After all, many parties, 

such as cloud providers, are involved in the collection 

and transfer of data, and third parties often do not extend 

their rights to privacy and data protection. The majority 

of connected devices do not adequately explain to their 

customers how their personal data is processed. IoT de-

vices are still being adopted and adopted, and there is a 

lack of understanding of the privacy and security impli-

cations of these devices and their use. Such outages may 

not be surprising, given the extent to which IoT services 

are involved in collecting, processing and storing per-

sonal information such as credit card numbers, bank ac-

count numbers and other personal information. Compli-

ance with the GDPR is particularly challenging in the In-

ternet of Things, as far as it can be difficult to obtain the 

necessary consent to process personal data on an IoT net-

work. In the IoT context, a key difficulty is in determin-

ing which stakeholder is the data controller or processor 

for a particular processing activity. IoT devices are un-

likely to know this, although advocates are changing this 

under the European Union's General Data Protection 

Regulation. IoT organizations that are particularly com-

mitted to data protection benefit from increased cus-

tomer confidence, which can be a distinctive feature of a 

business. The IoT and the Internet of Things are based 

on the assumption that huge amounts of data are gener-

ated that can not only be used but also analyzed in a va-

riety of ways, for example in real time, without the need 

for consent. As a result of this flood of data, there was an 

urgent need to review data protection, which has resulted 

in UK law now being enshrined in the Data Protection 

Act. The GDPR is therefore an important step towards 

the protection of personal data in Europe and an example 

for other countries and regions. 

5. CONLUSIONS 

Overall, it becomes clear that the concept and the 

functioning of the Internet of Things are very young and 

immature, hence very few functional and effective legis-

lative norms can be found for its regulation and persecu-

tion of its violators. It is also discernable that new legis-

lative norms and rules should be introduced but the frag-

ile balance between personal data protection and totali-

tarian-like control that might be imposed by the law en-

forcement agencies and the corrupt governments should 

be carefully maintained and secured. 

We are confident that the policymakers and stake-

holders can initiate consultations and regulations to se-

cure consumers' IoT by identifying best practices to en-

hance cyber security for consumers in the IoT. The code 

of conduct is part of a series of best practices and safety 
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principles published by the department last year. The de-

partment is also leading the creation of an international 

focus on IoT security to support work on a global frame-

work for the development and implementation of secu-

rity standards for IoT devices. Internet of Things (IoT) 

and the security challenges it poses, and the need to move 

forward in developing and implementing security stand-

ards for IoT devices and services in a secure, secure and 

transparent manner. 
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