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ABSTRACT

The widespread adoption of digital technologies necessitates assessing the effectiveness of this process at present and
considering the risks and opportunities existing here. The aim of the study is to consider the features and changes that the
law enforcement process is undergoing in the context of digitalization. Traditional legal procedures are forced to undergo
reforms, which, on the one hand, allows the most complete achievement of the goals of the legislator, and on the other
hand, to respond to the challenges of modern crime, which is also armed with advanced technologies. The results of the
study indicate not only the great potential that exists in the use of digital technologies for the effectiveness of law en-
forcement, but also the presence of objective and subjective obstacles that prevent their implementation. Practical rec-
ommendations have been developed to improve the efficiency of law enforcement in the context of the introduction of
digital technologies.
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1. INTRODUCTION

Monitoring of the processes taking place in modern
law enforcement shows that information technologies
are becoming increasingly important. The development
of franchising, international licensing agreements, the
creation of large complex pools (patents, trademarks,
know-how, etc.), together with the high mobility of
financial and intellectual capital, the development of IT
technologies and the Internet, have created a new tech-
nological and commercial environment, necessitating
legislation react to ongoing changes.

Digitalization as a modern form of implementation
of legal regulatory activities includes not only national,
but also international regulation on the recognition of
digital property rights in digital property circulation, the
establishment of cybersecurity standards and legal lia-
bility for relevant offenses, protection of privacy and
personal data (personal and biometric), regulation of
digital transactions and the implementation of human
rights and legitimate interests on the basis of new tech-
nological platforms, as well as the definition of new
conditions for the provision of public services in the
process of organizing new types of interactions. Emerg-
ing digital technologies are often not bound by state
boundaries in the process of their implementation, and
therefore the unification of national legislations in the
field of digital law for its subsequent uniform applica-
tion (in accordance with the existing experience of legal
regulation of intellectual property law) is an urgent
problem.

The purpose of this study is to examine the impact
that digitalization processes have on enforcement pro-
cesses. It is necessary to analyze the mechanisms for
increasing the efficiency of law enforcement in the con-
text of the introduction of digital technologies and the
prevention of threats arising from the implementation of
this process.

2. LITERATURE REVIEW

The problem of law enforcement in the context of
digitalization has a long history of its study. Back in
1994, in her programmatic article, Saxby [1] wrote that
more than thirty years have passed since the moment
when lawyers first began to "speculate" on the prob-
lems of computers. In this case, the study of the prob-
lems of digitalization (“computerization”) began in an
article by Freed in 1960 [2]. The discussion started in
this article was later supported by a large number of
authors who began to analyze the problem of penetra-
tion in relation to various spheres of public relations [3].

Digital technologies became so widespread that in
the 1990s legal scholars (for example, Barlow [4]) be-
gan to talk about the emergence of the next generation
of human rights, the so-called "digital rights", the first
normative documents were developed concerning this
legal problem.

At the same time, the attention of legal scholars be-
gan to attract not only the advantages, but also the
threats that the use of digital technologies entails. Such
anxiety has been expressed in such fundamental works

Copyright © 2021 The Authors. Published by Atlantis PressB.V.
Thisis an open access article distributed under the CC BY-NC 4.0 license -http://creativecommons.org/licenses/by-nc/4.0/. 125


mailto:ale_iv@mail.ru

ATLANTIS

PRESS

as Akrivopoulou and Garipidis [5], Reed and Murray
[6], Lessig [7].

This anxiety was confirmed by the practice of com-
bating crime and was replaced by confidence in the
danger of the uncontrolled use of digital technologies,
and therefore a significant amount of research published
in recent years is associated specifically with the fight
against digital crime on the Internet. Thus, the publica-
tion of works by McCartan and McAlister [8], Jewkes
[9], Banks [10] became a notable phenomenon.

In the modern legal literature devoted to the devel-
opment of digital technologies, several directions have
been outlined that study different aspects of the ongoing
changes. So, some authors consider the impact of digi-
tal technologies on the life of modern states [11]. A
much larger number of researchers are studying the
impact of digital technologies on the development of
law. Research by Khabrieva [12], [13] and Khalin and
Chernova [14], Zorkin [15], Kartskhia [16], Mikheeva
[17], Zaloilo and Pashentseva [18], Talapina [19]. A
small number of works are also devoted to the impact
of digitalization processes on the process of lawmaking
[20] or law enforcement in public [21] or private [22]
law. There are also interesting studies related to the
constitutionalization of digital human rights [23], [24].

3. METHODS OF ASSESSMENT

The methodological basis of the work was formed
by the dialectical method of researching legal phenom-
ena in their relationship and interdependence. In addi-
tion, the validity of the results is achieved through the
complex application of methods of historical and legal
analysis, systemic and structural, comparative legal,
statistical, logical and theoretical methods, as well as
general scientific methods of synthesis, generalization,
explanation, interpretation and classification. The initial
data are modern views and provisions in the field of the
theory of legal regulation of public administration, the
analysis of which is made on the basis of official
sources of legal information.

4. PROBLEMATIC ASPECTS OF INTRO-
DUCING DIGITAL TECHNOLOGIES

As a social institution, the law is forced to respond
to changes in society. It becomes not only a tool that
ensures the introduction of digital technologies in vari-
ous spheres of public life, but also a significant object
of digitalization. In the prevailing conditions, changes
are taking place in the sphere of the content, form and
mechanisms of action of law. However, neither doctrine
nor legal practice has developed a generally accepted
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image of the direction of the changes taking place and
the patterns of transformations being made.

The main problem at the moment is the inability to
regulate the entire spectrum of emerging legal relations
by regulatory means. Such a desire of the legislator
deprives the corresponding relations of flexibility and
serves as an obstacle to the development of the corre-
sponding technologies. Another problem is that in the
context of large-scale “digitalization” the possibility of
regulating a number of social relations within the na-
tional jurisdiction of the state becomes very relative. In
this regard, the role of international legal regulators is
noticeably increasing.

Thus, at the moment, various options are possible in
the development of law in the context of digitalization.
It is possible as a transformation of law into another
social regulator, allowing the use of the program code
necessary for understanding the text of the regulations
emanating from the state by technical means (up to the
creation of an "electronic judge"). It is also possible for
the law to preserve its substantial properties and its con-
servative existence in the digital reality - earlier the law
has already experienced the emergence of such non-
traditional phenomena as, for example, surrogacy or
GMOs, in connection with which the adaptive capabili-
ties of modern legal systems can be assessed as quite
high. Finally, the emergence of a new normative system
(along with law, morality, religion and other normative
systems) is also possible, but the implementation of the
latter option is possible only in the long term.

Artificial intelligence in the field of jurisprudence
can be used to analyze the correctness of the prepara-
tion of documents, conduct a comprehensive legal anal-
ysis of legal situations, predict the outcome of a trial,
and automate legal procedures. Already today, there are
computer programs that allow you to solve standardized
legal tasks (such as, for example, drafting simple com-
plaints or contracts). Thus, digital technologies can di-
rectly influence the content of the legal profession,
compete with lawyers who carry out standardized legal
operations. In the professional community, opinions are
expressed about the fundamental possibility of the for-
mation of legal practice according to special technolog-
ical algorithms. An important area of changes is amend-
ing the procedural legislation in terms of filing a state-
ment of claim in electronic form, using video commu-
nication in the process of administering justice.

At the moment, digital technologies have already
created a new reality (“digital economy”, digital cyber-
space), which is different from the physical world in
which human life was traditionally carried on. Current-
ly, digital technologies are beginning to dictate their
conditions for the life of society, to which it is neces-
sary to adapt legal institutions. Technological platforms
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based on the principles of blockchain, Internet of
Things, cloud computing, Smart Everything, Big Data,
augmented & additive reality, cybersecurity, Telegram,
Facebook, VK), electronic services that are used in a
wide variety of areas of human activity - all this has
created new conditions to change traditional legal insti-
tutions and their adaptation to the realities of the new
technological environment for humanity. Often, the gap
between the real and the digital world prevents us from
using all the available information produced by many
“smart” devices around the world [25]. In this area,
certain technological automation capabilities are laid
down.

S. THE PROBLEM OF ENSURING HU-
MAN RIGHTS IN THE CONTEXT OF
DIGITALIZATION

Due to the explosive development of digital tech-
nologies and their acquisition of key positions in the life
of society, digitalization of law is inevitable and neces-
sary. However, digital technologies make it possible not
only to make human life easier, but also to expose it to
dangers previously unknown. Cybercrime, theft of
funds from bank accounts, getting into the public do-
main of information concerning a person's private life -
this is just a small list of the threats that modern society
faces [26].

As noted in the literature, the development of digital
technologies directly affects such constitutional human
rights as privacy, personal and family secrets, the pro-
tection of one's honor and good name, as well as the
prohibition on the collection, storage, use and dissemi-
nation of information about a person's private life with-
out his consent.

The right to access the Internet, highlighted in the
works of some modern researchers, is not yet enshrined
in constitutions and international conventions, but it has
every chance to acquire the status of a basic human and
citizen right in the process of further development of
digitalization processes. Genetically, the right to access
the Internet goes back to two closely interrelated first
generation rights - freedom of expression and the right
to information, and in general can be seen as a means of
realizing them. A number of international documents
dedicated to ensuring freedom of information, freedom
of expression and freedom of communication have em-
phasized the importance of the means and tools that
allow them to be implemented [27]. The development
of digital technologies determines both a change in the
views of lawyers on the essence of human rights and
the emergence of new rights that require the introduc-
tion of mechanisms for their legal protection.
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6. DIGITALIZATION AND INCREASING
THE EFFICIENCY OF LAW ENFORCE-
MENT IN THE FIELD OF PUBLIC LAW

Expert forecasts suggest that the systemic and wide-
spread introduction of information and communication
technologies (IT technologies) in all spheres of society,
and especially in public administration, is a necessary
condition for the effective development of the national
economy.

Ensuring national interests is carried out through the
implementation of, among other things, the following
strategic national priorities: ensuring state and public
security, also by improving the system for identifying
and analyzing threats in the information sphere, coun-
tering them; improving the quality of life of citizens,
also through the development of information infrastruc-
ture, the availability of information on various issues of
social life, equal access to public services throughout
the state.

In various states, it is planned to transfer citizens
from a paper document to an electronic passport, the
carrier of which can be a plastic card with an embedded
chip. This electronic document will provide its owner
with access to all state registers and services.

In order to develop a digital economy based on the
use of data, it is necessary, through the introduction of
digital technologies and digital platforms, to ensure the
reduction of time and administrative costs in the provi-
sion of state and municipal services, the implementation
of control and supervisory functions, the functioning of
state and municipal bodies. The tendency of democratic
development is the introduction into legal reality of the
e-democracy model as a special form of interaction
between government bodies and the people through the
involvement of citizens in the management of state af-
fairs using the latest information and communication
technologies.

In the future, digitalization may also imply the par-
ticipation of citizens in public administration through
appropriate technological platforms - the formation of
"electronic government", "electronic legislation" and
"electronic government". In accordance with existing
ideas, in the future the text of normative acts should be
formulated in such a way that it is understandable not
only to humans, but also to the relevant information
systems.
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7. DIGITALIZATION AND ENHANCING
THE EFFICIENCY OF LAW ENFORCE-
MENT IN THE SPHERE OF PRIVATE
LAW

A feature of the development of modern private law
is that contractual relations are developing much more
rapidly than the norms aimed at their settlement, which
may indicate the inability of legal norms to fulfill their
regulatory function in relation to them.

The process of improving contract law, taking into
account the development of IT technologies and smart
contracts, is inevitable. First of all, this applies to
Blockchain technology.

An important object of civil law regulation, the fre-
quency of which has been continuously increasing in
recent years, is digital money, understood as a collec-
tion of data in an electronic information system. This
set does not certify the right to any object of civil law,
but facilitates the implementation of payments by users
of this system [28].

The creation of complex objects built on the princi-
ple of integrated technologies (artificial intelligence,
analytical structures based on Big Data, self-controlled
systems like Smart Everything, etc.) generates a request
to expand the list of protected intellectual property ob-
jects, change the methods of legal protection in the digi-
tal space, create segment of digital services as a variety
of intellectual property objects, the creation of "cyber
property" (rights to virtual objects of digital space).

Currently, it is necessary to develop legislation on
digital civil turnover, containing the basic concepts and
principles of such turnover, taking into account the use
of digital technologies (smart contract, digital obliga-
tions, types of rights objects, digital technological plat-
form, types of digital property, authentication rules,
etc.). In connection with digitalization, legal science
faces a fundamental problem - to comprehend the con-
cept and matter of a virtual thing.

8. OPPORTUNITIES AND RISKS OF DIG-
ITALIZATION OF LEGAL RELATIONS

The main problem hindering the wider introduction
of digital technologies into the functioning of state
mechanisms is the unwillingness of officials to change
the usual methods of work and the use of traditional
legal categories for new objects. In addition, digitaliza-
tion determines the strengthening of the role of interna-
tional regulation of human rights, international stand-
ards for ensuring these rights and tools for their protec-
tion, which leads to the universalization of human rights
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and the leveling of national differences in their provi-
sion [29].

The right to access the Internet is awaiting constitu-
tionalization. Thus, the question of whether or not a
user of digital technologies needs anonymity is a matter
of discussion. There is a perception that Internet users
should be equipped with tools to communicate safely
and comply with basic security rules such as not using
real names; deletion of potentially confidential corre-
spondence; using secure passwords and password man-
agers; reducing risks when using smartphones and mo-
bile phones; as well as deleting chat histories and
browsers. They should also become familiar with addi-
tional layers of encryption and use them to transfer and
store data [30]. However, such anonymity is not only a
precondition for the safety of respectable Internet users,
but it also creates the possibility for criminals to contin-
ue their digital activities with impunity. Relations in the
digital space initially do not lend themselves to the
same control as in traditional conditions, since in the
electronic environment it is much more difficult to
identify a person's identity, gender and age, place of
residence, and therefore, take these features into ac-
count in legal regulation. Thus, the legal regulation of
public relations in the Internet sphere goes beyond the
national space and acquires an international legal sound.

Another problem of digitalization is the creation of
information and reference systems of legislation. It is to
such systems, and not to official sources of publication
of normative legal acts, court decisions, etc., that pro-
fessional lawyers turn to when carrying out their activi-
ties, while admitting that these systems may contain
errors and inaccuracies. At the same time, the exact
correspondence of the digital copy to the original is not
guaranteed and the owner of such a non-state infor-
mation system is not responsible for possible inaccura-
cies. In this case, it is possible to recommend to the
states the development of national legal standards to
regulate digitalization processes, which is necessary for
building their own internal policies in this area.

9. RESULTS

In the context of the development of the information
society, the main functions of the state are expanded
and the state administration is transformed using digital
technologies. In addition to the generally recognized
functions of the state in a market economy, the im-
portance of the information function is increasing,
which covers the main areas of activity in the infor-
mation sphere.

The digitalization of modern social relations is con-
sistently shaping a new social, economic, political and
legal reality. The legislative system as an invariable
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external form (shell) of law also undergoes significant
transformations and changes, while it is obvious that in
the new conditions of digital reality, the legal system
continues to be based on universal human rights guar-
anteed by the Constitution and international legal acts,
the recognition and protection of which is the duty of
the state and its authorized bodies. At the same time, in
the future, under the influence of digitalization, changes
are inevitable in the very mechanism of legal regulation,
legal technologies, lawmaking and law enforcement.

10. CONCLUSIONS

The most important legal problem of digitalization
is the lack of normative disclosure of the content of the
terms “digital economy”, “electronic person”, “elec-
tronic state”, “digital law” used in legal doctrine, legis-
lation and judicial practice. In theoretical and legal
terms, attempts to isolate digital law into a separate
legal branch are of interest, which indicates the need to

highlight its subject and method.

The further development of the legal system of
modern states is due to the ever-increasing influence of
the processes of development of digital technologies on
them. This is not only about the large-scale digitaliza-
tion of the sale and purchase sector, but also about those
areas of law in respect of which their movement on the
Internet was not previously envisaged (the sphere of
public services, electronic suffrage, etc.). If we add to
this the criminal manifestations of the new digital reali-
ty, then the indicated problem will become even more
obvious. The absence in this area of systemic legal reg-
ulation and even the necessary set of basic legal terms
makes the rule of law defenseless against the rapidly
developing process of digitalization.

REFERENCES

[1] S.A. Saxby, Jurisprudence for Information Technol-
ogy Law, International Journal of Law and Information
Technology 2(1) (1994) 1-31 DOLI:
https://doi.org/10.1093/ijlit/2.1.1

[2] R.N. Freed, A lawyer's guide through the computer
maze, Practical lawyer 6 (1960) 15-45.

[3] A.M Thormund, Legal Questions Relating to the
New Aids Used in Preparation of Traffic and Cost Evi-
dence, I.C.C. Practitioners’ Journal 31(3) (1963) 275-
283.

[4] J.P. Barlow (1996) Declaration of Independence of
Cyber  space. https://www.eff.org/cyberspace-
independence Accessed on 22 Oct 2020

Advances in Economics, Business and Management Research, volume 171

[5] C.M. Akrivopoulou, N. Garipidis, Human Right and
Risks in the Digital Era: Globalization and the Effects
of Information Technologies, Information Science Ref-
erence, 2012, 341 p.

[6] C. Reed, A. Murray, Rethinking the Jurisprudence
of Cyberspace, Edward Elgar Publishing, 2018, 235 p.

[7] L. Lessig, Code and Other Laws of Cyberspace Ver-
sion 2.0, Basic Books, 2006, 410 p.

[8] K.F. McCartan, R. McAlister, Mobile phone tech-
nology and sexual abuse, Information Communications
& Technology Law 21(3) (2012) 257-268. DOI:
https://doi.org/10.1080/13600834.2012.744223

[9] Y. Jewkes, Public Policing & Internet Crime, in: Y.
Jewkes, M. Yar (Eds.), Handbook of Internet Crime,
Willan Publishing, 2010, pp. 525 — 545.

[10] J. Banks, Internet Gambling, Crime and the Regu-
lation of Virtual Environments Gambling, Crime and
Society, Palgrave Macmillan, 2017, pp. 183-223.

[11] E.A. Guschyna, G.I. Makarenko, M.Yu. Seregin,
Obespecheniye informatsionno-tekhnologicheskogo
suverniteta gosudarstva v usloviyakh razvitiya tsifrovoy
ekonomiki, Pravo 6 (2018) 59-63.

[12] T.Ya. Khabriyeva, N.N. Chernogor, The Law in
the Conditions of Digital Reality, Journal of Russian
Law 6(1) (2018) 85- 102.
DOI: https://doi.org/10.12737/art 2018 1 7

[13] T.Ya. Khabriyeva, Law facing the challenges of
digital reality, Journal of Russian law 6(9) (2018) 1.
DOI: https://doi.org/10.12737/art 2018 9 1

[14] V. Khalin, G. Chernova, Digitalization and Its Im-
pact on the Russian Economy and Society: Advantages,
Challenges, Threats and Risks, Administrative consult-
ing 10 (2018) 46-63. DOI:
https://doi.org/10.22394/1726-1139-2018-10-46-63

[15] V.D. Zorkin (2018) Law in the digital world, Re-
flections on the fields of the St. Petersburg International
Legal Forum, Rossiyskaya Gazeta.
http://alrf.ru/news/pravo-v-tsifrovom-mire-vystuplenie-
valeriya-zorkina-na-pmyuf/ Accessed 5 Oct 2020

[16] A.A. Kartskhia, Tsifrovye tekhnologii- pravovoy
aspekt, Intellektualnaya sobstvennost. Promyshlennaya
sobstvennost 10 (2018) 17—26.

[17] T. N. Mikheeva, About the legal basis of digitali-
zation in the russian federation, Courier of the Kutafin
Moscow State Law University 9(61) (2019) 114-122.
DOI:  https://doi.org/10.17803/2311-5998-2019-61-9-
114-122

129


https://doi.org/10.1093/ijlit/2.1.1
https://www.eff.org/cyberspace-independence
https://www.eff.org/cyberspace-independence
https://doi.org/10.12737/art_2018_1_7
https://doi.org/10.12737/art_2018_9_1
http://alrf.ru/news/pravo-v-tsifrovom-mire-vystuplenie-valeriya-zorkina-na-pmyuf/
http://alrf.ru/news/pravo-v-tsifrovom-mire-vystuplenie-valeriya-zorkina-na-pmyuf/
https://doi.org/10.17803/2311-5998-2019-61-9-114-122
https://doi.org/10.17803/2311-5998-2019-61-9-114-122

ATLANTIS

PRESS

[18] M.V. Zaloilo, D.A. Pashentsev, Osnovy naprav-
leniya vliyaniya sovremennykh tsifrovykh tekhnologiy
na razvitiye prava, Pravo I obrazovaniye 7 (2019) 4-9.

[19] E.V. Talapina, Law and Digitalization: New Chal-
lenges and Prospects, Journal of Russian Law 6(2)
(2018) 5-17. DOLI:
https://doi.org/10.12737/art 2018 2 1

[20] V.M. Belov, E.V. Zyryanova, D.L. Kosov, Oso-
bennosti otsenki kachestva normativnykh pravovykh
aktov, Ispol'zovanie avtomatizirovannoi sistemy otsenki
kachestva normativnykh pravovykh aktov, Gosudarstvo
i pravo 10 (2017) 105-110.

[21] LV. Pogodina, D.A. Avdeev, Vozmozhnosti
primeneniya tekhnologii blockchain v publichnom up-
ravleniyi, Municipalnaya sluzhba: pravovye voprosy 2
(2019) 9-12.

[22] A.L Savelyev, Contract law 2.0: ‘Smart’ contracts
as the beginning of the end of classic contract law, In-
formation & Communications Technology Law 26(2)
(2017) 116-134.
DOI: https://doi.org/10.1080/13600834.2017.1301036

[23] S.A. Avakyan, Informatsionnoye prostranstvo
znaniy, tsifrovoy mir I konstitucionnoye pravo, Kon-
stitucionnoye I municipalnoye pravo 7 (2019) 23-28.

[24] A. Husnutdinov, Pravo na dostup v internet-
novoye pravo cheloveka? Sravnitelnoye konstitucion-
noye obozreniye 4 (2017) 112-113.

[25] O.A. Shabaeva, Pravo v usloviyakh tsifrovoy real-
nosti: postanovka problemy, Sibirskiy yuridicheskiy
vestnik 1(84) (2019) 16-20.

[26] R.B. Golovkin, O.S. Amosova, "tsifrovye prava" i
"tsifrovoye pravo" v mekhaniszmakh tsifrovizatsii
ekonomiki I gosudarstvennogo upravleniya, Vestnik
Vladimirskogo yuridicheskogo instituta 2(51) (2019)
163-166.

[27] N.V. Varlamova, Digital Rights — New Generation
of Human Rights? Proceedings of the Institute of State
and Law of the RAS 14(4) (2019) 9-46.
DOI:  https://doi.org/10.35427/2073-4522-2019-14-4-
varlamova

[28] N. Safarli, Smart Contract: The Concept, Legal
Nature, Features of Conclusion and Execution, Legal
Concept 18(4) (2019) 54-60.
DOI: https://doi.org/10.15688/Ic.jvolsu.2019.4.7

[29] N.V. Varlamova, Digital rights — new generation
of human rights? Proceedings of the Institute of State
and Law of the RAS 14(5) (2019) 141-167.
DOI:  https://doi.org/10.35427/2073-4522-2019-14-5-
varlamova

Advances in Economics, Business and Management Research, volume 171

[30] Article 19 (2017) Digital right in Russia: An Anal-
ysis of the deterioration to Freedom of Expression
https://www.article19.org/data/files/medialibrary/38696
/case_studies R02 A5 WEB.pdf Accessed on 10 Oct
2020

130


https://doi.org/10.1080/13600834.2017.1301036
https://doi.org/10.35427/2073-4522-2019-14-4-varlamova
https://doi.org/10.35427/2073-4522-2019-14-4-varlamova
https://doi.org/10.15688/lc.jvolsu.2019.4.7
https://doi.org/10.35427/2073-4522-2019-14-5-varlamova
https://doi.org/10.35427/2073-4522-2019-14-5-varlamova

